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Preface

This report is devoted to the analysis of the notorious Stuxnet wBAm32/Stuxnet)that suddenly
attracted the attention of virus researchers this summer. This report is primarily intended to describe
targeted and semiargeted attacks, and how they are implemented, focusing mainly on the most
recent, namely Stuxnet. This attack is, lewer, compared to the Aurora attack, outlining the similarities
and differences between the two attacks.

The paper is structured as follows. In the first section we introduce the targeted attacks and their
common characteristics and goals. In this sectimn present comparison of two attacks: Stuxnet vs.
Aurora. The second section contains some general information on SGGAPérvisory Control And Data
Acquisition)systemsand PLCs (Programmable Logic Controllass) (i dzE yrinar targes of. The

third section covers the distribution of the Stuxnet worm. Here we describe vulnerabilities that it
exploits to infect the target machine. The next section describes the implementation of Stuxnet: user
mode and kernemode components, RPC Server and their irdanection. We also describe the
remote communication protocol that it uses to communicate with the remote C&C.
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1 Introduction

Recently,there has been increasepublic awareness andnformation about targeted attackss the
numberof such attacks has significanthcreasel, beconing a separate cybercriminal businessctor in
its own right

Many companies areeluctantto disclose information about attemptl or successful targeted attacks
for fear of public relations issues affawy their profits so the informatiormade available to the public
onlyrepresentsa small part of what is actually happening.

1.1 Targeted Attacks

All targeted attacks can be divided into twaajor classes
1 Targeing a specific company or organizatiorthistype of attack is directed at a specific
organization andhe aim of anintruder is unauthorized access toonfidentialinformation such
ascommercial secret(as with the Aurorattack).
1 Targeting specific software or IT infrastructure this type of attak is not directed at a
specific compay and its target is the dataassociated witha certain kindof software, for
example-banking client softwareor SCADA systesrSQuch attackshave to be implemented in a
more flexible manner. This class of attacks eimmuch more damage to a great number of
companies than the attacks of the first clags. this class prsupposes a long term attack, it is
designed to circumvent protection systerfas with the Stuxneattack).

The most common vector for the development of targedernal attacks is now consideréal be the
exploitation of vulnerabilitiesin popular clientside applicationgbrowsers, plugins and so omjttackers
typically use combinatiagof multiple steps, which allow them to take root on the clieside.In most
caseghe first stageof the attackemployssocial engineeringp allow an attacketo lure the victim to a
favorable environmentor the implementtion ofthe next attack phase.

stage 1

social engineering
targeted attack stage 2

l

client-side exploit
attack stage 3

Figurel.l ¢ TypicalSagesof dient-Sde Attack
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Bypasingthe security software installed icertainorganizatiors is a crucial objective for most malware
There is a separateybercriminal businessector devoted tgroviding the means famalicious software
to stay undetected bgpecificor widely spreadntivirus producs.

1% fEaRz Crypter 2.2.0 - by fEaRz
Y ‘

FEARZ CRYPTER V220

File Options ‘ Change Icon IIAdvanced ‘ Execution ‘ Progress ‘

[T Anti-Sandbox(s) {Username/Sleep) [~ Detect IsDebuggerPresent
[ Anti-Sandbox(s) {GetModuleHandle) [~ Detect Soft-ICE

[~ Anti-Sandbox(s) {ProcessEntry) [ Detect FileMon/RegMon
[T anti-Sandbox(s) (Cd-Key) [V Disable ¥P Firewall

[~ anti-Sandbox(s) (IDT base address) [ Anti-Kaspersky

[T Anti-Ymware [~ Strip Reloc Files

v Walidate PE

l File (s) Size: 0 Kb (s) I Stub Size: 18.51 Kb (s)
Figurel.2 ¢ Custom Malware Potector

Thiskind of service carextend the life of outdated malware, or extend the timeew threat stay
undetected.However the use of such technologi¢s resist detection byantivirus software came used
as a heuristic for the detection gireviously unknown sampleBut the converse case also holds true:
avoiding usin@ny techniquesiimed atbypasing antivirus software and mkdngthe programresemble
legitimate software more closely can be a way of protecting malwaraisis the case withthe attack
mechanism usetly the Stuxnet worm

The Stuxnetattack constituted a serious threat to trust irsoftware usinglegal digital signatuie This
createsa problemfor white-listing, where security softwards basedon the a prioriassumption that a
trusted program meets ertain conditionsand is therefore indeed trustworthyAnd what if the program
closely resembles legitimate softwaaed even hadigital certificates for installed modulgmiblishedin
the name of reputable compani@g\ll thissuggestdhat targeted attacksouldpersist much longer over
time than wepreviouslyimaginel. Stuxnetwas able to stay undetectefbr a substantialperiod where
no one saw anything suspiciotghe use of a selaunching, eday vulnerability in thettack alloved the
rapid distribution of Stuxnet in thetargeted region. The choice of this kind of vulnerability quite
deliberate because in the absence of information abdtst existence, use of the exploitill not be
detected.All these factsuggest wellplanned attack whichhemainedunnoticeduntil long after it was
launched.But it is preciselyhe existence obuch threatghat inspiresusto look at the new vector and
the possibility of attack#hat use it in order to reduce the impact of future attacks
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1.2 Stuxnet versus Aurora

Inthe pastyear, thepublichas become aware dfvo targeted attacks, codenamed Stuxnet and Aurora.
Both of these attacks have some common features that characterize recent trends in targeted attacks.
Nowadays,the most popular vectoof penetration of the use@ machine is realized through popular
clientside applicationgbrowsers, plugins and other app#) is much easier tosteal data by launching

an indirect attack ompeoplewith access to important inforation via a malicious web sit¢hanit is to

attack theO 2 Y LJ- y &podectedl Gafalbase servedirectly. The use oflient-side applications as a
vector of attackis undoubtedlyexpected by cautious system users and administratbeg this attack
methodology is less predictablend harder to protect againstsince in everyday lifeve use many
applications each of them potentially an attack vector

TheAurora and Stuxnet attaskusedd-day expladis to install malicious prograsonto the system. Table
1.2.1 presents data othe malicious programmand exploits used:

Tablel.2.1 ¢ Malicious Software and Exploits Used toPerform Attacks

Characteristics Aurora Stuxnet
Exploitation vector MS1G002 (0-day) MS13046 (0-day)
MS16061 (0-day)
MSO08067 (patched)
0-day (unpatched)
Targeted malicious program Win32/Vedrio Win32/Stuxnet

Tablel.2.2 displaysthe characteristics of vulnerable platform and explpigmd indicates how seriolys
the intruders take their attack

CEler
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Tablel.2.2 ¢ Platforms Vulnerableto 0-Day Attack Vector

Characteristics MS10002 MS106046 MS10061 O-day

(unpatched)

Vulnerable versions| all versions oMS | all versions oMS | all versions of M§  WinXP and

Internet Explorer | Windows(WinXP, | Windows (WinXP Win2000
(6,7, 8) +Aadl = +Aadl =
Layered shellcode yes no no yes
Remote attacks yes yes yes(only for no
WinXP)
Other vectors no yes yes no

The exploit ESET detects 3S/Exploit. CVE0100249 (MS16002) has a narrower range of possible

vectors of distributiorthan LNK/Exploit. CVE010-2568(MS10046). The range of winerabilitesused in
the Stuxnet attack ha other interesting featureamakinguse of suchinfection vectors asremovable
flash drivesand other USB deviceand resources shareaver thenetwork. The exploitLNK/Exploit. CVE
20102568 is by its nature sdesignedthat detection of the exploit@ malicious activity is impossiblié

you are not aware of its existence.vie compare the features of these two exploits, it seems that

JS/Exploit. CVE010-0249is designed for a surprise attack, whilethe case of LNK/Exploit. C2B10
2568 a longterm, persistent attack was intended\n additional propagation vecto(MS10061) can
spread rapidly within the local networRhese observations confirm the data from Tabl2.3 which
compares the characteristics of the malicious programs used in these attacks.
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Tablel.2.3 ¢ Comparison of attacks

Characteristics Aurora Stuxnet
Target Targetedgroup ofspecific Sitesusing SCADA systelmst
companies promiscuous dissemination
Multiple distribution vectos no yes

Payload download in procesmfecting all in one malware
Code packing yes yes
Code obfuscation yes yes
Anti-AV functionality yes yes
Masking under legal programs yes yes
Architecture ofmalicious modular modular
program

Establishing a backdoor yes no
Distributed C&C yes no
Communications protocol https http
Custom @cryption of yes yes
communications protocol

Modules with degaldigital no yes

signature

yes; downloads and runs the
downloaded module via

yes; downloads updates via
WIinAPI functionsind runs

Update mechanism WinAPI them in memory, without
creating any files

Uninstall mechanism no yes

Infection counter no yes

Availability of anynodifications no yes

malicious program

These two attacks have shown us that no information systeabsolutely secure and carefully planned
targetedor even semiargetedattacksput a serious weapon to the hands of bad guys. In the case of
Stuxnet thereare still a lot ofopen questionsin our report we try to highlight the technical component
of this semitargeted attack.Stuxnet showed us by example how much can be concemddachieved
usingmassivesemitargeted attacks.
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Why semitargeted? While the payloais plainly focused oBCADA systems, thel f & | pi@agasion

is promiscuousQiminal (and nationstate funded)malware developers havgenerallymoved away

from the use ofselfreplicating malware towards Trojans spreaddilier means (spammed URLs, PDFs
and Microsoft Office documents compromised witkd@y exploits, and so onPnce selfreplicating
O2RS Aa NBtSIHaSRzZ AGQ& RATFFAOdA §whata doSsabdhbwifar S O
it spreads (which is one of the reasons reputable researchers have always been opposed to the use o
G322 Ré @A NUzAT& dhe bag duys gitdldeias Yhedisadvantage that asalware becomes

more prevalent and therefore more visible, its usefuln@sserms of payload deliveris depleted by

public awareness and thaider availability of protectioh

As we describe elsewhere in shdocument, there were probably a number of participants in the
Stuxnet development project who may have very different backgrounds. However, gbthe code

looks as if ibriginated with a fegular’ software developewith extensive knowledge of SCADA systems
and/or Siemens control systemsther than with the criminal gangs responsible for most malcode, or
even thefreelancehacker groupssometimes thought to be funded by governments and the military,

(for example Wiked Rosejve often associate with targeted attacks.2 6 SOSNE A G Qa TSI
GSQNBE aSSAy3a KSNB A4 -doksltuted 2rNIIR ARTOA LI ¥ F NEE T& SV E
officially but unpublicized collaborations, resembling the cooperatimgk with other agencies that
anti-malware researchers sometimes engage in, mightnioee common than we are actually aware.

On the other hand, the nature of the .LNK vulnerability means that even though the mechanism is
different to the Autorun mechanisraxploited by so much malware in recent years, its use for delivery
through USB devices, removable media, and network shares, has resulted in wide enough propagation
02 LINBGSYyld GKS YIFfglrNBE FTNRBY NBYIFAYyAy3d et o Gf
a development team that nevertheless succeeded in putting together a sophisticated collaborative
project, or a miscommunication at some point in the development process. On the other hand, it may
simply mean that the group was familiar enoughlthathe modus operandi characteristic of SCADA sites

to gamble on the likelihood that Stuxnet would hit enough poa#&fended, poorlypatched and poorly
regulated PLCs to gain them the information and control they wanted. Since at the time of writagy it h
been reported by various sources thswme 14 or 15 SCADA sites have been directly affected by the
infection of PLCs (Programmable Logic Controllers), the latter proposition may have some validity. While
the use of these vectors has increased the Visibii @ 2F (GKS GKNBFGX AdQa A
G2 aA0S3aABKSSIBE GHAEWENRO RSTFSyO0Sa 6SNB LINR2NAGA
anti-virus, and less automated system updating and patching. This is not a minor corisitjesaice

0KS gAOKRNI gt 2F adzlJLl2NI FNRY 2AyYyR264a OSNERAZY
clear that there are difficulties for some sites where protective measures may involve taking critical
systems offline. While there are obviousncerns here concerning SPoFs (single points of failure), the
potential problems associated with fixing such issues retrospectively should not be underestimated.
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1.3 Stuxnet Revealed

Duringour research, wénave beenconstantly finding evidence confirmingat the Stuxnet attack was
carefully prepared.Timestamp in the file~wtr4141.tmpindicatesthat the date of compilationwas
03/02/2010

Field Mame | D ata Yalue | D ezcription
M achine 014Ch i305E
MHumnber of 5ections 1004k

Time Dlate Stamp 4B691802h 03022010 06:30:26
Fointer to Symbol T able C0000000kH

MHurnber af Syrmbals Q00000004

Size of Optional Header 0E Ok

Characteriztics 2002k 5

M agic (10Bh PE32
Linker “fersion 1009k 9.0

Size of Code 00003400k

Size of Initialized Data Q000 2004

Size of Uninitialized D ata Q00000004

Addrezzs of Entry Point 10001 E 20k

Base of Code Q0007 000k

Base of Data 00050004

Image Baze 10000000k

Figurel.3 ¢ HeaderInformation from ~wtr4141.tmp

Version 9.0 othe linker indicated thatattackers usedMS Visual Studio 2008r developing Stuxnet's
components File ~wtr4141.tmpis digitally signedand thetimestampindicatesthat the signature on
the date of signing coincides with the time of compilation.

~wtr4141.tmp Properties 2| =

Gerneral  Digital Signatures ISummar-:,.- I

—Signature lisk

Mame of signer: Timeskarmp
Realtek Semiconductor Corpl Wednesday, February 03, 2010 3:15

1| | |

—Signature lisk

Mame of signet: | E-rnail address: | Tirmeskarmp |

IMicron Technology Corp. Mot available Mok available

Details |

Figue 1.4 ¢ Digital Signaturdnformation from ~wtr4141.tmp

Examination othe driver is even more interesting, sinttee timestamp ofMRXCLS.sysdicates that it
was compiled on 01/01/200%n 8.0 version of the linker used to buildsuggests that MS Visual Studio
2005 was for developmentJsing different versions of the linker may indicate as well that this project
was developed by a group of people with a clear division of responsibilities.

et

www.eset.com



@

Field Mame | [ ata Value | D ezcription |
tachine 014ChH i356E

MHumber of Sections Q006H

Time Diate Stamp 495011 25k 01012009 18:53:25
Puointer to Symbal T able 0000000k

MHumber of Symbols 0000000k

Size of Optional Header QOE Ok

Characteriztics 002k 5!

bl agic 110ER FE32

Linker Yerzsion 003k a.0

Size of Code Q0002500+

Size of Initialized Data 0002530k

Size of Uninitialized D ata 0000000k

Addrezs of Entry Point Q007 D3dARH

Baze of Code 0000300k

Base of Data 00002380k

Image Baze 00070000k

Figurel.5 ¢ Header information from MRXCLS.sys

The dgital signatureshowsa later date25/01/2010, indicating that this moduleyas available vergarly
on, or wasborrowed from another project.

—Signer information

Marne: IReaItek Semiconduckor Corp
E-mail: Ir'-.lcut available
Signing kime: IMDndayJ January 25, 2010 6:45:14 PM

Wiew Certificate

Figurel.6 ¢ Digital Signaturdnformation from MRXCLS.sys

The second drivewasbuilt later andatimestamp of compdtion shows 25/01/2010coincidingwith the
date of signature of the driveMRXCLS.sy3he same linker version was usadd maybe these two
driverswere createdby one and the same person.

Field Mame | [ ata alue | D' ezcription |
tachine 014Ch i385E

Mumber of Sections 006k

Tirme Date Stanp 4B50ADICH | 25/01/2010 14:35:24
Pointer ko Symbal T able 0000000k

Mumber of Symbols Q0000000+

Size of Optional Header N0EDH

Characteriztics 0102k ES!

M agic 10Bh PE32

Linker Yerzsian 003k a.0

Size of Code Q0001 BO0k

Size of Initialized Data Q0000A00k

Size of Uninitialized D ata Q0000000+

Addrezs of Entry Point 00071 2005k

Baze of Code 0000430k

Baze of Data 00001 COo0k

Image Baze 0007 0000k

Figurel.7 ¢ HeaderInformation from MRXNET.sys

The timestamp signature also coincidarsd it all seem$o point to the date of release for this
component.
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~Signer information

Marne:
E-mail;

Signing kime:

@

IReaItek Semiconduckor Corp

INDt available

IMDnday, January 25, 2010 6:45:14 PM

Wiew Certificate

Figurel.8 ¢ Digital Signature Information from MRXNET.sys

On July 17th, ESET identified a new driver named jmidebs.sys, compiled on July 14th 2@ighexhd

with a certificate from a company called "JMicron Technology Corp". This is different from the previous
drivers which were signed with the certificate from Realtek Semiconductor Corp. It is interesting to note
that both companies whose code siggicertificates were used have offices in Hsinchu Science Park,
Taiwan. The physical proximity of the two companies may suggest physical theft, but it's also been
suggested that the certificates may have been bought from another source. For instancesube Z
botnet is known to steal certificates, though it probably focuses on banking certificates. (As Randy

Abrams pointed outhttp://blog.eset.com/2010/07/22/whystealdigital-certificates)

The file jmidebs.sys functions in much the same way as the eayigem drivers, injecting code into
processes running on an infected machine. As Piglaec Bureau pointed out in a blog at the time, it
wasn't clear whether the attackers changed their certificate because the first one was exposed, or were
simply usingdifferent certificates for different attacks. Either way, they obviously have significant
resources to draw onThewell-planned modular architecturéhat characterizes th&tuxnet malware

and the large number of modules used, suggeste involvement ofa fairly large and welbrganized
group. (Seehttp://blog.eset.com/2010/07/19/win32stuxnesignedbinariey.

G [Decads | Certrcason Pesh

Certficate Information

i

This ¢ =3 ded lor the folk parpose(s)

e Eviures soMndre Caree from softwine pubishey
sPratects coftaare from alterston after pulication

* Refer to the tortfcaton aubhonty's siatemert. f detals,

Tesued tec  Pcyon Tachrokgy Com

Teoaed By: VerSion Claes 1 Code Sigring 2005-2 CA

Yl from 6 177 2008 to 70 2% 012

s Giatement

........

Leden maore 2bout

[47 60 Oty 9 10 T o) s
{25 b

Laam mire 300ut (ot Ao petale

General | Detals | Certficamon Fath
CersScaton gyt
% VerSign Class 3 Pubic Primary CA

vae
) Pcon Techeoiogy Corp

TERNDHE L
daRss

dal

verdon Cass 3 Code Sorwg
Wednecdyy, dne 17, 2009 %...
Wediesday, My 15, N2 &,

Wherne Tacminey Cren Sy

i bh 7t b
b

Certfeate ylatn:

s carscate 1 O |

Lean more B00ut e tECa 3o patrs

") Vertagn Clazs 3 Cace 2gring 2000-2CA

Figurel.9 ¢ Certificate Issued to JMicron Technology Corporation

Another interesing finding was the string:\myrtus srd objfre_w2k_x8&i386\guava.pdbfound

in the resource section.
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http://blog.eset.com/2010/07/19/win32stuxnet-signed-binaries

i]1]
i]1]
i]1]

.rdata: 88811098 aBHyrtusSrcObjf db ‘b:ivmyrtusisrcyobjfre w2k_x86%i386\guava.pdb’,8
db
db
db
db
Figurel.10¢ Interesting Strig inMRXNET.sys

The number of modules included in Stuxnet atite bulkinessof the developed code indicate
that this malicious program was developed by a large group of people. Stuxaetase mature and
technologically advance@emi)targeted attackhan Aurora.
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1.4 Statistics on the Spread of the Stuxnet Worm

The statiical distribution of infected machinedVin32/Stuxnetglobal from the beginning of the
detectionto the end of Septembeiis presented in the figure below:

M ran

M Indonesia

M India

M Pakistan

W Uzbekistan

M Russia

M Kazakhstan

MW Belarus
Kyreyzstan

W Azerbaijan

W United States

Cuba

Tajikistan
Afghanistan

Rest of the world

Figurel.11 ¢ Global infectionby Win32/Stuxnet (Top 14Countries)

Asian countries are the leaders with the largest number of Stuirietted machines by. Iran is
the region where the widest spread Stuxnet hagbeseenlf we look at the percentage distribution of
the number of infections by regiome can generate the following table:

Tablel.4.1 ¢ ThePercentageDistribution of Infections byRegion

Iran Indonesia | India | Pakistan| Uzbekistan Russia Kazakhstan| Belarus
52,2% 17,4% 11,3% 3,6% 2,6% 2,1% 1,3% 1,1%
Kyrgyzstan| Azerbaijan| United Cuba Tajikistan | Afghanistan Rest of the world
States
1,0% 0,7% 0,6% 0,6% 0,5% 0,3% 4,6%

Ahigh volume of detections a single region may mean that ittlee major target of attackers
However, multiple targets may exist, and the promiscuous nature of the infective mechanism is likely to
GFNBSGAYy3 RSGIFEAf® Ly Tl OGxX S@Sy | yeavidenck tha $© 0 A 2
site was specifically targeted. It has been suggested that malware could have been spread via flash
drives distributed at a SCADA conference or event (as Randy Abrams pointed out in a blog at

et
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http://blog.eset.com/2010/07/19/whicharmy-attackedthe-power-grids Even that would argue
targeting of the sector rather than individual sites, and that targeting is obvious from the payload.
Distribution, however,is influenced by a number of factors apart from targeting, such as local
availability of security software and adherence to good update/patching pradigghermore, our
statistics show thathe distribution of infections from the earliest days of detect shows a steep
decline even in heavilgffected Iran in the days following the initial discovery of the attack, followed by
a more gradual decline over subsequent months.

However, the sparse information we have about actual infection of SCADA sitgs(asth affecting)
Siemens software suggests that about a third of the sites affected are in the German process industry
sector. Siemens have not reported finding any active instances of the worm: in other words, it has

4

checked out PLCs at these sites,buft Kl &y Qi | G GSYLIWISR G2 YI yALdzZ I

AThe worm seems to |l ook for specific types of s
any details about which systems precisely are or

(http://www.h -online.com/security/news/item/Stuxnegalsofound-at-industriatplantsin-Germany
1081469.htm)

Comprehensive analysis lbbw Stuxnet behaves when it hits a vulnerable installation was published by
Ralph Langner, ahead of the ACS conference in Rockville in September 2010

However,the Langner analysis is contradicted in some crucial respects by analysis from other sources
(http://wvww.symantec.com/connect/blogs/exploringtuxnets-plc-infection-procesy. There was also
some fascinating conjecture on display in an interview with tlamaWeiss

(http://www.pbs.org/wgbh/pages/frontline/shows/cyberwar/interviews/weiss.htil

CEler
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@

2 Microsoft , Malware and the Media

While Stuxnet exploits several Windowsnerabilities, at least four of them described addy:

1 MS08067 RPEXploit http://www.microsoft.com/technet/security/bulletin/ms10
067.mspX

1 MS16046 LNK Exploithttp://www.microsoft.com/technet/security/bulletin/ms10
046.mspX

1 MS106061 Spool Server Exploit
(http://www.microsoft.com/technet/security/bulletin/ms16061.mspX

| Two as yet unpatched privilege escalation (or Elevation of Privilege) vulnerabilities

However, it also targets PLCs (Programming Logic Controllers) on sites using Siemens SIMATIC WinCC
STEP 7 SCADA (Supervisory Control And Data Acquisition) systems.

2.1 SCADA, Siemensand Stuxnet

This attack makes additional use of a further vulnerability categorized aQ @772, relating to the

use of a harecoded password in those systems allowing@al user to access a baekd database and

gain privileged access to the system. This meant not only that the password was exposed to an attackel
through reverse engineering, but, in this case, that the system would not continue to work if the
password wa OKl y3ISRY G(GK2dza3K GKFd AaadzsS ol a yz2id YSy
http://support.automation.siemens.com/WW/view/en/43876783Industrial Controls Engineer Jake

. NP Raie YIRS az2yvys BS NEB LISNI Ay Sy i O2YYSyia
http://blog.eset.com/2010/07/20/therespasswordineand-theressecurity.

While agreeing that strategically, Siemens were misguided to keep hardcoding the same access accoun
and password into the products in question, and naive in expecting those details to stay secret, Jake
pointed out, perfectly reasonablythat tactically, it would be impractical for many sites to take
appropriate remedial measures without a great deal of preparation, recognizing that a critical system
OFyQit 06S GlI1SYy R246y sAGK2dzO AYLI SYSy Ay 3ford, y i SN
that isolation of affected systems from the network was likely to be a better dgleom measure,
combined with the interim measures suggested by Microgoft working around the .LNK and .PIF
issues that were causing concern at the titheép://support.microsoft.com/kb/2286198.
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2.2 Stuxnet Timeline

VirusBlokAda reportedly detected Stuxnet components as T+8@an0485 and Malware
Cryptor.Win32.Inject.gen on f7une 2010Http://www.anti -virus.by/en/tempo.shtm), and also

described the .LNK vulnerability on which most of the subsequent attention was focused. However, it
seems that Microsoft, like most of the security industry, only became aware (or publicly acknowledged)
the problem in July(See:http://blogs.technet.com/b/msrc/archive/2010/09/13/septembe2010
securitybulletin-release.aspx

Realtek Semiconductor were notified of the theft of theigithl signature keys on #4June 2010.
(http://www.f -secure.com/weblog/archives/new_rootkit en.pdf

ESET was already detecting some components of the attack generically dafly2010, but the
YIEIyAGdzZRS 2F GKS LINRPO6fSY 2yfeé &aGFNISR (2 0S502Y¢
have been notified (or at any rate acknowledged receipt of notification) unfiliidy 2010.

http:// www.seasiemenscony us Newg Industrial PagesWinCCUpdateaspxseasiemenscony us New
s/Industrial PagetWinCCUpdateaspx On the same daynother driver was compiled as subsequently
revealed by ESET analysis and reported 8hi$y:http://blog.eset.com/2010/07/19/win32stuxnet

signedbinaries

On the 18 July, adisories were posted by USERT and ITERT
(http://www.kb.cert.org/vuls/id/940193 http://www.us-cert.qov/control_systems/pdf/ICS20-201-
01%206%20USB%20Malware%20Targeting%20Siemens%20Control%20Software.pdf

A Microsoft advisory was posted on"L6uly
(http://www.microsoft.com/technet/security/advisory/2286198.mspxsupplemented by a Technet
blog fttp://blogs.technet.com/b/mmpc/archive/2010/07/16/thestuxnetsting.asp¥. The Internet
Storm Center also commentefttp://isc.sans.edu/diary.html?storyid=918Fee alstMITRE Common
Vulnerabilities and Exposures (CVE) #2WH)2568http://www.cve.mitre.org/cgr
bin/cvename.cgi?name=C\2B10-2568

Microsoft Security Advisory #2286198 Workarountp://support.microsoft.com/kb/2286193
http://go.microsoft.com/?linkid=973898http://go.microsoft.com/?linkid=9738981
http://www.microsoft.com/technet/security/advisory/2286198.mspx

On the 17" July, the Verisign certificate assigned to Realtek Semiconductor was revoked

(http:// threatpost.com/en_us/blogs/verisigrevokescertificate-used-signstuxnetmalware071710.
However, the second driver, now using a JMicron certificate was identified:
http://blog.eset.com/2010/07/19/win32stuxnesignedbinaries The firs of a comprehensive series of
ESET blogs was posted.
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http://support.microsoft.com/kb/2286198
http://go.microsoft.com/?linkid=9738980
http://go.microsoft.com/?linkid=9738981
http://www.microsoft.com/technet/security/advisory/2286198.mspx
http://threatpost.com/en_us/blogs/verisign-revokes-certificate-used-sign-stuxnet-malware-071710
http://blog.eset.com/2010/07/19/win32stuxnet-signed-binaries

Table2.2.1 ¢ StuxnetRelated Blogs by ESET

Date Article

September 9 | NewPapers and Articles

August 25 21st Century HunteKiller UAV Enters Restricted DC
Airspacec Skynet Alive?

August 4 Assessing Intent

August2 Save Your Work! Microsoft Releases Critical Securi
Patch

July 27 More LNK exploiting malware, by Jove!*

July 23 Link Exploits and the Search foBetter Explorer

July 22 A few facts about Win32/Stuxnet & CZ8102568

July 22 Why Steal Digital Certificates?

July 22 bS¢é¢ YIEtAOA2dza [bYaY KSN

July 22 Win32/Stuxnet: more news and resources

July 20 ¢tKSNBQa tldag2NRAY3 | yR

July 19 LG 2+ayQid +y ! Nye

July 19 Win32/Stuxnet Signed Binaries

July 19 Yet more on Win32/Stuxnet

July 19 62 AyR2p40 {KStfakK20]1SR>

On the 19' SANS posted an advisorgeeding the .LNK vulnerability
(http://isc.sans.edu/diary.html?storyid=9190and on the 18 and 2¢" July Siemens updated its posts:
http://www.sea.siemens.com/us/News/Industrial/Pages/WinCC _Update.aspx

ESET labs were now seeingdgrade Autorun worms, written in Visual Basic, experimenting with the
.LNK vulnerability, and had addegkneric detection of the exploit (LNK/Exploit. CXH0-2568). Most
AV companies had Stuxngpecific detection by now, of course. The Internet Storm Center raised its
Infocon level to yellow in order to raise awareness ofigsee
(http://isc.sans.edu/diary.html?storyid=9190Softpediaand Computerworld among others, noted the
publication of exploit code using the .LNK vulnerability.

Wired magazineeported that it was wetknown that some Siemens products made use of raded
passwords, as described abowtp://www.wired.com/threatlevel/tag/siemens/

Siemens has made quite a few advisories available, but has not really addressed toededd
password issue directly, and some pages appear to have been withdrawn at the time of Wiitng.
following pages were still available:
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http://blog.eset.com/2010/08/25/rise-of-the-machines-navy-uav-goes-awol-malware-or-skynet
http://blog.eset.com/2010/08/25/rise-of-the-machines-navy-uav-goes-awol-malware-or-skynet
http://blog.eset.com/2010/08/04/assessing-intent
http://blog.eset.com/2010/08/02/save-your-work-microsoft-releases-critical-security-patch
http://blog.eset.com/2010/08/02/save-your-work-microsoft-releases-critical-security-patch
http://blog.eset.com/2010/07/27/more-lnk-exploits-by-jove
http://blog.eset.com/2010/07/23/link-exploits-and-the-search-for-a-better-explorer
http://blog.eset.com/2010/07/22/a-few-facts-about-win32stuxnet-cve-2010-2568
http://blog.eset.com/2010/07/22/why-steal-digital-certificates
http://blog.eset.com/2010/07/22/new-malicious-lnks-here-we-go
http://blog.eset.com/2010/07/21/win32stuxnet-more-news-and-resources
http://blog.eset.com/2010/07/20/theres-passwording-and-theres-security
http://blog.eset.com/2010/07/19/it-wasn%e2%80%99t-an-army
http://blog.eset.com/2010/07/19/win32stuxnet-signed-binaries
http://blog.eset.com/2010/07/19/yet-more-on-win32stuxnet
http://blog.eset.com/2010/07/17/windows-shellshocked-or-why-win32stuxnet-sux
http://isc.sans.edu/diary.html?storyid=9190
http://www.sea.siemens.com/us/News/Industrial/Pages/WinCC_Update.aspx
http://isc.sans.edu/diary.html?storyid=9190
http://news.softpedia.com/news/PoC-Exploit-Code-Available-for-Windows-LNK-Vulnerability-148140.shtml
http://www.computerworld.com/s/article/9179339/Windows_shortcut_attack_code_goes_public?taxonomyId=17&pageNumber=1
http://www.wired.com/threatlevel/tag/siemens/

il http://support.automation.siemens.com/WW/llisapi.dlI?func=cslib.csinfo&lang=en&obji
d=43876783&caller=view

1 http://support.automation.siemens.com/WW/llisapi.dll?func=cslib.csinfo&objld=43876
783&o0bjAction=csOpen&nodeid0=805449&lang=en&siteid=cseus&aktprim=0&extranet=stan
dard&viewreg=WW

A number of new malware families were identified using same vulnerability in late July, and a humber of
other families such as Win32/Sality generated new variants that also used it.
Win32/TrojanDownloader.Chymine.A downloads Win32/Spy.Agent.NSO keylogger;
Win32/Autorun.VB.RP, and is similar to malware described by ISC'duilg1
(http://isc.sans.edu/diary.html?storyid=9229 but updated to include the C\ID102568 exploifor
propagation.

PierreMarc Bureau and David Harley blogged on the subjebttpt//blog.eset.com/2010/07/22/new

maliciousinksherewe-goz | Yy R | I N¥ §& SELJ 2Sttbuts ioAnSecukitit ANES &  F dzN
Exploitg Httii//securityweek.com/shortcutdnsecuritylnk-exploits I YR &/ KAY [ K@ YAY
a6SSLKeéE Ay GKS {SLIISYOSNI AaadzS 2F +ANMHza . dzf € SG7

I NBE SK D2 NEB itth:]/Bo@eset. o2 @ 0/08/(02/saveyour-work-microsoftreleasescriticak
securitypatchcomments on the Microsoft patch which finally appeared at the beginning of Augpest
http://www.microsoft.com/technet/security/bulletin/MS16046.mspx

Further Microsoft issues were addressed in September, as described in this document. See also
http://www.scmagazineuk.com/microsofplugsstuxnetproblemsasnine-bulletinsare-releasedon-
patch-tuesday/article/178911/?DCMP=EMECUK Newswire

Microsoft released a security update to address the Print Spooler Service vulnerability used by Stuxnet.
The vulnerability only exists where a printer is shared, which is not a default.

i http://blogs.technetcom/b/msrc/,
T http://www.microsoft.com/technet/security/bulletin/ms10 -061.mspx_;
1 http://blogs.technet.com/b/srd/archive/2010/09/14/ms1@61-printer-spooler

vulnerability.aspx

Further fixes promised for two Elevation of Privilege vulnerabilities.

wl f LK [ anafy3iy SfNM@aStuxnetffectsa vulnerable installation waksirther discussed at the
ACS conference in September 200t AV industry analysis did not fully concur.

1 http://www.langner.com/en/index.htm

1 http://realtimeacs.com/?page id=65

i http://realtimeacs.com/?page_id=66

i http://www.symantec.com/connect/blogs/explorinstuxnets-plc-infection
process

Related lastninute presentations promised for Virus Bulletin 2010:
http://www.virusbtn.com/conference/vb2Q0/programme/index
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http://www.microsoft.com/technet/security/bulletin/MS10-046.mspx
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http://blogs.technet.com/b/msrc/
http://www.microsoft.com/technet/security/bulletin/ms10-061.mspx
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3 Distribution

There arefour ways the rootkit can distribute itself: by means of flash drives, through netsbakes
throughan RPC vulnerabilitgnd throughthe recently patchedS10061 Print Spooler vulnerability

3.1 The LNKexploit

Microsoft Security Advisory (2286198)/E2010-2568includes links to detailed information about this
exploit. http://www.microsoft.com/technet/security/advisory/2286198.mspESEBllocated a separate
detection family LNK/Autostartfor the detection of attacks using this vulnerabilifijhis vulnerability
was known to ben the wildfor over a montheven after it was identified beforblicrosoftwere able to
release a patchfor it in late August 2010, as described in the following bulletin:
(http://www.microsoft.com/technet/security/bulletin/MS16046.msp¥.

The wlnerability is not based on a standameansof exploitation,where you would expect toeed to
prepare exploit with shellcode, whiclvould make use of the vulnerability. In factany .LNKfile can
exploit it, at exploitation C\V20102568 is used featurd_NKfiles, when displayed in imdowsexplorer
and the icon for a .LN#le is loaded from a CPlfile (Windows Control Pandile). Actually the CPlfile
representsa conventionaddynamic link libranand thisis the crux of the vulnerabilityThe role of the
payload module will be indicated the path to theCPlfile.

bthprops _cpl

Property ‘ Yalue

File Marme ) W IRDOWS swstem 32 bthprops, cpl
File Type

File Info Mo makch Found.

File Size 105.00 KB (110592 bytes)

PE Size 105.00 KB (110592 bytes)

Created Monday 14 April 2005, 16.00,00
Maodified Monday 14 April 2005, 16.00,00
Accessed Friday 03 September 2010, 16.44.04
M5 g0AA4214C56C0A55515160115017315F
SHA-1 BEEFDEae7 CC430:28F 32921 1B0ABE42004DESESER

Figure3.1 ¢ Information about CPIEle

So below we can seethe general scheme ofthe Shell Link (.LNK) Binary File Format
(http://www.stdlib.com/art6-ShortcutFile Formatink.html).
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.LNK File Format

Header

Shell Item Id List

T

Description

Relative Path

Working Directory

Command Line Arg

Icon Filename

Additional Info

Figure3.2 ¢ Scheme of Shell Link (.LNK) Binary File Format

The most interstingfeature hereis hidden in the File Location Infield, which specifies the path from
which theCPlfile should be loaded. Awnerabilitywasfound in Windows Shelvhich could allowcode
execution if the icon of a specially crafted shortcunisrelydisplayed Here $ amalicious.LNKfile from
an infected USB flash drive

O000h: 4C 00 OO0 OO0 O1 14 0OFZ OO0 OO0 OO0 OO0 OO0 €O 00 00 00 | Louweeweun.n. i,
0O010h: 00 OO0 OO 46 000 00 00 00 00 00 vuoFourunennennn.
002Z0h: 00 OO0 OO Dumﬁ Eﬁeﬁqéﬁu 00 00 00 00 00 OO

0030k: 00 OO0 OO0 OO OO OO OO OO OO0 OO0 OO0 00 01 00 00 00
0O040h: 00 OO0 OO0 OO0 OO OO OO OO OO OO0 OO0 OO0 5& 08 14 00
0O050h: 1F 50 EO 4F DO 20 EA 34 69 10 AZ DS 08 00 2B 30
0O060h: 30 9D 155“1@[1 [Itgpnzqdcus@g 34 69 10 AZ DD
0O070h: 05 00 2B 30 30 9D 30 05 OO 00 00 00 00 00 OO
O080h: 00 OO0 OO0 64 O1 OO OZ OO OO OO OO OO OO OO S5C OO
=il ASC OO0 2E OO0

O0LOh:
O0EOh:
00COh:
O0DOh:
O0EOh:
OO0FOh:
0100h:
0110h:
0120h:
0130h:
0140h:

Figure3.3 ¢ Malware .LNKFle from anInfected USBHashDrive

In the File Location Infdield there is a path to the file that contains the payloathat should be

executed.In this case, the path points to an external drisadwhenthis isviewed inWindowsExplorer
it causes the system to executavtr4141.tmp.More information on the distribution using ernal USB
and media devices can be read in gertiondevoted to precisely this functionality.

(esD)
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In all the analyzed maliciousLNKfiles we have seenthere isa feature that consist of two GUID
sequencesThese sequences indicate the following

struck LinkTargetIDList sLinkTargetIDList
[l skruck I0Lisk sIDList[0] CLSID_MyCamputer

[ skruck I0Lisk sIDLisk[1] CLSID_ConkrolPanel
=1 sCriackt IDLIsE s1IDLIS

- WORD IkemIDSize 2096

[+ BYTE Data[2094]
“ WORD TerminallD Q

Figure3.4 ¢ GUID from .LNK Files

The .LNKfile most likelypoints to and loads a CPL file. Whée directory containinghe crafted.LNK
exploitis opened with Windowsxplorer, the following chain of functiorallswill eventually lead to a
function callLoadLibraryW()When the functionLoadLibraryW()s cdled, the malware DLL will be

executed

- ~
( CPL_FindCPLInfo() |

\-\.

—»{CPL_LoadAndFindApplet()
L »( _LoadCPLModule() }
\ ~
|
o
M _.-';

Figure3.5 ¢ A Chain of Calls

If we trace this chain of calls in the debuggere see confirmation of athe factsdescribedabove.Thus
we canexecuteany malicious moduleas LoadLibraryW(yeceives as a parameter the path to the
module, which it must perform and no additional inspecti@ne not happening

appHe Lp. Apphe LpCher

WTR4141. tmp®

Figure3.6 cLoadingMaliciousModule

Thisvulnerability highlightsthe fact that like many other bugghis error has found its waynto the
architecture offundamentalmechanismsin this case foiprocessing NKfiles. Vulnerabilitieswhich, as
in this case, are symptomatic of fundamental design flaws aaneightmare for developers of any
program, because they are always difficaid timeconsumingo fix.

(es
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3.1.1 Propagation via External Storage Devices

Since the vulnerability is based on the mechanfemthe display .LNK files, it is possible to distribute
malware via removable media and USB driwéhout using Autorurrelated infection This propagation
vector was used in the Stuxnet atk.

3.1.2 Metasploit and WebDAV Exploit

A few days after the public debateoncerning.LNK PoC exploitation, the Metasploit Framework
released code including implementation of the exploitin order to allow remote attacks
(http://www.metasploit.com/modules/exploit/windows/browser/ms10 046 shortcut icon dllloager
Prior to the release of this exploit, it was believed that this vulnerability is not expleifabremote

attacks. Researchers from the Metasploit Project showed thiat was not the casdyy usingthe UNC

path to the WebDAV servicéhttp://msdn.microsoft.com/errus/library/cc227098(PROT.10).a¥pkhis

vulnerability is still functional. This exploit wsea WebDAV service that can be usedetxecutean

arbitrary payload when accessed as a UNC path by following the link generated bgpidittehat

displays the directory containing .LNK file &idmodule with payload.

!’ W4 192.168.1 1Bjel - Microsoft Internet Explorer

File Edit ‘iew Faworites Tools  Help
Address |52 V192, 165 QEEiel

i, i
. ; o Zwd WGy
File and Folder Tasks b3 ‘:.—,. N R ga3l | Shorbcut
et m — 1KBE

) Make a new folder

@ Publish this Folder ko the
Weh

Figure3.7 ¢ WebDAYV Directory Generated by Metasploit
The.LNK file contains the network path to the module wittle payload.

DODOOOHD =
OO 0=
DODOO0020:=
[EOED 0=
DODO0O40 =
OIS [ =
DODO006D =

OO0 =
DODODOED =
[EOENS [ =
DODOOOAD =
ODOOOOBG =
DODODOCH =

Figure3.8 ¢ .LNKFle Generated by Metasploit

The wvulnerability in .LNK files and the recently discovered DLL Hijacking vulnerability
(http://www.microsoft.com/technet/security/advisory/2269637.msphave much in common, both in
0KS yIFGdz2NBE 2F GKSANI I LIISFENIyOS:T yR Ay GKS gl &:

3.1.3 What Do DLL Hijacking Flaws and the LNK Exploit have in Common?

While we have been writing this report public informatievas releasedabout DLL Hijacking flaws
(Microsoft Security Advisory 2269637) and we noted some association with or resemblance tdKhe .L
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files vulnerability. Both vulnerabilities are inherent design flaws and in both cases the function
LoadLibrary(}s used. The directory where the exploitative file is found can be situated in a USB drive, an
extracted archive, or a remote network shahe.both cases we find spoofed paths to a loadable module
and the possibility of a remote attack via the WebDAV service.

What other vulnerabilities are stored in Windows operating systems, nobody knows. Most likely, this
vector of attack will undergo d@horough research and it might be that something else equally
interesting is awaiting us in the near future.
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3.2 LNK Vulnerability in Stuxnet

This is the first way in which the rootkit distributes itself. When you inspect a flashdtil@Binfected
with the Stuxnet worm you can expect to find 6 files there as on the following screenshot:

of Copy of Copy of Copy of Shortcut to

of Copy of Copy of Shortcut to
of Copy of Shortcut to
of Shortcut to

Figure3.9¢¢ K S 2 2 NMo®aUSERashDiive

Copy of Shortcut to.Ink

Copy of Copy of Shorttto.Ink;

Copy of Copy of Copy of Shortcut to;Ink

Copy of Copy of Copy of Copy of Shortcut to.Ink
~WTR4141.TMP

1 ~WTR4132.TMP

= =4 —a —a -9

The first four files are LNK fileshese are the files that specify how the Icon of other files should be
displayed.The files with LNK extension atiéferent. here is an example of the contents of one of them:

R | RO @ 3o
HFroLorRnoe -
R Y = e = L C T = =

E #
b 1
7
L |
#t {
od
11
2_
1 e
~ Y

t

- | o o e
TEHFroorWwREIO -

OO0 460 =

Figure3.10 ¢ Contents of the .LNKdles

The worm exploitshe CVE2010-2568 vulnerabilitysee sectiorThe LNK explofor details)to infect the
system.You can see in the figure above the highlighted name of the module to be loaded during the
exploitation of the vulnerability When a user tries to opemn infected USB flash drive with an
application that can display icons for shortcutse file withthe name ~WTR4141.TMP is loaded and its
entry point is calledThe file is,in fact a dynamic link librarythe main purpose of which is to load
another filewith the name ~WTR413PMPfrom the infected flash drive.

CEler
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The files with the .LNK filename extension are essentially the same except they specify different paths to
the single file:
1 \\\STORAGE#Volume#_??_ USBSTOR#Disk&Ven___ USB&Prod_FLASH_DRIVE&Re
2345000100000000173&0#{53f5630Bbf-11d0-94f2-00a0c91efb8b}#{53f5630k6bF11d0
94f2-00a0c91efb8BFWTR4141.tmp
1 \\\STORAGE#Volume#1&19f7e59c&0& ?? USBSTOR#Disk&Ven___ USB&Prod_FLA
_DRIVE&Rev_#12345000100000000173&0#{53f5680%11d0-94f2-
00a0c91efBb}#{53f5630eb6bf11d0-94f2-00a0c91efb8B-WTR4141.tmp
1 \\\STORAGE#RemovableMedia#8&1¢c5235dc&0&RM#53HERMd 1d0-94f2-
00a0c91efb8BWTR4141.tmp
1 \W\STORAGE#RemovableMedia#7&1¢c5235dc&0&RM#53#HERMA 1d0-94f2-
00a0c91efb8BF-WTR4141.tmp

All these strings specify a path to the file located on the removable daive,are used instead @f short
form of the path with a drive letter. The first part of the path to the file (before the backslesthat
precedes the filenameis a symbolic link nameferring to the corresponding volumas we can see on
the figure below:

Zﬂ STORAGE#Vclume#_?? USBSTOR#Disk&Ven_Kingston&Prod DT 101 _G2&Rev 1.00#001... SymbolicLink \Device\HarddiskVeolumes
gr-] STORAGE®#Volume#{&7 ebftl c-6c7d-11df-beb5-005056c00008 0000000000007 ED0#{53f56... SymbolicLink ‘\Device\HarddiskVolumes
;;1 STORAGE=Volume#{bc7 c59a0-311b-11df-92 ea-806e6f66963 }200000000001000002{53f56... SymbolicLink ‘\Device\HarddiskVolumel
aﬂ STORAGE#V olume#{bcl c59a0-311b-11df-92ea-806e06f5 6963 1#00000000065000008{53f56... SymbolicLink  \Device\HarddiskVolume2

Figure3.11 ¢ Symbolic Link Names of Volumes

The first entryin figure 4.2.3 corresponds to the volume representirgUSB flashdrive, the name of
which is\DevicéHarddiskVolumeSNotably, that drive letters are symbolic link names too that refer to
the same device objects:

E:I:IC: SymbolicLink  \Device\HarddiskVolume2
g;lF: Symboliclink  \Device\HarddiskVolume3
EFG: SymbalicLink  ‘\Device\HarddiskVolumes

Figure3.12 ¢ Drive letters

Stuxnet uses the longersionsof pathnames becauset is impossible to predict what letter corresponds
to a removable drive in a remote system, and as a resdt short pathsare likely to be incorrect in
somecases The longer variant ad path is constructed with respect to certain rules and configuration
information obtained from the hardwareso that we can predict withconsiderable accuracwhat
symbolic link name corresponds to a device on a remote machine.

The rules according tavhich these symbolic link are constructed vaagpending on theoperating
system, whichis why Stuxnet uses four distinct .LNK files. For instathee first entry in the list
presented above won't work on Windows XP but will work on Windows 7, the secondveoitkg on
Windows Vista, while the last two entries work on Windows XP, Windows Server 2003 and Windows
2000.
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3.3 The MS10-061 Attack Vector

Another way in which the worm replicates itself over the network exploits a vulnerability in Window
Spooler (MS1@61). Machines with file and printer sharing turned on are vulnerable to the attack. This
vulnerability results in privilege escalation allowing a remote user using a Guest account to write into
%SYSTEM@rectory of the target machine.

The attack is perfored in two stages: during the first stage the worm copies the dropper and additional
file into WindowdSystem3®winsta.exe and WindowdSystem32wbemmofisysnullevnt.mof
respectively, while at the second stage the dropper is executed.

The first stage exploitthe MS10061 vulnerability. Under certain conditions the spooler improperly

AYLISNER2YIFGSa | Ot ASyld (KIFG aSyRa (G662 GR20dzyYSy:
Frinter Document  View Help
Duoscuirnent Name Stabus Copanar Pages | Size Submitted | Port
:]Defadt printing Guest nfa 502 KB 22:15:43 16.09.2010 WAk, &xe
98] Do st Guest nfa 221544 16,09, 2010 witsmimof sy snulisvnt. mof

Figure3.13 ¢ "Printing" Malicious Files intdHles in %SYSTEMB#&ectory
¢tKSaS R2O0dzySyia | NBE %SYBIENUrestBry while2a ugeh HasS Guesh y
LINA GAE S3ISa GKIFG aKz2dz RWIYSTEN®Kfdctbrh During @xpBitation dildh 3 K (i 2
vulnerability, a thread of the process spoolsv.exe calls an API furgtastDocPrinte) with parameter
specifying the following information about document to be printed:

typedef struct _DOC_INFO_X

LPTSTRpDocNamg /I Default
LPTSTRpOutputFile ; /l winsta.exe or whem \ mof\ sysnullevnt.mof
LPTSTRpDatatype ; Il RAW

} DOC_INFO ;1

In the middle of September 2010, Microsoft released a security patch to fix HIGILOWe have
compared the original executabkpoolsv.exeavith the patched executabland found some functional
differences. One of the most important differences concerns W®&tartDocPrintefunction which is
eventually called in order to print a document. On the figure below we provide a graphical
representation of the functions.

CEler
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Figure3.14 ¢ Functional Changes in the Patched Version

The left-hand siderepresentsthe patched function while on the rightand the original is displayed. The
functions are in general the same, but somddiional checks have been added, and these are
highlighted in red. Before printing a document the function performs the following checks:

1 whether the caller belongs to Local grqup
1 whetherOutputFileparameter is NULL or equal to a port name of the print¢therwise
a client needs to have appropriate access rights to write to the specified file.

The sequence of check is presented on the figure below.
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01007118

7119 o b2 ds: [eax], b2 bu

Jlle jz Ve _1{HHG8AG

/f T — -
S
S~
L S

oooTiE2
7122 call checkLocalcal 103
7127 rest BAK, BAN
7129 iy ean , d5: [esiad]
7lle jnz lac 1907154

01007122
. 01007154
e push ds’: [eaxsd] 7154 i ecx, di:[eaxed]
7131 push 55: [ebpahPrinter 1 7157 i a2: [ebpavar 20 ], ecx
7134 call validateoutpatFileds, &) : P = 1
715a Iy ds: [eaxed], ebx
7139 test BUK, BAX 7154 i ot 1006845
713h jnz loc_LOOGRAE e =Rl
| = » /7
— \
I S — - f
I 0100656
push ds: [esied]
* 6849 push ds: [esi]
#@8dh push 55! [ebpehPrinter |
01007141 GRde call StartDocPrinterwix, «, 1)
7141 cmp 22! [ebprarg € ), ebx {151 Jmp loe _ 197 162
7la4 VE3 lise _ 10607 1AL 7162 IR ol 28! [ebpaarg 8 )
7165 oo ds: fedi], eax
I I 7167 [ ean , 550 [ebprvar_20 ]
716a LI ean , eba
I l 7l6e VH Ve _10WGGEL2
| \ \ [
00772 I
0iT 1456 7172 [ een, o5 [esia]
7146 call ds: [RpcrevertTosel FO ] 7175 [ a5 [ecwaed], eax
|
\ 7178 Jmp lae _100066EC2 l
4 | 4 v; ¥
it 010066c2
;:t ::;h 2“ e o 55! [ebpsarg 1, ebx
7M4f g loc_LiKIb607 R = L=

T .

Figure3.15 ¢ Additional Check Implemented by Microsoft

The second stage of the attack employs thevileem mofisysnullevnt.mof that is, aManaged Object
Formatfile. Files of this type are used to create or register providers, events, and event categories for
WMI. Under certain caditions this file runswvinsta.exe(the droppel) and its execution by the system
results in the infection of the system.
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3.4 Network Shared Folders And RPC Vulnerability (MS08-067)

The worm is also capable of distributing itself over the network through shared folders. It scans network
shares ¢$ and admin$ on the remote computers and installs a file (dropper) there with the name
DEFRAG<GetTickCount>.Thtfl schedules a task to beemuted on the next day:

rundll.exe "Gaddind DEFRAGdc2d0.TMP", DIIGetClassObject

act 2/ x|

Task |Schedule| Settings |

I C:hinfIMDOWSAT askshal] job

B rundl32.exe "C:Aaddins \DEFRAG de2d0. TMP DG etCla
Browse. .. |

Start ir: Il

Comments: MetSchedulelobddd

Fiun as: NTAUTORITYSSYSTEM Set password...

[~ Burn only if lagged on

[¥ Enabled [zcheduled task runs at specified time)

] I Cancel | Apply |

Figure3.16 ¢ StuxnetSchedulesDropper Execution on theNext Day

{GdzEy S Q& SELIX 2 A6l lvuinkrabylity t FropagakeSitseld through the network is
comparable to the use of the same vulnerability by the network worm Conficker. Its exploit is
implemented as a separate module. We have compared the two exploit implementations in Conficker
and Stuxnet and found thahe shell codes that have been used are different. Stuxnet's shell code is
rather sophisticated and employs advanced techniques that have recently become widely spread such
as RORreturn oriented programming)
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3.5 0-day in Win32k.sys (MS10-073)

When thre Win32/Stuxnet wormR A Rhéw (enough privileges to install itself in the system it
exploited a recentlypatched(MS10673) 0-day vulnerability in the win32k.sys system module to escalate
privilege level up to SYSTEM, which endli¢o perform any taskst likes on the local machine. The
vulnerable systems are:

1 Microsoft Windows 2000;
1 UnpatchedWindows XRall service pacRs

Actually, in theory, it is possible to exploit this vulnerability on the other systems as the code
pertaining to the vulnerabilit exists(see figure3.17), but there areno known ways to reactht (i. e. the
code that transfers control to the shell code) and as a result the shell code won't be executed

To perform this trickStuxnetloads a specially crafted keyboard layout file, making it possible to
execute arbitrary code with SYSTEM privilegdse escalation of privileges occurs while dispatching
input from the keyboard in Win32kis module. While processirigput from the keyboad using the
NtUserSendInpugystem service, the following code is executed:

loc_BF848563: ; CODE XREF: xxxHENLSPru[:S(x,x)—ﬂlU
75 BC [ebp+arg_4]
Ca 84 60 60 68 i eax, 84h

C1 PdX, PCX
B6 88 7D FF FF+ ecx) byte ptr [eax-83h]

edi
7C FF FF FF eax, BFFFFFF7Ch
edx
14 8D B8 89 99+ _aNLSVKFProc[ecxels] ; HLsHullProc{x,x,x}
LB j short loc BFS8A4BSCD
Figure3.17 ¢ A fragment of the executed code during processing keyboard input

The purpose of this code is to determine how to dispatch virtual key code of the pressed button.
Registerecxspecifies the type of the handler according to the current keyboard layout to be called in
_aNLSVKPrgrocedure table. This table consists ofghrhandlers:

BFY9RYHN oFfFset _HlsKanakventProck1d ; HlsKanakventProc|
BF99B9BY offset HlsConvlrHonConwProc@i12 ;
_aHLSUKFProc offset | HisHullProce12) ; DATA XREF
— ; HLsHullProc{x )
offset | KbdHlsFuncTypeHormal@12 ; KbdHlsFuncTypeHormal(x,x,x)
offset | KbhdHlsFuncTypenltes KbdHLsFuncTypeAlt(x

_alkHumpad BFF69686G /I : DATA SREF: Internall
; InternalMaplirtualKe

Figure3.18 ¢ _aNLSVKPrgarocedure table

As we can see from the figure abo{&18) the aNLSVKPras followed by 3 DWORDSs, the last
of which (highlighted in red) can be interpreted as a pointer pointin@®0636261n the usermode
address space. Thus, if we sk ecxregister in the code in figure 1 with the proper value, namely 5,
then we can gecute code at0x6036261with SYSTEM privileges.

We can manipulate thecxregister in this code by loading a specially crafted keyboard layout
file specifying that certain virtual key codes should call the procedure indexed as 5. The keyboard layout
file is a dynamic link library of which thelata section is specially structured. Below we present a
structure that maps virtual keys to corresponding procedures in the table.

CEler
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typedef struct _VK_TO_FUNCTION_TABLE

BYTE Vk; /I Virtual -key code

BYTE NLSFEProcType /I Index of the procedure in _aNLSVKProc table
/I corresponding to the virtual key

BYTE NLSFEProcCurrent ;

BYTE NLSFEProcSwitch;

VK_FPARAMILSFEPro¢8];
VK_FPARAMILSFEProcAIt[8];
} VK_FE* KBD_LONG_POINTER/K_F

The worm loads a special keyboard layout file by calhitigserLoadKeyboardLayoutird
passing it the following hexadecimal const@x01AE016@&s anoffTableparameter. The low word of
this parameter specifies the RVA (Relative Virtual Address) of tiETAKBLES structure from the
beginning of the file, while the high word specifies the RVA of KBDNLSTABLES, which is of particul
interest. The latter structure determines the address and size of the array of VK_F structures contained
in the file.

typedef struct tagKbdNIsLayer {
USHORDEMIdentifier
USHORTayoutInformation
UINT  NumOfVKToF /I Size of array of VK_F structures

PVK_F pVKToF, /I RVA of array of VK_F structures in the
/I keyboard layout file

INT NumOfMouseVKey
USHORTFKBD_LONG_POINTERsMouseVKey

} KBDNLSTABLES KBD_LONG_POINTEKBDNLSTABLES

In figure3.19below we present the contents of the .data section wéhere can see that the
structureKBDNLSTABLES located at RMAEspecifies one structure VK _F located=AtA 0x01C2.

ODOO0mn1 60 =
ODOOL 0 =
OOnOnOL S m:
onOomni 2o =
OnOOon1AD=
O00no1LBm:=
OO CE =
MO I =

nnoooiED:
0oooo1Fo:
noooo2na :
onono210:
nonooo22o:
onooo230:
0oOOo240 :

Figure3.19 ¢ .data section of the crafted keyboard layout file

As we can see, the keyboard layout file contains exactly one VK_F structure that maps a virtual
key with code equal to procedufin_aNLSVKPrauth indexed as 5.

(es
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0x6063000dfigure 320)and writes shell code &x6063626Xfigure 3.21)

One thing we need to do in order to exploit this vulnerability is to allocate a buffer for the code
to be executed at addre€360636261as in the case with Stuxnet, which allocates 32KB of memory at

Address

BO9EQODO
10000000
108061000
1808685008
1008688000
180868C000
68630000
77020000
77031000
77098000
77092000
77DBDOOA
77DCO00A
77DC1000
¥7E26000
77E3BOOO
77E67 000

Size

aep3e80a
aeee1600
aepaLBnaa
agpaGanAA
agee160808
fpba1000
BobagEaoa
aepe16008
ad005F 80a
agpezeaa
agp2ea0AAa
ageezana
fopba1000
BpB7> 000
aepe5s 8008
aepzceea
a0p0A5600a

Owner

RC_Data
RC_Data
RC_Data
RC_Data
RC_Data

USER32
USER32
USER32
USER32
USER32
ADUAPI 32
ADUAPI 32
ADUAPI 32
ADUAPI 32
ADVAPI 32

BA9EBBBA
100880600
1008806008
10088000
10000000
100000080
60630000
¥7D3vonag
¥7D3vooag
¥7D3vonag
¥7D3vong
¥7D30000
77DCO00A
77DCOOBA
F7bconng
F7bcoong
F7DCBeng

{itselfF)
{itself)

{(itself)
{itselfF)

{itself)

Section

Contains

PE header
code
exports
data
relocations

PE header

code ,inports,expq
data

FESOUFCES
relocations

PE header

code ,inports,expq
data

Fesources
relocations

08821048
g1001062
g18010862
a10801002
81001002
810610862
00806210640
g10010882
g1001062
g18010862
a108e1002
81001002
81061002
81061062
g10010882
g1001062
8108081062

Access

DD mIDID DD IDII3IE@EmI=D=

68636261
68636266
68636269
6863626E
68636278
68636271
68636276
68636278
6863627 A
68636278
6863627D
68636281
68636285
68636287
68636289
68636280
6863628D
6863628F

Microsoft's patch

.72

E8 818808088
8659 Fo

66 -8FBAZD B4
1D

53

E8 BLo00808
faeg

8608

LB

8B13

FF742Y4 a4
FF7424 14
8BC2
FFDB
C4a3
LB
33ce
C2 B8cas

Figure3.20 ¢ Stuxnet allocates 32KB of memory at @b630000for shell code

CALL 68636267

ADD BYTE PTR DS:[ECX-18],BL
BTS WORD PTR DS:[ECX],8
JB SHORT 6862628D

PUSH EBX

CALL 68636270

ADD BYTE PTR DS:[EAX],AL
SCHG BYTE PTR DS:[EAX],AL
POP EBX

MOU EDX,DWORD PTR DS:[EBX]
PUSH DUWORD PTR SS:[ESP+4]
PUSH DUWORD PTR SS:[ESP+14]
MOU EAX,EDX

CALL EAX

HMOU BYTE PTR DS:[EBX],8
POP EBX

XOR EAX,EAX

RETH @aC

Figure3.21 ¢ The beginning of the shell code 860636261

On the 13th of OctobeR010 Microsoft released a security patch that fixes this vulnerability.
We've compared unpahed and patchedVin32k.sysmodules to understand the way the vulnerability
was fixed. As we expected MS adaethdditional check in the code handling keyboard input (namely in
the functionxxxEKNLSPrgd® prevent NLSFEProcTyfield of the VK_Fstructure of being out of the
boundaries_aNLSVKPrdable. In the figures below we can see unpatch@djure 3.22)and patched
code(figure 3.23yespectively wherehe additional check is highlighted with the red border.

As we can seebefore calling a procedure fro _aNLSVKPrdeble the check is performedo
ensure thatthe index of the procedurdoesn't exceed the value of 2 (correct values are 0,1,2).
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bfga 1fae
1f8a cmp bl dsz[esa1], bl dl
1f88 1= Toc_BFBALF45

bfBatfds
1f45 push ss2 [ebp+arg_4]
148 amul eaxN, eax
1f4e add eax, ecx
bf8atfea 150 MOVEX ecx, bl dszleax-131]
1f8a eax 1f57 push edq
1f8b 257, 1f58 add eax , OxFFFFFF7C
191 eax, eax 1fsd push eax
1f23 loc_BFEALFAC 1fse call ds: [_aNLSVEFProc+ecx*4]
1f&5 Jmp loc_BFBALFAF

bf8a1fas
195 Jmp loc_BFREALFEG

bf8atfac
1fac Nor eax, eax
1fae

bf8a1faf
1faf pop edi
1fbo pop esi
1fbl1 pop ebp
1fb2

Figure3.22 ¢ A part of thexxxEKNLSPropsocedure before patching

(eslD)
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bf83as13
a919 cmp b1l dssz[esi-11, b1 dl
a9lc i= loc_BFE3IASZE

-
- -
-
-
- - bf83a92b
a92b cmp bl ds:[esa1], b1 3
[ a92e inb loc_BFE3IAS1E
} bf83a530
* a9320 Jmp loc_BFEZABDE
aBdB push ssz [ebp+arg_4]
aBdb Al eax, eax
afel add eax, ecx
eax OxB4 aBel mMoVEX ecx, bl ds:[eax-131]
E:;' e:x aBea push edd
' aBeb add eax, DOxFFFFFF7C
Toc_EBF83A947 a8 f0 s P
asfl call ds: [_aNLSVEFProc+ecx®™4]
a2 fE Jmp Toc_BFE2A94A

bfe83as2a
a929 Jmp Toc_BFE3A919

bf83a947
af947 xor EAN
a949

Figure 3.23 ¢ A part of thexxxEKNLSProgsocedure after patching
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3.6 Exploiti ng Unpatched 0-day in Task Scheduler

To circumvent UAC (User Account Contrdfpiiuced into Windowperating systems starting
from Windows VistaStuxnet exploitsa vulnerability inthe Task Scheduleservice which allows it to
elevate privileges. When UAC is enablapplication software started byan administator runs with
userprivileges by default. In certain cases when an application requires administrative tightlialog
box is displayethat promptsa user to allow prilege elevation (see figure bellow).

User Account Control x|

@ Windows needs your permission to continue

If you started this action, continue,

Windows Command Processor
Microsoft Windows

j Details Continue Cancel

User Account Control helps stop unauthorized changes to your computer.

Figure 3.24 ¢ Dialog box prompting user to allow privilege elevation

Exploitingthis vulnerability in Task Scheduler allows Stuxteetelevate its privileges up to
SYSTEM level without displaying amgractivedialogs to the userprovidedthat the user is a member
of local administrators group.
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4 Stuxnet Implementation

4.1 User-mode functionality

There are several modules that constitute the ussyde functionality. The main module that contains
the others is a large dynamic link library. Other modules including keradé drivers are stored in the
5[ [ Qa NBaz2dNOSaod

4.1.1 Overview of the main module

The main module is represented as a laBjel packed with UPX. Its unpacked sizd283920bytes
(1.18 MB).

Mame virtual Size Virtual Address | Raw Size Raw Address |Reloc Address | Characteristics
0000200 00000203 Q0000 .20C 0o000210 Q0000214 00000213 0agoo224
Byte[5] Dword Dword Dword Dword Dword Dword

Jdext a0g53510 Q0001000 Q0Q53A00 Q0000400 Oo000ang 0000020
rdata QO011A3C 00055000 Q001100 Q0053E00 Oa0ogaod EQ000040
data Qo0030A0 Q0057000 Q0003400 0o0a5A00 0a0o0ang CO000040
idata Qo0115E4 Qo0sB000 0011400 0O00&3EQD 0o0o0a0o 40000040
.cdatas Q0000744 Qo07Doad Q0000300 0o07A200 Oa0ogaod CO000040
JEMC QO0AZFA4 QO07ECQD Qo0AS000 QO07AADD Qa0ogaoo 0000040
Jreloc Q0009945 00127000 Qo002A00 00123400 Oa0o0aog 42000040

Figure4.1 ¢ SectionTable of theMain Module

Figure4.2 ¢ Resources of theMain Module

The main module exports 21 functions by ordinal. Each function has its own puapask be
described irthe sectionExported functions

(esfD
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| Addrezz | Ordinal
1 10001905
2 10001ACE
4 10004430
] 1000265F
3 10001ETE
7 10001c10
9
1
1
1
1
1
1
1

=
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100027C8 9
0 100024FE 10
4 10002166 14
5 10002735 15
E 10002CA3 16
7 10002DFE 17
8 10004404 18
3 10002353 19
22 10001C158 22
24 10003573 24
27 1oa01caz 27
28 10003602 28

_3 10002926 31
_32 1001448 32
5 DIE ntryPoint 10042886

Figure4.3 ¢ ExportAddressTable of theMain Module
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4.1.2 Injecting code

The malware employs quite an interesting technique to inject code into the address space of a process
and execute exported functions. The useode modules of Stuxnet are implemented as dynamic link
libraries, and exported functions are frequently executednjected into the address space of a process.
There are two different cases: when a module is loaded intexastingprocess, or when the module is
injected into anewprocess.

4.1.3 Injecting into a current process

Consider the first case, when one oftlhisermode components wants to call a function exported by
another component in the context of the calling process. To avoid being detected by antivirus software
the malware loads a module in the following way:

1. It allocates a memory buffer in the callipgocess for the module to be loaded;
2. It patches Ntdll.dll system library: namely, it hooks the following functions:
a. ZwMapViewOfSection;
b. ZwCreateSection;
C. ZwOpenFile;
d. ZwClose;
e. ZwQueryAttributesFile;
f. ZwQuerySection;
3. It calls LoadLibraryW API, exported frontdm@32.dll and passing it as a parameter a

specially constructed library name, using the pattern: KERNEL32.DLL.ASLR.XXXXXXXX
SHELL32.DLL.ASLR.XXXXXXXX, where XXXXXXXX is a random hexadecimal number;
4, It calls desired exported function;
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5. It callsFreeLibrary API function to free loaded library.

To hook the functions specified above, the malware allocates a memory buffer for code that will
dispatch calls to hooked functions, overwrite some data in MZ header of the image with the code that

transferscontrol to the new functions, and hook the original functions by overwriting its bodies, the
result of these maniput#ons is presented on figure 44.

| Address space of the process |

p——

Process Image

Figure4.4 ¢ Hooking Functions in ntdll.dll
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TheMZ header of ntdll.dll is overwritten with the following code:

original pathced

7900080 . 7CO980080) 4D

7C900088 . 70900008 | BY

7Co00810 a8 7CoB0010| B8

7Copoe18 7C980018 | 40

7Co00A20 7C980020| 80

7CopaA28 T 7C900028 | A0

7C9000830 \ \Q 7C900

76900038 - eds 7C900 |

7Co00040 709080049 3B :
70900048 *ERLHTh 7Co0B048 (B2 1%a61%A.
7copeAse is progr 7C988h50|B2

7C900058 am canno 70988958 |B2

7C900060 t be run 7CY

7C9000868 in DOS { £3 28] %in DOS
7C900070 . {CY : 5|2 Al mode. ...
7CoD0078 §

ZuMapUiewlfSectionHandler:
mou

EquenFileHandler:
mou
jmp short loc_1084966C

loc_1004966C

2uuuEryﬁttributesFilleHandler
mow dl, &
i short loc_1084966C

shor

edx
JmpToNewFunction

Figure4.5 ¢ Codelnjected into MZHeader of ntdll.dll

The purpose of all these manipulations is to load a-eristent librarylegitimately @t least as far as the
system is concerned). The hook functions allow the malware to load module as if it were a library that
really existed. When a library with specific name (KERNEL32.DLL.ASLR or SHELL32.DLL.ASLF
requested, these functions map the sleed module into the address space of the process. As a result,
the loaded module looks like a real dynamic link library except that there is no file with the name of the
library on the hard drive, which reduces probability of detection by heuristic ntsthSBome arntiootkit
software does detect it and warn users:
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Type M ame

et AN DWW Shapstem 324 zaz s ene[ 48] ntdl. Nt penFile + B

et CoAWAR DWW S apstemad2hlzazs ene[348] nkdll AIINIO penFile + B

et C:AWAR DWW S aystem 32 zazs. exe[348] ntdll At uemdttibutesFile + &
et CAWARDOW S Saystemd2hlzaszs. exe[348] ntdll ditMEuemdttibutesFile + B
et CAw MDD Shapstem 324 zaz s ene[ 48] ntdl. N uens ection + B

et CoAWAR DWW S apstemad2hzazs. exe[348] nkdll NI uerS ection + B

Attache...  \FileSpstem'\Mifs Wiz
Library CWIMDOW S aystem 32 ERMEL3Z DLL ASLR.00bFedes [ hidden = |

Reg HELMYSYSTEMSCurrentContralS ety CantralsMetwark {40 35E 97 2-E 3251101
Req HELMAYSYSTEMACurrentCaontralS ety ContralsMetwaork 40 35E 37 2-E325-11C1
Reqg HELMAYSYSTEMACurrentCaontralS ety CantralsMetwork {40 38E 972-E525-11C1
Reqg HELMYS S TEMSCurrentContral5 etsContralsMetwork {40 36E 97 2-E325-11C)
Reg HELMYSYSTEMSCurrentContralS ety CantralsMetwark {40 35E 97 2-E 3251101
Req HELMAYSYSTEMACurrentContralS ethContralsMetwaork 40 35E 37 2-E325-11C1

Figure4.6 ¢ GMERDetected thatLoadedLibrary doesn't haveCorrespondingHle

4.1.4 Injecting into a new process

In the second case when timealware requires the module to be executed in a newly created process it
uses different approach. To achieve this Stuxnet:
1. Creates a host process;
2. Replaces the image of the process with the module to execute and with supplemental
code that will load the mdule and call specified export passing parameters (as in the first case
described).

Depending on the processes present in the system the malware chooses the host process from
the following list:
1 Issas.exe (system process);
avp.exe Kaspersky);
mcshield.exe (McAfee VirusScan);
avguard.exe (AntiVir Personal Edition);
bdagent.exe (BitDefender Switch Agent);
UmxCfg.ex¢eTrust Configuration Engine from Computer Associates Internatjonal)
fsdfwd.exe (FSecure AntVirus suite);
rtvscan.exe $ymantedreal Time Virus Scan service);
ccSvcHst.exe (Symantec Service Framework);
ekrn.exe ESET AntiviruServiceProcess);
tmproxy.exe (P&illin antivirus software from TrendMicro);

= =4 4 48 -8 —a a8 _a 9 -9

The malware enumerates processes in the system and if it finds a process wkesutable
image has a name present in this list, and which meets certain criteria, then it is chosen to be a host for
the module.

4.1.5 Installation

We can consider the case when ~WTR4IMP is loaded due to the vulnerabilitg{E2010-2568)in
displayingshortcuts for icons as described in section 1.6. As soon as the file is loaded it hooks the
following functions to hide the worm's files on a flash USB drive.
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1 Inkernel32.dli
o FindFirstFileW;
o FindNextFileW;
o FindFirstFileExW;
1 Inntdil.dll
o NtQueryDirectoryFile
o ZwQueryDirectoryFile

This function filters the files that satisfy the following criteriam being displayed:
T files with "LNK extensionof whichthe file sizes equal to 1471 (0x104b) bytes;
T files with "TMP extensionof which the name consists of 12 characters (includiiigname
extension)in the following format: "WTRabcd. TMP where a,b,c,dare digits from 0 to 9 which
sum modulo 10 equals 0WTR4411.TMHor example).

This module loads another moduleWTR4132.TMPusing a method described imprevious
section.~WTR4132.TMP extracts from its section with ".stub” name another companémt main
dynamic link library of Stuxnethen loads itand cals exported functiomnumber15.

CVE
wvulnerahility

Load and call
~“WTR4141. TMP | entry point
Extract dll from .stub
section, load and call
stub

export Ox0F

Execute export 0x10
ina new process

Figure4.7 ¢ Installation of theMalware

This function checks whether the token of the current user belongs to the group of the local
administrators on the computer: if so, it executes the exported function with ordinal 0x10 in a new
proces. This function installs Stuxnet's components onto the system.
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4.1.6 Exported functions

Here we will describe the functions exported by the main module.

Export 1

This function has the sanfanctionality as the function number 32 except it waits for 60 seconds prior
creating and starting Stuxnet's RPC Server.

Export 2

This function is called in address space of the process with rsaitiggopx.exeand CCProjectMgr.exe
and hooks certain functions by modifgirthe import address table of the corresponding modules. The
table below gives the names of the patched modules and hooked functions:

Table4.1.1 ¢ Patched Mbdules andHooked Functions

Patched module Hookedfunction Library expor'ting hooked
function
s7apromx.dll CreateFileA kernel32.dll
mfc42.dll CreateFileA kernel32.dll
msvcrt.dll CreateFileA kernel32.dll
CCProjectMgr.exe StgOpenStorage ole32.dll

The hook for CreateFileA monitors opening files with teension .S7P while the hook for
StgOpenStorage monitors files with extension .MCP.

Export 4

This function performs the full cleanup of the malware from the system. It starts a hew process, injects
the main module into it and calls exported function £8€ 18).

Export 5

This function checks whether the kermabde driverMrxCls.sy$s properlyinstalled in the system.
Export 6

This function returns current version of Stuxnet installed in the system.

Export 7

The same as function number 6
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Export 9

Thisfunction builds Stuxnet's dropper from the files located in the system and ruishé droppelis
constructed fronthe followingfiles which seems tbe a components of Stuxnet:

| %Dir%XUTILSisterh XRO0O0000.MDX;
| %Dir%XUTILSinks S7P00001.DBF;
| %Dir%XUTLSlistern S7000001.MDX

%Dir%passed as a parameter by a caller of the function.
Export 10

This function performs the samactionsas function number 9 which builds and rutiee Stuxnet
dropper. The only difference between these functions is i function can buildhe dropper from
the set of the files used in function number 9 as well as from the following files:

1 %Dir%Grac$cc_alg.sav;
1 %Dir%Grac$\db_log.sav;
1 %Dir%Grac$\cc_tag.sav.

Paramete®oDir%is also specified by a caller.

Export 14

This function manipulates with files which paths it receives as a parameter.
Export 15

This routine initiates infection of the system. See section 1.8.1.4 for more details.
Export 16

This function installs the malware's components in the system and pesftine following tasks:
1 Drops and installs kernehode drivers: MrxNet.sys and MrxCls.sys;

1 Drops the main dll in %SystemRobit%h oem7A.PNF;

1 Drops Stuxnet's configuration data in %SystemRbiof¥#ndmcpg3.PNF

1 Creates tracing file in %SystemRodt#hoem6C.PNF

1 Drops data file in %SystemRodtAfimdmeric3.PNFE

1 Injects the main dll into services.exe process and executes the function exported as
ordinal 32;

1 Injects the main dll into the7tgtopx.exeorocess if any exists, and executes exported

function 2 there.
Export 17

This function replaces7otbxdxdll with a malicious DLL. It moves the original library into a file called
s7otbxdx.dll. The malicious library is a wrapper for the original DLL: that is, it simply passes control to
the original libray, except in the case of certain functions which it hooks:

q s7_event
i s7ag_bub_cycl read_create;
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s7ag_bub_read_var
s7ag_bub_write_var
s7ag_link_in
s7ag_read_szl

s7ag_test

s7blk_delete
s7blk_findfirst
s7blk_findnext
s7blk_read

s7blk_write

s7db_close

s7db_open
s7ag_bub_read var_seg;
s7ag_bub_write_var_seg;

= =4 =8 -8 -8 _8_2_48_-9_-29_-9_-29._-9_-2

Export 18

This function completely removes the malware from the system. It performs the following operations:

1. Restores forged dynamic link libragz otbxdx.dll for Siemens software;
2. Notifies usermode components to shutdown so as to remove theroperly;
3. Stops and deletes the MrxCls service (kemebe driver);
4, Stops and deletes the MrxNet service (kermalde driver);
5. Deletes oem7A.PNF (the main module);
6. Deletes mrxcls.sy&ernetmode injector);
7. Deletes mrxnet.sys (kernatode hider);
8. Deletes mdmeric3.pnf;
9. Deletes mdmcpqg3.pnf (Stuxnet's configuration file);
10. Deletes 0em6C.PNF (file with tracing/debugging information).
Export 19

This function drops the following files, used propagate through USB flash drives, into a specified
location that it receives as a parameter:

1 Copy of Shortcut to.Ink
1 Copy of Copy of Shortcut to.Ink
1 Copy of Copy of Copy of Shortcut to;Ink
1 Copy of Copy of Copy of Copy of Shortcut to.Ink
bl ~WTR4141.TMP
1 ~WTR4132.TMP
Export 22

This function is responsible for distributing of Stuxmietough the networkby usingvulnerabilities
described inthe section on Distribution (MS0867 and MS1@61). Also this function performs
communication (sending and receiving updates) with instances of the worm on the other machines by
RPC mechanism.
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Export 24

This function performs modifications of the Bot Configuration Data.

Export 27

This function implemits a component oStuxnet's RPC Server responsible for handling remote calls

Export 28

This function exchanges information with the C&C server. It creates and sends the message to the C&«C
server as described in sectigtemote Communication ProtocdlVhen the message is ready it scans
processes in the system to find iexplore.exe. If this exists then it injects the main module into it and calls
export function 29, passing the messageaaparameter. This function is responsible for performing
actual data exchange with the C&C server. In the event that there is no iexplore.exe in the system, it
calls this function from the address space of the default browser: it starts the default brasse new
process, injects into it the main module, and calls the function performing data exchange.

/" Create _ﬂ\\
[: message to )

N,

N send v

=

o

-~ =

-____.-" 'm_h.
_—"Search for™—._

-~ .,
—— iexplore.exe in the -

found T system ,f”f otherwise
.H.H'H__,.-"HH l
-~ _"‘-\.\‘ ”f"'- ""‘~\\
(" Inject the main module into ( Start default browser, inject the
\ iexplore.exe and call export29 \main module in it and call export 29/
l‘\- A \_‘_\_ _'_,./-’

Figure4.8 ¢ TheSchemefor Sending Data

Export 29

This function performs exchange of data with the@&erver. It receives the message to be sent as
Ay Llzi® adzOK 2F Ada FdzyOuAaz2ylrtAde A& RSaONAROSR
purpose is to send data to the remote server and to receive a reply as a binary module that will be
subsequently executed.
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Export 31

This function performs the sanationsas function number 9. To build the dropper it can use either of
the following sets of files:

1 %Dir%GracScc_alg.sav;
1 %Dir%Grac$\db_log.sav;
1 %Dir%Grac$\cc_tag.sav.

Or

| %Dir%XUTILSisten XRO0O0000.MDX;
| %Dir%XUTILSinks S7P00001.DBF;
| %Dir%XUTILSistenn S7000001.MDX

Which set to use is specified as a parameter as wéds%
Export 32

This function is called from the services.exe process: otherwise, it won't baitedecThis function
starts the RPC server to handle RPC calls made by Stuxnetsiagercomponents and creates a
window that drops malicious files onto removable drives.

It registers a window class with the nhameAFX64c313and creates a window correspding to the

class created. The window procedure of the class monitors WM_DEVICE_CHANGE messages sent wh
there is a change to the hardware configuration of a device or the compliter window procedure of

the class handles only requests witiParamsetto DBT _DEVICEARRIVAL. These are sent when a device
or removable media have been inserted and have become accessible (for instance, when a USB flas|
drive has been connected to the computer). When this happens, depending on parameters of the
configuration data, it can either drop malicious files on the drive, or remove them from there.
Moreover, configuration data also specify the minimum number of files that the removable drive should
contain in order to perform infection.

4.1.7 RPC Server

Stuxnet implements aRPC server to communicate with other instances of the worm over the network.

It uses the RPC mechanism to receive updates not only from the remote C&C server but from other
instances of the worm running on the infected machines in the network. This featlds flexibility as it

is able to stay updated even without direct connection with C&C server. It requests the version of the
worm installed on the remote machine, and if the remote machine is running a more recent version, the
newer version is requestednd installed on the requester machine. The following figure illustrates the
architecture of the server:
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Figure4.9 ¢ Architecture of Stuxnet's RPC Server

It consists of the two components:

1 The firstcomponent is responsible for handling RPC calls from the local host, i.e. from
modules injected into process within the local systdiis executed withithe address space of

the services.exe process

1 The second component of the server performs handRRC calls from remote hosts.
This component is executed withithe address space of the process hosting one of the
following services: netsvc, rpcss, browser.

Both components implement the same functions. The first five function as outlined on the éibave

are executed by local component only: when these functions are executed they determine which
component calls them, and if it is the component responsible for handling remote calls, they make a call
to the local component and exit. This is indicatedthe figure with arrows. Stuxnet's RPC Server
implements the following procedures:

i RpcProck; Returns the version of the worm;

1 RpcProcZ; Loads a module passed as a parameter into a new process and executes
specified exported function;

1 RpcProcX; Loads amodule passed as a parameter into the address of the process

executing this function and calls its exported function number 1;

RpcProc4 Loads a module passed as a parameter into a new process and executes it;
RpcProck Builds the worm dropper;

RpcProc@ Runs the specified application;

RpcProc% Reads data from the specified file;

RpcProc& Writes data into the specified file;

RpcProcg; Deletes the specified file;

RpcProcl@ Works with the files of which the names are intercepted by hooks set up in
function number 2 and writes information in tracing file.
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