OlympicDestroyer is here to trick the industry

SL securelistcom RO\PSLFGHVWUR\HU LV KHUH WR WULFN WKH LQGXVWU\

—
$XWKRUV

Expert “SHY

$ FRXSOH RI GD\V DIWHU WKH RSHQLQJ FHUHPRQ\ Rl WKH :LQWHU 20\PSLFV LQ 3\HRQJFF
SDUWQHUV RQ WKH FRQGLWLRQ RI QRQ GLVF@ROZIMMWEFINRBQ WERIXD P SIHFY D @ WIDW MQL
WKH PDOZDUH UHYHDOHG D GHVWUXFWLYH VHOI PRGLI\LQJ SDVVZRUG VWHDOLQJ VHOI S
EDG

$FFRUGLIPRHGWR UHYRKBUWRWJIDQL]JHUV RI WKH 3\HR@IIAMOKEA ZOWPSLRWHVWLIDWLQJ D F\EHU
SDUDO\]JHG ,7 VIVWHRW DKM RGHRQLRKJJ FHUHPRQLHYV VKXWWLQJ GRZQ GLVSOD\ PRQLWRUYV
ZHEVLWH VR WKDW YLVLWRUV ZHUB OX\QRD ERDXXQ W R &K IHQWD W WAHNRBWW WR ZUHDN KDYRF DW
20\PSLFV

Malware features

6HYHUDO ILOHV UHODWHG WR WKH EUBDRAYD® VRDFW KZHH GID \XSOWE & HIBVWBR ON DQG ZHUH TXL
UHVHDUFKHUV $V ZH ZHUH UHVHDUFRO®Y WSHID® DWKEGEN | BHWFYILBMR.RQ RDWRW PFOWZ0R
XQGLVFORVHG VRXUMORQ KMLKIHKIOUL BORHG VRPH VLPLODU LW [SHYWEH WZWBEIBAGED DBMMADIFHNY H
UDQVRPZDUH

7KHDORV SXEOIHDOW.LYRHDPHUHPRYHG WKH 7/3 FRQVWUDLQW DV WKH LQIRUPDWLRQ KDG QF
+RZHYHW GHFLGHG QRW WR MXPS WR FRQFOXVLRQV HVSHFLDOO\ ZLWK UHJDUGV WR DW
PHWKRGRORKXIFDHO@2H FRQWLQXHG WR GLVFRYHU PRUH DQG PRUH IDOVH IODJV DQG FRQV

7KH PDLQ PDOZDUH PRGXOH LV D QHWZRUN ZRUP WKDW FRQVLVWY RI PXOWLSOH FRPSR(
DIHZ FUHGHQWLDO VWHDOHJURRGX WH\F DQIGF DOZESIHYVSHFWLYH WKH SXUSRVH RI WKH PLC
SD\ORDG ZKLFK DWWHPSWV WR GHVWUR\ ILOHV RQ WKH UHPRWH QHWZRUN VKDUHV RYHI
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SDVVZRUGV IURP EURZVHU DQG :LQGRZV VWRUDJH DQG FUDIWV D QHZ JHQHUDWLRQ RI V
FUHGHQWLDOV 7KH QHZ JHQHUDWLRQ RI WKH ZRUP LV SXVKHG WR DFFHVVLEOH ORFDO
FROOHFWHG FUHGHQWLDOV DQG FXUUHQW XVHU SULYLOHJHV

2QFH WKH ZLSHU KDV UXQ IRU PLQXWHV LW FOHDQV :LQGRZV HYHQW ORJV UHVHWYV E
UHFRYHU\ LWHP LQ WKH :LQGRZV ERRW PHQX GLVDEOHYVY DOO WKH/KRUNLUEBW\R @ QVWHK H/\
WKDW LW PDQDJHG WR ZLSH ZLWKLQ PLQXWHY UHPDLQ GHVWUR\HG 7KH PDOZDUH GRI
NLOOVZLWFK DJDLQVW UHFXUUIR@OUHL®Y IRNFWKRQHRRWEHHIQWB® WUH IXOO\ RYHUZULWW ¢
MXVW . Rl J[HURHV LXMW IOHR KBIO GIHWHY DUH QRW GHVWUR\HG DQG WKH ZRUP GRHVQfW ZL

By o

Initial Dropper _Copy of H
Add Initial Dropper | Use login
Create i credential
‘ |
v
=] Q () ((ﬁ)
Windows Credential Browser Credential PsExec Tool Wiper

Stealer Stealer Login Credential

)LJ 20\PSLF'HVWUR\HU FRPSRQHQW UHODWLRQV

Reconnaissance stage

6HYHUDO FRPSDQLHV KDYH EORJJH& DERXULYE X WDRE HWWWTDREGHEURSDIDWLRQ PHWKRG E.
H[DFWO\ LW ZDV ODXQFKHG DQ@KBHWURZ X KHDWGHD 7KIDWWOH ELW PRUH OXFEN

6LQFH '"HFHPEHU VHFEXULW\ UHVHDUFKHUV KDYIH BHHIRFXPHQYY LDOPYOHNYUBIKLY RLQJ HI
20\PSLFV XSORNGMWMEDWR 7KH GRFXPHQWY FRQWDLQHG QRWKLQJ EXW VOLIJKWO\ IRUPDWMW
HQFRGLQJ SUREOHP HQFRXUDJLQJ WKH XVHU WR SUHVV D EXWWRQ WR 3(QDEOH &RQWH
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)LJ 6FUHHQVKRW RI DWWDFKPHQW IURP D VSHDUSKLVKLQJ HPDLO

:KHQ WKH YLFWLP 3 HQDEOHYVY FRQWHQW"~ WKH GRFXPHQW VWDUWYV D FPG H[H ZLWK D FRI
GRZQORDGY DQG H[HFXWHV D VHFRQG VWDJH 3 REAHANEKRIRWDV VW K HSWN QW WPD @ & H HRYQHI WDXSIB(
HPDLO FDPSDLJQ DQG 20\PSLF'HVWUR\HU ZRXOGZHKPDIQ EHH) WK E WPBYHW KRRNSBH RI
ZHDSRQL]J]HG GRFXPHQW DQG WKH DWWDFN LQ 3\HRQJFKDQJ ZKLFK PDNHV XV EHOLHYH W
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YRU WKLV LQYHVWLIJDWLRQ RXU DQDO\WWYVY ZHUH SURY UBAW®HGE W K (DGPLD O\RF D DWW GY HQDE
3\HRQJFKDQJ BRX®W\.RUHD $ WULDJH DQDO\VLV ZDV FRQGXFW H G HFQV W& LAR PLSDGR ZD/OV R
SURYLGHG XV ZLWK WKH QHWZRUN FRQQHFW LAAK®\Q BR WIR RFK MWK HAH RROWV IZRRIKNG TV HE ZS0URH |
PDOLFLRXV FRPPDQG DQG HA3QSFURIKVHK YN UORGEMIEN GTKEB LQIHFWHG KRVW HVWDEOLVKH:!
WKLV VHUYHU RQ SRUWV IURP WKH IROORZLQJ OLVW

7KH VHUArgdotih@QzDV SXUFKDVHG IURP D UHVHOOHU FRPSDQ\ LQ %XOJDULD ZKLFK NLQGO'
VKDUHG WKDW WKH VHUYHU ZDVESXWBKDVR® MMRIAMUZDRWRPDLO DFFRXQW

1D P KBimon ***

( P D Lsnon***@protonmail.com

/DVW /RJL Q018&02-b7 16:09

,3 $GGWBRWZ.** 1RUZD\

6HUYHU SXUF20D7v18-80 R Q

H ZHUH DEOH WR IXUWKHU FRQQHFW WKLV WR D VXVSLFLRXV ORRNLQJ GRPDLQ ZLWK I
'R P D Lmjcrosoft******[.]Jcom

5HJLVWUDWEIRS*ODPH

(P D Letyis***@mail.com

5HJLVWUD VRQIR-¢1-28D W H

%HIRUH JHWWLQJ VXVSHQGHG LQ '"HFHPEHU IRU IDLOLQJ WKH ,&%$11 HPDLO YHULILFD)
VKLHOGHG WKH UHJLVWUDWLRQ GDWD H[FHSW WKH '16 VHUYHUV ZKLFK LQGLFDWH LW .

« 1DPH 6HUYHU PRQRYP HDUWK RUGHUER[ GQV> @FRP
« 1DPH 6HUYHU PRQRYP PDUV RUGHUER[ GQV> @FRP
« 1DPH 6HUYHU PRQRRB GPHWERUGQV> @FRP

« 1DPH 6HUYHU PRQRYP YHQXV RUGHUER[ GQV> @FRP

1DPH VHUYHU KLVWRU\

Name Server History

Event Date Action Pre-Action Server Post-Action Server
2017-11-29 New -none- Monovm.com
2017-11-30 Transfer | Monovm.com Orderbox-dns.com
2017-12-15 Transfer  Orderbox-dns.com Suspended-domain.com
2017-12-21 Delete Suspended-domain.com -none-

2017-12-23 New -none- Blank-nameserver.com

)LJ 1DPH VHUYHUPKEVRRRIMWRU FRP
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HQGV IRUKQPRBRORIJIL]H IRU QRW GLVFORVLQJ WKH IXOO LQIRUPDWLRQ DV ZH ZRXOG OLN
LQIRUPDWLRQ KDV EHHQ SURYLGHG WR ODZ HQIRUFHPHQW DJHQFLHY DQG FXVWRPHUV \

7R PDQDJH WKH VHUYHU LQ $UJHQWLQD 6LPRQ 82102XH G7TWIK\H L8 WE&E WHWWHZQ@\IRURDA31 VI
NordVPN KWWSV _ QRUGWKSIMBRPSULYDF\ SURWHFWHG 931 VHUYLFHV IRU ELWFRLQV

,2WIQRW WKH ILUVW WLPH WKH QDPH 1RUG9 3. KDHWVYERBRSOH @ DXS DRAHDISREG KM W. XVHG LQ
HPDLOV WDUJHWLQJ WKH :LQWHU 20\PSLFV WKDW FRQWDLQHG VRPHWKLQJ WKDW ORRNFH
Uubz GLVN +BDbHWHRI WKH UDQGRP GDWD LQFOXGHG WZR FOHDUO\ UHDGDEOH WH[W VWL
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yLJ $ UHIHUHQFH WR 1RUG931 RSHQYSQ FRQILJ ILOH

2 FRXUVH WKLV LV D ORZ HERXQNLGHPAHWR EH-FDWRWKHU OLQN EHWZHHQ WKH VSHDUSKL'
WKH DWWDFNHUV UHVSRQVLEOH IRU ODXQFKLQJ WKH 20\PSLF'HVWUR\HU ZRUP ,Q DGGL
UHVHPEOHYV WKH 3RZHU6KHOO EDFNGRRU IRXQG LQ WKH QHWZRUN RI WKH 20\PSLF'HVWL

7KH 3BRZHU6KHOO VFULSWV OLVWHG EHORZ ZHUH XVHG LQ WKH ZHDSRQL]JHG GRFXPHQWYV
WKH\ ZHUH EXLOW DQG REIXVFDWHG XVLQJ WKH VDPH WRRO %RWK VFULSWV XVH D VLP|
DV XVLQJ D VHFUHW NH\ SDVVHG WR WKH VHUYHU LQ EDVH YLD FRRNLHYV

6SHDUSKLVKLQJ FDVH LQ 6RXWK .RUHD B3RZHUVKHOO IRXQG RQ 20\PS
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Lateral movement

'"HVSLWH WKH Q WWVZROINUARSWOATFDWLQJ IHDWXUH WKH DWWDFNHUV GLG VRPH PDQXDO OD
PDOZDUHEHOLHYH WKLV ZDV GRQH WR ORRN IRU D EHWWHU VSRW WR UHOHDVH WKH ZRl
DQG VWROHQ FUHGHQWLDOV RSHQLQJ D GHIDXOW PHWHUSUHWHU SRUW 7&3 DQG G
DOVR FKHFNHG WKH QHWZRUN FRQILIXUDWLRQ SRWHQWLDOO\ VHDUFKLQJ IRU VHUYHUV
DGMDFHQW QHWZRUNYV WKDW FRXOG EH OLQNHG WR WKH 20\PSLF &RPPLWWHH LQIUDVWI
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2QH RI WKH KRVWV LQ WKH WH® 2ZRUNURIVR YW BIRW\H O \K WG PDACSW BRIV MREFMSRQHQW HQDE(
DIHZ Rl WKH DUWLIDFWV XVHG E\ WKH DWWDFNHUV IRU ODWHUDO PRYHPHQW $FFRUGL(
JHEUXDU\ 7KH\ XVHG WKUHH W\SHV RI 3BRZHU6KHOO VESERBYIQB WD XDREXHU BRGBW REREZQH

%DVHG RQ WHOHPHWU\ ZH UHFHLYHG IURP RQH RI WKH KRVWY ZH EXLOW D WLPHOLQH F
VWDUWHG H[HFXWDEOHV RQ WKH V\VWHP

Executable start time (UTC)

5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23

)LJ +LVWRJUDP ZLWK DWWDFNHU DFWLYLW\ SHU KRXU RI GD\

JURP WKLV ZH FDQ VHH WKDW WKH DWW D F NIHRH/ KRHIUHY PIRRARO\G E R V \ VRBAHWR/USEBEOQRE6 VRBIQ& D B
DWWUDFW OHVV DWWHQWLRQ RU VLPSO\ GXH WR WKHLU RZQ WLPH]RQH

Worm propagation

20\PSLF'HVWUR\HU LV D QHWZRUN ZRUP WKDW FROOHFWY XVHU FUHGHQWLDOV ZLWK KR
+DYLQJ PXOWLSOH VDPSOHVHRIHYWHQARNAPRUMNRWY DBAORZYV XV WR UHFRQVWUXFW WKH SDWK
RU DW OHDVW LWV KRVWQDPH DQG OLVW RI XVHUYV
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(Russia?)
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CD (Romania?) VirusTotal Researchers
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Sandbox Sandbox

)

—— Unknown

KASPER§KY?

)LJ 20\PSLF'HVWUR\HU ZRUP SURSDJDWLRQ

7KH GLDJUDP DERYH ZDV EXLOW EDVHG RQ H{WUDFWHG OLVWV RI FUHGHQWLDOV ZLWK K
UHVSHFWLYHHOPIPGIWHH WKHUH ZHUH DW OHDVW WKUHH LQGHSHQGHQW WD XE@FR B\ &R W
B3\HRQJFKDQJ FRP VHUYHU

$W VRPH SRLQW VDPSOHV ZLWK D OLVW RU>RWH®HDRAHLLDHD W i H\U BIHXI$HO IRRDX@HEG EW R HOF X U L W\
ZRUP LQ D VDQGER[ HQYLURQPHQW DQG XSORRGH® WKELQHZ KHQH DLWLR @ RRESHU RI VDI
FUHGHQWLDOV IURP WKRVH VDQGERY FDHPUQWYH1GINWIZRKN ZRVUV ZIWEXMW ADADIUQWHACH IVE |
RQH RI WKH NQRZQ ODXQFK SDGV

Victims

6SHDUSKLVKLQJ HPDLOV ZHUH XVHG IWRL WO BIHW QKB VORIWIRM NVORNHRU 20\PSLFV FKAH DA
ZHEVLWH WR ILQG RXW WKH QDPHV RI WKH SDUWQHU FRPSDQLHV ILIJXUHG RXW WKHLU (
ERPEDUGLQJ WKHP ZLWK VSHDUSKLVKHYV

2QH Rl WKHVH ZHDSRQL]JHG GRFXPHQWY ZDV XSORDGHG WR 9T QURE H RXQWHKP [RIUCH L @ QD
E G G F I H 7KH VHQGHU DGGUHVV LPLWDWHY WKH 6R XK RRIWN P Q& i & N&H
VHQ®&HWHUYHU ,3 RULJLQDWHYV IURP D VHUYHU LQ 6LQJDSRUH
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Return—Path: <{infoPnctc.go.kr>
Received: from kmmbox ([1 1.1.11>
by kmrxB@1 (Crinity Message Backbone-6.8.1-r47584) with SHMIP ID 474
for {kipoicdPkorea.kr
Fri. 29 Dec 2017 BB:35:39 +A98@ (KST>
Received: from unknown (HELO nctc.go.ke) (43.249_39_152)
by 125.68.33.89 with ESMIP; 29 Dec 2017 BB:34:29 +B200
B— 011g1na1 SENDERIP: 43.249_39, 152
#-0riginal-MATLFROM:
#—0riginal-RCPTTO: klpolchkoPea.kP
Received: from ospfl-apac—sg.stickyadstuv.com (localhost [127.8.8.11>
by nctc.go.kr (Postfix) with ESMIP id 593AB6B7F1
fol (klpolcd@korea kr»; Thu, 28 Dec 2817 23:34:29 +8808 (SGT>

nulti art/alternative; charset="utf-8";

7597429893514366292——"

fer—Enc 64
8 —7HS9497B7P2+NQD+37ISSPHS =?= {infolnctc.go.kr>
: =?utf-B?B?MjAx00+ veuQzsequulDuen?@=7= =2utf-B?B??1iG?YCO77+90YnilJ3vu?3
vu?Iue?IvuPItiaw=7=
To: icehockeyBpyeongchang2@18.com
Message—Id: <28171228153429 593AA6B7?F1@nctc .go.kr>
Date: Thu, 28 Dec 2017 23:34:29 +A800 (SGT)>

)LJ )DNH VHQGHU DGGUHVV

7KH HPDLO DSSHDUV W RideBockeéy@pyéenge¢had@0M8[fcom +RZHYWKH UHDO WDUJHWYV DUH LQ WK

Industry Target Company/Organization Domain

*RYHUQPHQW RU DLQIS|PWLF® N U

FXVWRPV JR NU
NHSFR FR NU

NPD JR NU

NRUDLO FRP

NRUHD NU
S\HRQJFKDQJ FRP
VSRUWW RU

(QWHUSULVH VN FRP
NW FRP
(QHUJ\ HVFR SRVFR FR NU

SRVFR FR NU

6HPLFRQGXFWRUVNK\QL[ FRP

XV VNK\QL[ FRP

7JUDQVSRUW N R U H DRFORL U
KDQMLQ FR NU

+RVSLWDO JODK FR NU

OHGLD GRQJD FRP

$GYHUWLVLQJ SSFRP NU

VDPLNGLMBOID\ /(' GLVSOD\ FRPSDQ\
WNDG FR NU
YHVWFHR#RMPY HY' 3DQHO $GYHUWLVLC

5HVRUW +RWHO DOSHQVLDUHVRUW FR NU

\RQJS\RQJ FR NU

7KH DWWDFNHUV DSSHDU WR KDYH JRW VORSS\ ZKHQ WKH\ VHDUFKHG IRU HPDLO DGGUH
QDPHV VXFK DV VN FRP RU NW FRP ZDVQYW D JRRG LGHD 7KLV ZHQW XQQRWLFHG DQG L
ZLWK VN FRP DQG NW FRP UHFHLYHG VSHDUSKLVKLQJ HPDLOV

NURsKtom :RRG FRPSDQ\ LQ 60RYDNLD
RNskcom OLQLQJ UHODWHG FRPSDQ\ LQ &DQDGD
EFKt@om )LQDQFH FRPSDQ\ LQ /DRV

N X HKktxbm 6RIWZDUH FRPSDQ\ LQ $XVWUDOLD
ZHUWEIGRMIBHDO HVWDWH FRPSDQ\ LQ *HUPDQ\

%DVHG RQ DOO WKH HYLGHQFH ZH GLVFRYHUHG WKH IROORZLQJ QHWZRUNV VHHP WR K

6RIWZDUH YHQGRU UHVSRQVLEOH IRU DXWRPDWLRQ DW VNL UHVRUWYV
7ZR VNL UHVRUW KRWHOV LQ 6RXWK .RUHD

,7 VHUYLFH SURYLGHU $WRV QHW KHDGTXDUWHUHG LQ )UDQFH

FRP DWWDFKHG QHWZRUN
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https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2018/03/07162208/180306-olympic-destroyer-7.png

&RQVLGHULQJ WKH PDOZDUH ZDV VSUHDG DV D QHWZRUN ZRUP YLD :LQGRZV QHWZRUN V
YLFWLPVY ZKR XSORDGHG WKH GURSSHU ILOH WR 97 IURP $XVWULD ZH ZHUH DEOH WR H]J
PDOZDWES$%4$%$ :KLOH LW PD\ ORRN OLNH D UDQGRP VHTXHQFH RI FKODUDWDGGV RV WH¥%
FRXQWUWEsRI@HZKLFK PDWFKHV WKH VXEPLMRWBBAMRXEBFAVRKRRXRQUNDQL]IDWLRQ QDPH 39,(6°
FKDUDFWHUV XQLTXHO\ LGHQWLI\LQJ WKHWRVW REFARRGH @IDWRH2BULID QL]DWLRQ WMAD W
Information Exchange System XVHG WKURXJKRXW WKH (XURSHDQ 8QLRQ 9,(6 LV D VHDUFK HQJM.Q'}
HLWKHU D FRPSURPLVHG KRVW RI $WRV ZKLFK UROH LV WR FRPPXQLFDWH ZLWK WKH $X"
GDPDJH RI WKH RO-OZDRIHY SURSDJIDWLRQ

%XW WKH PDLQ RXWEUHDN RI WKH ZRUP WKDW ZH LQYHVWLJDWHG ZDV DW D KRWHO LQ |
97 ZKLFK LV ZK\ LW UHPDHQHOG/ XRPH @RNO RWKHU FRPSDQLHYV DWWDFNHG LQ 6RXWK .RUHIL
VXUIDFH RI WKH DWWDFNHG LQIUDVWUXFWXUH

:KLOH ZH FDQQRW QDPH WKH KRWHO FKDLQ ZH FDQ VD\ WKDW RQH RI LWV KRWHOV ORF
'"HVSLWH WKH FORVH SUR[LPLW\ WR WKH 20\PSLF 1DPHNO W& KE®WHL/ B D WNZAD VWIRIWIQRQWAKRHI !
GHILQLWHO\ SDUW RI WKH VXUURXQGLQJ LQIUDVWUXFWXUH WKDW KRVWHG QXPHURXYV J:
LOQWHUYLHZ ZLWK WKH RZQHUV ZH IRXQG RXW WKDW WKH PDOZDUH GLVDEOHG VNL JDW
2XU DQDO\VLVY VKRZHG WKDW WKLV ZDV QRW FROODWHUDO GDPDJH 7KH DWWDFNHUV Gt
GHGLFDWHG VNL UHVRUW KDW RPADWHR Z VWY UWWKHJ VR FDOOHG SDWLHQW JHUR LQ WKH QHW
RILFLDO RSHQLQJ FHUHPRQ\ E\ D FRXSOH RI KRXUV DOORZLQJ WKH ZRUP WR SURSDJDW
IRU WKRVH XMLEWHGKHQDUDVWUXFWXUH $V D PDWWHU RI IDFW WKH SODQ ZDV WR OHW !

Attribution hell

,Q WEBDRUKH &IDVFRRV7IUHVHDUFKHUY DOVR SRLQWHG RXW WKDW 20\PSLF'HVWUR\HU XVHG
WKH HYHQW ORJ DQG GHOHWH EDFNXSV $OWKRXJK WKH LOQWHQWLRQ DQG SWKHRERMHDRHE
GLHUHQFHV LQ WKH FRGBHHRDQYWOFWRWIFRS\ SDVWHG FRGH DQG EHFDXVH WKH FRPPD(
EORJV WKHVH VLPSOH WHFKQLTXHYVY EHFDPH DYDLODEOH WR DQ\RQH ZKR ZDQWV WR XVI

.rl'['int)r
((int)L

{int)L
(int)L

)LJ (YHQW ORJV FOHDQLQJ DQG GLVDEOLQJ VI\VWHP UHFRYHU\ LQ 20\PSLF'HVY\

6RRQ DIWBORWKSEXEOLFDWLRQ ,VUDHOL FRPSDQ\ ,QWH]HU/DEV WZHHWHG WKDW WKH\ KLC

& Intezer
IN‘;;ZED
Code connections between the #malware targeting the
#Olympics from both the McAfee and Talos reports to known
Chinese threat actors. We will publish more details soon.
analyze.intezer.com/#/analyses/167...

pic.twitter.com/2VWz5PkyOX
View photo - « 13 w»
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https://blog.talosintelligence.com/2018/02/olympic-destroyer.html
https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2018/03/07162204/180306-olympic-destroyer-8.png
https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2018/03/07162159/180306-olympic-destroyer-9.png

JLJ $QQRXQFHPHQW RI FRQQH¥VELR QW HLK/DENVRIQ$37) HE
,QWH]JHU/DEV WE-ORHBRMBKDDQ DQDO\VLYV RI IHDWXUHV IRXQG XVLQJ WKHLU LQ KRXVH PDC

$ IHZ GD\V ODWHU PHGLD RXWDHMWWXIWEYWHGI SSEWHQYML@IO PRWLYHY DQG DFWLYLWLHV
,QWHOOLJHQFH VDLG WKDW LQ 1RYHPEHU DQG 'HFHPEHU RI LW KDG REVHUYHG D FUF
VSRUWLQJI$WHPMWRUWLPH LW DWWULEXWHG WKLY RSHUDWLRQ WR 5XVVLDQ KDFNLQJ JURX

2Q WKH RWKHU KDQW R&QRIZ3GR W, QIVNHGOLJIHQFH LEGADPU ¥ HZU XL WE B3R H 7AHHGIHD LV QR HYLG
YDQF\ %HDU WR WKH 20\PSLF DWWDFN’

+RZHYHWUFRXSOH RI ZKHNMV5XDWHRDQ WUDFH ZDV EURPXYKUL NSRIJ B E Q IF\ MMERW 5XVVLDQ PL
ZHUH EHKLQG WKH :LQWHU 20\PSLF YLBWV/ONFERK F MWSRNHRFRVE 6 FRIQG LW L RQXE K DIQLRDLP O
RQ DQRQ\PRXV VRXUFHV FRQWDLQ QR YHULILDEOH LQIRUPDWLRQ DQG EULQJ QR UHDO D

OLFURVRINFXULW\ WHDP DOVR VHHPV WR KDYH EHHQ WULFNHG E\ WKH PDOZDUH DV WKH
(WHUQDOS5RPDQFH H[SORLW 06

L J Q Login Signup

glm Windows Defender Security Intelligence v+
QWP @wDsSecurity

Fresh analysis of the #cyberattack against systems used in the
Pyeongchang #WinterOlympics reveals #EternalRomance SMB exploit.
#WindowsDefenderAV detects attack components as
Trojan:Win32/Samcrex.

11:07 PM - 12 Feb 2018

)LJ OLFURVRIW VHFXULW\ WHDP FODLPV WKH\ IRXQG (WHUQDOS5RPDQFH LQ 2

$ FRXSOH RI GD\V ODWHU OLFURVRIW KDG WR UHWUDFW WKRVH FODLPV DV WKH\ ZHUH V

L 4 Q Login Signup

glm Windows Defender Security Intelligence v+
QP @wDsSecurity

Updated analysis of the Pyeonchang #WinterOlympics cyberattack
shows some similarity to #EternalRomance artifacts, but no evidence
yet that EternalRomance was used in the attack. We'll continue to
investigate.

1:26 PM - 14 Feb 2018

* t‘ ' L L L

)LJ OLFURVRIW VHFXULW\ WHDP UHWUDFWV SUHYLRXV FODLPV LQ D VXEVH

7KH GD\ DIWHU ZH UHOHDVHG D SULYDWH UHSRUW ZLWK IRUHQVLF ILQGLQJV DQG GHWDI
PRUH LQIRUPDWLRQ ISOWM B @ H HFFRROMMERW DWIKSHH B MR WHDP GHFLGHG WR UHYLVLW 20\PSLF
VLPLODU UHXDRIW KHOS EXW DJHHN HIXWAK WRGW GRPEDULVRQ EHFDXVH ZH FDPH WR YH

,Q DGGLDWARWY UHVHDUFKHUV QRWHG WKDW WKH HYWFKN W[W ILOHQDPH ZKLFK WKH PDO
VLPLODU WR WKH ILOHQDPHYV HYWGLDJ H[H HYWVMWHPRURQ E QM YWKHK ¥ CERMD DXC\HH/E BY , %670
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http://www.intezer.com/2018-winter-cyber-olympics-code-similarities-cyber-attacks-pyeongchang/
https://www.scmagazineuk.com/2018-winter-olympics-hit-with-destroyer-malware-during-opening-ceremony/article/743928/
https://www.scmagazineuk.com/2018-winter-olympics-hit-with-destroyer-malware-during-opening-ceremony/article/743928/
https://www.washingtonpost.com/world/national-security/russian-spies-hacked-the-olympics-and-tried-to-make-it-look-like-north-korea-did-it-us-officials-say/2018/02/24/44b5468e-18f2-11e8-92c9-376b4fe57ff7_story.html
https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2018/03/07162154/180306-olympic-destroyer-10.png
https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2018/03/07162149/180306-olympic-destroyer-11.png
http://10.10.0.46/mailto:intelreports@kaspersky.com
https://blog.talosintelligence.com/2018/02/who-wasnt-responsible-for-olympic.html

5HFRUGHG )XWXUH GHFLGHG WR QRW DWWU L EW WA DM KMHAEDW WEB AN IR R O3 V DR VORID] DRARKAAVY
/LPD&KDUOLH PDOZDUH ORDGHUV WKDW DUH ZLGHO\ EHOLHYHG WR EH 1RUWK .RUHDQ D/

:H FDQYW GLVSXWH WKDW SDUW RI WKH FRGH UHDOO\ GRHVY UHVHPEOH WKH /D]DUXV FR
F G E F F GHH GEI DQG “WOXHGEBRI | E Il HI E FIH XVHG VLPLODU FRGH W

Written = @;

0x1000u) ;
1, 0x40000000u, O, 0, 3u, Ox80u, 0);

Name, 8x40800086u, ©, O, 3u, 0x80u, 0);
1)

U, ENumberOfByteskritten, 8) )

unsigned int)vs, v6) - vil) >> 32;
> 0x1080 )
ritten, @) || !Numberof|
((unsigned in

int8)((vo < 0) A va) [ <= 0x1000 ) h ) .HighPart )

(vi1) > FileSize.HighPart )

v6 LowPart ;
, w10, &NumberOfBytesWritten, @) || !NumberOfBytesWritten ) if g int)vil > FileSize.LowPart )
break ;

)LJ &RPSDULVRQ RI ZLSLQJ PRGXOH OHIW %OXHQRURII WRRO ULJKW 20\

7KHUH LV DOVR D KLJK OHYHO RI VLPLODULW\ EHFWHAMHQDIDH DPIRG/XDEE RQ\EPB WK HHDW S R LH
WHFKQLTXH WR GHFU\SW D SD\ORDG LQ PHPRU\ XVLQJ D VHFUHW SDVVZRUG SURYLGHG °
5HFRUGHG )XWXUH DOVR PHQWLRQV D VLPLODULW\ LQ PDOZDUH ORDGHU FRGH WR SUR
FRQWDLQHG VRPH GHIDXOW & LQIRUPDWLRQ

'"HVSLWH WKH UHVHPEODQFH LQ WKH PHWKRG HW KLIQUIHWIVUXVYDUHQLILFDQW GLI

/ID]JDUXV XVHG ORQJ DQG UHOLDEOH DOSKDQXPHULF SDVVZRUGV FKDUDFWHUV OR
SDVVZRUG @

/IDIDUXV QHYHU KDUGFRGHG LWV SDVVZRUGV IRU SURXDOHF SHGHYD O RHAV R@ W R HVKRIQ
WKHUH ZDV DFWXDOEGHRRXRW KWHKHZDRUP KDG WR VSUHDG LWVHOVY 2R GWKH ZIKRON D&
SDVVZRUG SURWHFWHG SD\ORDGYV LQ WKH QHWZRUN ZRWAR DHRAWNNQUD 6 WIRXORXNK DY T
LPSOHPHQW WHFKQLTXHY OLNH WKDW FRQVLGHULQJ WKHLU SUHYLRXV 773V

7KH SRVVLELOLW\ RI 1IRUWK .RUHDQ PRYROMMBHRMD OBRMMQRAD\ML.IVRVAIU XBQMWHQGHG WKI
3\HRQJFKDQJ $FFRUGLQJ WR RXU IRUHQVLF ILQGLQJV WKHLFWIMNMD RS ZQVQUWMHWWREK Q\PR

:KDW ZH GLVFRYHUHG QH[W EURXJKW D ELJ VKRFN 8VLQJ RXU RZQ LQ KRXVH PDOZDUH
OLQNHG 20\PSLF '"HVWUR\HU WR /D]DUXV $ FRPELQDWLRQ RI FHUWDLQ FRGH GHYHORSP
5LFK KHDRIHWEH XVHG DV D ILQJHUSULQW LGHQWLI\LQJ WKH PDOZDUH DXWKRUV DQG WKt
ZLSHU VDPSOH DQDO\]JHG E\ .DVSHUVN\ /DE WKLV 3ILQJHUSULQW  JDYH D PDWFK ZLWI
RYHUODS ZLWK DQ\ RWKHU FOHDQ RU PDOLFLRXV ILOH NQRZQ WR GDWH WR .DVSHUVN\ /

<HW WKH PRWLYHV DQG RWKHU LQFRQVLVWHQFLHYVY ZLWK /D]DUXV 773V PDGH VRPH RI RX
FDUHIXO ORRN LQWR WKHVH HYLGHQFH DQG PDQXDO YHULILFDWLRQ RI HDFK IHDWXUH Z
$W WKDW PRPHQW LW EHFDPH FOHDU WKDW WKH VHW RI IHDWXUHV ZDV VLPSO\ IRUJHG !
WKLV LV QRW YHU\ ZHOO H[SORUHG DUHD LQ PDOZDUH DQDO\VLY DQG DWWULEXWLRQ Z
GHGLFDWH EDWBSWRRRH GHHS WHFKQLFDO GHWDLOYV

:H DOVR QRWLFHG WKDW WKHUH H[LVWV D ZLSHU PRGXOH ZLUWRWRD Q JILLRPO) B DEXF K HZIXGIHIU
YLFWLPV $WRV LV ORFDWHG 7KH2¢FIB-PZ090@AZ: 1R QKW ER HWWDPBRXYW KRXUV DIWHU DWWD
VWDUWH®XFWHDU ZKDW ZHQW ZURQJ EXW LW ORRNV OLNM WMKSHODWWPRPEFREOH YW XVR HACK I/\R
GLVDEOHG V\WVWHP VHUYLFHVY DQG UHERRWHG WKH PDFKLQH LQVWHDG RI ZDLWLQJ IRU
MXVW PLQXWHVIEHUIRO R WHK®OILRY FHUHPRQ\ VWDUWHG

&RQVLGHULQJ DOO RI WKH DERYH LW LW QRZ ORRNV OLNH D YHU\ VRSKLVWLFDWHG IDO\
WKUHDW KXQWHU LPSUHVVLRQ WKDW WKH\ IRXQG D VPRNLQJ JXQ HYLGHQFH NQRFENLQJ

Conclusions
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https://www.recordedfuture.com/olympic-destroyer-malware/
https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2018/03/07162144/180306-olympic-destroyer-12.png
https://securelist.com/the-devils-in-the-rich-header/84348/

:KDW FRQFOXVLRQV FDQ ZH GUDZ IURP WKLV"
,W UHDOO\ GHSHQGVY RQ KRZ FOHYHU WKH DWWDFNHU EHKLQG WKLV FDPSDLJQ LV

,I /ID]DUXV ZDV WKH VPDUWHVW RI DOO WKHQ WKH\ FRXOG KDYH FUDIWHG BTXR 8K QVWHLYH
VRSKLVWLFDWLRQ WR BHBRMMWBHI OHYHO RI UHVHDUFKHU VRSK L&MW XFDW LRW DWW B P K MAK\L
OHYHO RI FRPSOH[LW\ ZHfUH WDONLQJ DERXW ZRXOG GHILQLWHO\ UHGXFH UHOLDELOLMW
/DI DUXV KDG QR UDWLRQDO PRWLYH WR FRQGXFW WKLV DWWDFN QRW WR PHQWLRQ 773

6SHDNLQJ RI 773V ZH KDYH VHHQ DWWDFNHUV XVLQJ 1RUG931 DQG ORQR90 KRVWLQJ %
WKH SHUIHFW WRRO IRU $37 DFWRUV 7KLV DQG VHYHUDO RWKHU 773V KDYH LQ WKH SD)\
ODQJXDJH WKWBHHMWI W PBWRIZH BXEHOUNKHBRXW WKH /DJDUXV $37 JURXS XVLQJ IDOVH IODJV
WKH ZRUOG WKDW SRLOQWHDBVWIRNDSHPXEVENQURPLSIXYVLDQ VSHDNLQJ 6RIDF\ RU ZDV LW VF
PXGGLHG ZDWHUV RI WKLV FDVH PHDQ ZH DUH \HW WR JHW D FOHDU DQVZHU

7KHUH DUH VRPH RSHQ TXHVWLR®R W ERXWL ®® HHD WD WHWORW \W KH DWWDFNHUV KDG DGF
DIHFWHG QHWZRUNV %\ GHOHWLQJ EDFNXSV DQG GHVWUR\LQJ DOO ORFDO GDWD WKH\ F
WKH\ GHFLGHG WR GR VRPH 3OLJKW" GHVWUXFWLRQ ZLSLQJ ILOHV RQ :LQGRZV VKDUHV
VHUYLFHY DQG UHERRWLQJ VIVWHPVY LQWR DQ XQERRWDEOH VWDWH :KHQ \RX DGG LQ W
LOQOWHQWLRQDO IDOVH IODJVY DQG UHODWLYHO\ JRRG RSVHF LW PHUHO\ UDLVHV PRUH T)

$v ZH VHH LW WKHVH DUH VRPH RI WKH SRVVLEOH PRWLYHV EHKLQG WKH DWWDFN

'"HPRQVWUDWLRQ RI SRZHU VNLOOV LQ WKH FRQWH[W RI D VHFUHW FRPPXQLFDWLRQ
GHVWUXFWLYH F\EHUVDERWDJH PLJKW EH D VWURQJ DUJXPHQW LQ WRS VHFUHW SRC
THVWLQJ RI GHVWUXFWLEKNWRUW Kk DRYHIOLWSDFW WR DYRLG WRR PXFK DWWHQWLRQ
LQ FDVH RI KXPDQ HUURU RU RSHUDWLRQDO IDLOXUH

7UDS WKUHDW LQWHO UHVHDUFKHUV LQ D ILHOG RI IDOVH I0ODJVY DQG EDVHG RQ WKFE

7KH ODVW RSWLRQ PDNHV VHQVH ZKHQ \RX FRQVLGHU WKDW WKH PDOZDUH FRQWDLQHG
DXWKRUV ZDQWHG LW WR EH GLVFRYHUHG

JRU D SRZHUIXO DWWDFNHU OHDUQLQJ KRZ WR UHOLDEO\ FUDIW IDOVH IODJV DQG WULF
JDLQLQJ WKH XOWLPDWH FRYHU + WRWDO LPPXQLW\ DIJDLQVW DWWULEXWLRQ %XW WKL

:H WKLQN WKH FDUHIXOO\ RUFKHVWUDWHG 20\PSLF'HVWUR\HU FDPSDLJQ SOD\HG D YHU
LW GLGQYW IXOO\ VDERWDJH WKH :LQWHU 2I{\P\8 V FZ HMHHQ RVDL FHHR Q RAVK IR@IO \LMQV 6HRIX WK .
LPSRUWDWWOWLQJYV ZLWK LW D SRWHQWLDO WKUHDW WR WKH DWWULEXWLRQ SURFHVV >

7TKHVHD OHVVRQ WR EH WDNHQV/IXRRI XWX LR W OO RN XKD WKUHDW LQWHOOLJHQFH + GR(
VXEMHFW WKDW VKRXOG EH KBIQBBWOEBEGQ ZQWKVWUHDWKREXOB QIW VDFULILFH WKH DFFXUDF\
EXVLQHVV

Known OlympicDestroyer executables
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https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2018/03/07180244/Lazarus_Under_The_Hood_PDF_final.pdf
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e $37

e %DENGRRU

e ODOZDUH '"HVFULSWLRQV

e 20\PSLF '"HVWUR\HU

e 6SHDU SKLVKLQJ

e 9XOQHUDELOLWLHY DQG H[SORLWYV

e :LSHU
e : RUP
$XWKRUV

Expert _*5HY

20\PSLF'HVWUR\HU LV KHUH WR WULFN WKH LQGXVWU\

<RXU HPDLO DGGUHVYV ZLGBTXRWHEHIEHE@GNVVEKWBIKE PDUNHG
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