The first Trojan in history to steal Linux and Mac OS X
passwords
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Russian anti-virus company Doctor Web is reporting the emergence of the first cross-
platform backdoor to run under Linux and Mac OS X. This malicious program is
designed to steal passwords stored by a number of popular Internet applications.
Mac.BackDoor.Wirenet.1 is the first such Trojan capable of running under any of these
operating systems.

It's not clear yet how the Trojan, which was added to the Dr.Web virus database as
Mac.BackDoor.Wirenet.1, spreads. This malicious program is a backdoor that can work
under Linux as well as under Mac OS X.

When launched, it creates its copy in the user's home directory. The program uses the
Advanced Encryption Standard (AES) to communicate with its control server whose address
is 212.7.208.65.
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e =
push eds
push eds
lea edz, [esp+OAakh+var_6C]
lea ebx, [esp+BAakh+var_9C]
push eds
push offset TestPacket ; “"RGIZEDOZBOEBEE0QIFF™
push offset InitializationVector
push 1ah
push 1
push eax
call AESCryptCFB
add esp, 28h
test al, al
jnz short loc_8854B2D
vy Y
il s B2 il e 3
loc_8AS4B1D: loc_8AS4B2D:
=ub esp, BCh mou ecx, 8
push ebp may edi, ebx
call CloseSocket rep mouvsd
add esp, 18h lea eax, [esp+9Ch+var_7¥C]
®OF eax, eax mou esi, offset InitializationUector
jmp short loc_8A54B57f |mov edi, eax
— mou cl, 4
rep mouvsd
push 48h ; int
push ehx ; int
push 3 ; int
push dword ptr [ebp+8] ; fd
call SendData
add esp, 18h
mou al, 1

Mac.BackDoor.Wirenet.1 also operates as a keylogger (it sends gathered keyboard input

data to intruders); in addition, it steals passwords entered by the user in Opera, Firefox,
Chrome, and Chromium, and passwords stored by such applications as Thunderbird,
SeaMonkey, and Pidgin. Anti-virus software from Doctor Web successfully detects and
removes the backdoor, so the threat does not pose a serious danger to systems protected by

Dr.Web for Mac OS X and Dr.Web for Linux.
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To ask Doctor Web’s site administration about a news item, enter @admin at the beginning
of your comment. If your question is for the author of one of the comments, put @ before

their names.
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