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Recently we got access to several elements of the espionage toolkit that has been captured
attacking Vietnamese institutions. During the operation, the malware was used to dox
400,000 members of Vietham Airlines.

The payload, distributed disguised as antivirus, is a variant of Korplug RAT (aka PlugX) —a
spyware with former associations with Chinese APT groups, and known from targeted
attacks at important institutions of various countries.

In this article we will describe the process of extracting the final payload out of it's cover.

Analyzed samples

Set #1:

o 884d46c01c762ad6ddd2759fd921bf71 — McAfee.exe (harmless: reference)
o ¢52464e9df8b3d08fc612a0f11fe53b2 — McULtil.dll (shellcode loader)

Execution flow:

McAfee.exe -> McUtil.dll -> McUtil.dIl.mc -> payload (DLL)
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A look at the package

This spyware has an interesting, modular package. As a whole, it tries to pretend to be

McAfee antivirus:

| | ang 2015-06-26 14:54 File 1KE
@ Mchfee.exe 2013-08-29 08:50 Application 138 KB
1% MclUtil.dll 2013-08-29 0&:50 Application extens... 4 KB
| || McUtil.dllme 2013-08-29 08:50 M File 115 KB

|| tjuiiarpujhz

|| wekmfmujufficwveip

2016-05-19 04:47 File 2KE
2013-08-29 08:50 File 58 KB

If we take a look at the executable, we see that is has been signed by the original certificate:

# Authenticode signature block and FileVersioninfo properties

Copyright

Product

Original name
Internal name

File version
Description
Signature verification
Signing date

Signers

Counter signers

Copyright @ 2008 McAfee, Inc.
McAfee OCem Module
mcoemepy. exe

meoemepy

2,1,115,0

McAfee OEM Info Copy Files
& Signed file, verified signature
12:47 AM 6/13/2008

[+] McAfee

[+] VeriSign Class 3 Code Signing 2004 CA

[+] VeriSign Class 3 Public Primary CA

[+] VeriSign Time Stamping Services Signer - G2

[+] VeriSign Time Stamping Services CA
[+] Thawte Timestamping CA

It is not fake — the executable is a legitimate product. However, it is bundled with the DLL that
is not signed — and this it the point that attackers used in order to hijack the execution.

Note that the app used in the attacks is very old (compiled in 2008). The current versions of
McAfee Antivirus that we managed to test are no longer vulnerable to this type of abuse.

Behavioral analysis

After being deployed, the application runs silently. We can see the main component
executing svchost.exe, and then terminating itself. It is caused by the fact that the malicious
code has been injected into svchost, and will continue operating from there. Looking at the
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current directory of svchost.exe we can find that it inherits default directory of the malicious

.

app:
= | svchost.exe:3008 Properties E@
| TCP/IP I Security | Environment I Job I

Image | Performance | Performance Graph I Threads

Image File
@ Host Process for Windows Services

Microsoft Corparation

Version: 6.1.7600, 16385
Build Time: Tue Jul 14 01:19:28 2009
Path:

C:Windows\System32\evchost. exe

Comrmand line
Cr\Windows\system32\svchost. exe

Current directory:
C:\U=zers\tester\Desktop\McAfeel,

Autostart Location:
HELM\System\CurrentControlSetiServicesmhosts

The bot makes reconnaissance in the LAN by scanning for other computers. It enumerates
full range of local addresses, from the lowest to the highest:

wvchost exe

3468  UDF 1357 *

It also tried to connect with it's C&C (air.dscvn.org), however, at the moment of tests the
domain was down:

o a2 DNS 75
B.8.4.4 DMS 75
89, 108.195.20 DNS 83
45,112.81.27 DNS 133
46.112.81.27 DMS 139

Unpacking

»

Standard query
Standard query
Standard query
Standard query
Standard query

Ox31b2 A air.dcsvn.org

Ox31b8 & air.decsvn.org

Oxe586 PTR 1.2.0.10.1n-addr.arpa
response 0xeS86 Mo such name
response 0x31b8 No such name

The application have several layers of loaders before it reach the final functionality. The exe
file, as well as the DLL are harmless. All the the malicious features lies in the external file,
that is a blocks of obfuscated shellcode. Within the shellcode, another DLL is hidden — that is
the core spy bot.
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Loading the shellcode

The payload is loaded in an obfuscated way containing some interesting tricks. The authors

took great care that it will not be easy to analyze the modules separately.

Execution starts from the harmless McAfee.exe. Malware utilized the fact that this application
loads a library called McU'til.dll from the startup directory. It doesn’t make any integrity check,

so in fact, if we rename any library to the desired name, the executable will just load it:

McuUtil.dll is supposed to deploy the next file: McUtil.dll.mc — however, to make the flow more

pusn 1ua
push ecx

call mcafee. 404115
add esp,C

Tea edx,dword ptr ss:|[[esp]

push edx

call dword ptr ds:[<&LoadLibraryw:]
test eax,eax

difficult to follow, it doesn’t run it directly. Instead, it patches the caller executable
(McAfee.exe) and makes it execute the function responsible for reading and loading the next
file. Below we can see the fragment of code, that writes the hook into the memory:

T3FF11EC

r3FF11C3
TIFF11CE

2FF 1106

CALL ER=

LER ECH,[LOCAL.11

FUSH ECx

PUSH Bndi

LER ESI,OWORD PTR DS: [EAX+E:2FEC]
PUSH @=i@

PUSH ESI

CALL DWorRD PTR DS:L<&%KERMELZZ.VirtualProtect
MOU ECH, B:1

TEST BYTE FPTR D5:[8x73FF38181,CL
JHE SHORT MoUtil.73FF11EG

OF DWORD PTR DS:[@x72FF201681, ECH
MOU ED, Melt i L. 73FF 18686

MoAf ee. BE4E006E

pOldFrotect = BA1Z2C206
MewProtect = PAGE_EXECUTE_REROWRITE

Size = 18 (1641

Address = MocAfees. BB482FAC
VirtualProtect

load_shel locode

“hWUsers\htester\\Desktop’\McUtil.dl
Usersh\tester'\Desktop'} 1.d1

FSFF110E SUE EDX,ESI McAf ee. BE4E82ZFEC

FSFF110D SUE EDX, @S

FIFF11ER MO DWORD PTR D5: [Ex7IFF300@0], EOX kernel32. FEAEBEED
MO BYTE PTR DS5:[ESII,E4ES opcode:  JMP

TSFF11E% MO ERX, ERE McRf e BE4EE0EE

FSFF11EE Mol AL.BYTE FTR D05z [@x72FF2E0E]

F2FF11F@ MOU BYTE PTR DS:[ESI+B:11,AL

FSFF11F2 MOL ERX, EAX McAf ee. BE4EEHEE

F3FF11FE HMal EDx, OWORD PTR DS: [8«Y3FFaE8a]

F3FF11FE SHR EDX, 8uE

T2FF11FE MOL BYTE PTR D5:[ESI+@x21,00

raFF12a1 MO ER, ERE McAf s BE4EE0EE

T3FF1283 HMau ERX, OWORD PTR D5: [E«73FF3EEE]

FIFF12@3 SHR ERE, Ax 1@

F2FF126E MOU BYTE PTR DS:[ESI+BX21,AL

F2FF126E MOL ERX, EAX McAf ee. BE4EEHEE

FaFF1Z16 HMal EDx, OWORD PTR DS: [8«73FFaE8a]

FIFF1216 SHR EDX, Ax 1%

TESFF121%2 MOL BYTE PTR D5:[ESI+@x41,00

TaFF121C MO ER, ERE McAf s BE4EE0EE

TSFF1Z1E MOL ERE, ECH

FISFF12Z2@ FOF ESI MzRf . BA4BZFAC

FIFF1221 MOL ESF, EEP

FIFF12232 FOF EEFP McRf es. BA4B2FEC

FaFF1224 RETH

1 |

EST=AA4BZFEC [ McRAf ec. ABIAZFEC]

Address |Hex durp Disassembly Comment

AadEzFac(] . S5CE TEST EHX, EAX MoAf ee . DE4ADREEA

BE4E2FBE 2947 @32 MOL OWORD PTR DS:[EDI+@x2]1,ERX MeAf e . DE4ABEEA

HE4E2F11 74 17 JE SHORT McAfes.@8482F2A

BE4E2F 13 S3C8 HOR ERX, EAX McAf ee . DB4A0E8E86

BE4E2F 15 SESC24 @226 MOW ECH, DWORD FTR SS5: [ESP+Ex 2851

BE4E2F 10 23CC WOR ECH, ESP

BE4E2F 1E ES S1@F@aaE | GALL HMoRAfee. BB4A3SEAS

BE4EZF 23 2104 ACEZEEE) ADD ESP, B8R ZAC

ARGEZF 29 c3 RETH

BA4E2F 2R FF15 3CFA4GE) CALL DWORD PTR OS:[<&%KERMEL3Z2.GetLastEr)CGetLastError

HE4E2F 28 SEEC24 BIEZE MOY ECH, OWORD PTR S5: [ESP+E: 2821

BA4E2F 37 53CC HOR ECH, ESP

BE4EZF 39 ES ccdF@@aaE | CALL MoAfee. BB4A3ERG

BE4E2F 3E 2104 BCEzEEny ADD ESP, BrZEc

aadnzraa| L. £3 FETH
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That’s how the above fragment of caller’s code looks after patching. Instead of the first two
lines we can see a jump into the McUtil.dll.

HETULN TO rSbFledE LAGUT LL. ¢ SEE Lods)

Address |Hex dump Disassembly Comment
BE482FAC|| .- E9 EFEBEEFYS | JMP HMclUtil. 3FF1888

GAEdEzF11] o~ 74 17 JE SHORT McAfes.@88482F2A

aa4azF1z(] . 33C8 ¥OR ERX, EAX

BE4EzZF1S| o SBECZ24 @26z MO ECH, OWORD PTR S55: [ESP+0n203]

AE4EzZF1C(] .« 33CC WOR ECH, ESP

ER4EZFIE(] . ES S818F@@apE | CALL McAfes. AB483EA4

AE4EZFZZ(] . S1C4 BCBZBEE| AO0 ESP, BXZEAC

Ba4azF29(] . C3 RETH

EE4E2FZA(] » FF1S 2CFA4@@ CALL DWORD PTR DOS: [<%KERMELZ2,GetLastEr] CGetLastErcor
BEd4Ez2F2E|| o SBEC24 826261 MOU ECH, DWORD PTR 55: [ESP+8x263]

aa4azF37(] . 33CC ®OR ECH,ESP

EE4EzFE3()] «  ES &6@F@@0E | CALL McAfes. @@483EA4

AE4EZFZE(] . S1C4 BCBZBEEl ADD ESP, BrZAC

padnzrad|Ll C3 RETH

Patching function is in DIIMain of the McUtil.dIl — so, it is called on load. The patched line is
just after the call that loaded the library:

AE4EZEFH
BE4EZEFF
AE4E2F a2
BE4E2F BE
GG 462F AL

BE4GZF 11
BE4EZF 13
Sl

CALL McAfee.B8484115

ROD ESF, B:C

LER ED:,OWORD PTR SS:CESF]

PLSH ED:

CALL DWorRD PTR DS:C<&KERMELZZ.Loadl ibrarull:]
JHMP MUt i L. 73FF 1688

Mot il.dlL

JE SHORT McAfee.B88482F2R

AOR EH=, ER-

MOU ECi, DWORD PTR S5: [ESP+Eu205]

Loadl ibraryll
<—patched line

So, the hook will be executed as soon as the loading function returns.

Inside the function called by the hook, the external file is open:

rokE lusE
73FF 1830

7IFF1834
TIFF1E32
TAFF1a939
TIFF1a3e
TIFFlaRa
T3FF18R2
T3FF18R4
TIFF18A2
72FF 1 GAE

LodMe SHURT MoUt L L. ©3hE 1

JMP SHORT MeUtil.73FF189E6

FUSH Hecltil.73FFz2844

LEA ECX,OWORD PTR DS:[ESI+ECK#2+@n2]

FPUSH ECH
CALL ERAX

HMOL ERK, DWORD FTR DS: [8xvIFF3@8c]
TEST ERX,ERR
JME SHORT MeUtil.73FF18EA

PUSH MeUtil. 73FF2@1s ASCII
CALL EDI

MOU DWORD PTR_DS: [Aw73FF306C1, EAX

PUSH Melt il 7SFF2668 ASCII

UMICODE "McUtil.dll.mc™
"McHfee. e

"kernel32.dLL™

"CreateFilel™

It is read into the memory and then execution is redirected there:
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PEFFiB0S

TEST ER, EAX

TEFF1E0E (| «» | JME SHORT McUtil.73FFL1BED
YEFF1E00 [}« |PUSH McUtil.v73FF2818 FileHame = "kernel32.dLL™
7aFF1EEZ (| «+ |CALL DWORD PTR DOS: [<&KERMEL3Z.LoadlL ibraryA>] (kLoadl ibraryA
FESFF1EES || . | MOV DOWORD PTRE DOS:[A47SFFSEEC], EAX
» |PUSH McUtil.7P3FF2BEC ASCII "ReadFile™
YEFF1EFZ || . | PUSH ERX
. |CALL EBX kernel32.GetProcAddress
YSFF18FS || . |PUSH 8ue
7EFF1EF¥ || «+ |LEA EDX,CLOCAL.13
TEFF18FA || «+ |FUSH EDH ntdll.KiFastSwstemCal LRet
T3FF1E8FE (| . |PUSH Bx18E87TE
7YEFF11@a () . |FUSH ESI
FIFF11@1 . |PUSH EDI
. |CALL ERX
7YaFFiiE4 || . | FUSHAD
FEFF11Es (| . | HMOW ECH,8mE
7EFF11EA [« | PUSH ECH
T3FF1168E . | MOU ECH, CLOCAL. 2] the read content (shellcode)
. |CHLL ECX <—zall the shellcode
72FFi11@ || . | FOPAD
F3FF1111 . |MOU ERX,OWORD PTR DS:CEx73FFIEEC]
72FF111& || . | TEST ERX,ERX
7aFFi11s || o | JME SHORT McUtil.?3FF112A
7EFF111A [}« |FUSH McUtil.73FF2818 [FileHame = "kernel32.dLL™
7Y2FF111F || «+ |EALE DWORD PTR DOS: [<&KERMELZZ.LoadlL ibrarwA*1 (kLoadl ibraryA
7YIFF11zE5 || . | MOV DOWORD PTR DOS:[AXFSFFIEEC], EAX
¥ |PUSH MeUtil.v3FFzEvra FFProcHamedrOrdinal = "Sleep™
4 |
Stack S55: [E012CEBOCI=61230EEE
Address |Hex dump Dizassembly Comment
Blz3E888(~ E9 Glaassaas JMP 81236885
Blz3maas(- E9 4FFFC1Z0 JHP ZEE4FFED
B1z23R8ER ED IM ERH, D I-0 command
H1230EEE SB FOF EBX kernel3z2.GetProcAddress
B123A8EC HE FUSH C=
A1238880 21C1 1BSYECAE |ADD ECH, @#AEEC3V1E
B12368132 B9 B2817D4F HMOL ECH, Bxud4FFO2183
B12388138 F7Cz FFCABEFE | TEST EDX, BxFEBECAFF
B123881E 21C7V ED149F95 | ADD EDI, B=983F 14ED
Blzaaazd EF DOBEEZB31 MOY EDI, Bx31385E0E

Unpacking the final payload

The shellcode is heavily obfuscated:

A1 - 3AAAG

B1223A8E0
B1223EE13
Alz22E813
HB123A81E
Blz3E824
B1zZ3A829
H123A82F
H1Z223AAZE
A1223A82E
Bl 2230846
A1z220845
B123Aa847
Blzaaa49
H1z23A84E
H123AR5E
H1Z23AREE
A123A85E
H1223EE61
A1 2230865
H123AE5E
BlzZ3E8aC
Blz3a860
H1Z23AATFZ
B1Z223AATFT
B1223AA73
H1223EETFF
B1230655

This is not the main stage, but an unpacker and loader of the main spyware. It

<

DEC EDI

TEST ECH,ExESEEDZD

AOO ECH,EWxAEECZY1E

MO ECH, Bx4F 702168

TEST EDX,EuFEEECAFF

AOD EDI, E=9839F 14ED

Moy EDI, 8x21365EDE

AHD EDI,Bx01C1ASCS

TEST EOI,Ex7252F2BG

AODO ECH, Hx 1 ZE22CA4

OF ERX, H:E3748692

OR ERH, H:S54H50E7F

JEE SHORT 81z23864A

JL SHORT Alz22864A

JHP 22COERACF

ROD AH,BYTE FPTR DO5: [ERK]
OR ERH, B2CESS7195

TEST EDR,Euc124EBSE

CHMP ECH, Bx2Co@CaC2

JHMP 81236867

JHMP 9A71CFEC

#“LAT EYTE PTE DS5:[CEB=+AL]
IMC EDA

JHMFP B1Z236EF3

JHFP B1Z23EBES

ROD BYTE FPTRE DS:LEAX], AL
HOR EDI,@x99AFEICE

CHMP EDI, Ex2H3FFOBS

Jie e12k00se

decompresses the following content into a buffer:
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BF 26E4EE FUSH @uC

BFZEE4ES |~ | JHMP host.BF25EVEL

AF 26E4ED LEA ERX,OWORD FTR 55: CEEF-8=4C1
AF 26E4FE FUSH _ERX

AF 2EE4F 1 Mou EAX, OWORD FTR DOS:[CESI+@HC]
BF 26E4F4 SLE ERX, B4

BF2EE4F 7 FPUSH _ERX

BF 26E4F2 MOU ERX, OWORD PTR DS:[ESI+@:2]
BF 26E4FE ADD EAX, E:qd

aF Z2EE4FE FUSH ERX

BF 26E4FF FUSH EBEX

AF 26ES88 FUSH DWORDT FTR 55: [EEF-E=181

BF Z6ESE2 FUSH BEu=

AF 26ESEE CALL DWORD PTR S5:[EBP-B:C] ntdll.RtlDecompressBuffer

AC2ECoEo TCST CNY ot
4

ERX=68151 808G

Address |Hex dump HSCII
P
BE13EE18
[515 =1 e
AE 138838
AE 138848
HE 138858
BE 138888
BE 138878
Qe 1388
BE 138878
BE 1 3E8aR8
[515 =15 =]
AE13E8ECH
HE 138808
BE1388ES
BE 1 38aF8
BElgElaa
AE13E118
AE13E128
AE13E1328
AE138148
HE13E158
AEl13816a
BE138178
[El3Elga
BE13E198
AE13E1A8
AE13E1ES

BE12a1Cca
AR 2E1 MR

Then it reserves additional memory and starts remapping this content, chunk by chunk. By
the way in which it parses it, we can notice similarity with process of remapping raw PE file
into a virtual image. And indeed, the unpacked content is a PE file — only the headers are
distorted. Delimiters XV were used to substitute the typical “MZ”.. “PE” values:

& _00130000.mem |

Cffzec(h) 00 01 02 O3 04 OS5 06 O7 08 0% 04 OB OC OD OE OF

00000000 |58 26 00 Q0 00 Q0 00 OO0 OO0 00 Q0 00 Q0 00 OO0 00
00000010 OO0 00 00 Q0 00 OO0 00 OO0 00 00 QO0 00 OO0 00 OO0 00
00000020 OO0 00 00 Q0 00 OO0 00 OO0 OO0 00 Q0 00 OO0 00 OO0 00
00000030 OO0 00 00 Q0 00 Q0 00 OO0 OO0 00 Q0 00 DE 00 OO0 00
00000040 OO0 00 00 Q0 00 Q0 00 00 OO0 00 Q0 00 OO0 00 OO0 OO0
00000050 OO0 00 00 Q0 00 Q0 00 OO0 OO0 00 QQ 00 OO0 00 OO0 00
000000&e0 OO0 00 00 Q0 00 OO0 00 OO0 OO0 00 Q0 00 OO0 00 OO0 00
00000070 00 00 00 Q0 00 OO0 00 00 OO0 00 Q0 00 OO0 00 OO0 00
00000080 OO0 00 00 Q0 00 OO0 00 OO0 OO0 00 Q0 00 OO0 00 OO0 00
00000090 OO0 00 00 Q0 00 OO0 00 OO0 OO0 00 Q0 00 OO0 00 OO0 00
0000000 OO0 00 00 Q0 00 OO0 00 00 OO0 00 Q0 00 OO0 00 OO0 00
000000EQ OO0 00 00 Q0 00 Q0 00 OO0 OO0 00 Q0 00 OO0 00 OO0 00
000000C0 OO0 00 00 Q0 00 OO0 00 00 OO0 00 Q0 00 Q0 00 00 O
00000000 00 00 00 00 00 Q00 00 00 58 Eﬂ 00 00 4C 01 05 00
Q00000EQD DS AL oD 54 00 OO0 00 00 Q00 00 Q0 00 EQ 00 02 21
Q000000F0 OB 01 O&A Q0 00 Eg 01 00 Q00 DC Q0 00 Q0 00 00 00
00000100 34 12 00 Q0 00 10 00 00 Q00 00 02 00 Q0 00 00 10
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Reconstructing the header is not difficult — we must just substitute back those values by their

real meaning:

Offset (h)

00000000
00000010
00000020
00000030
00000040
00000050
00000080
00000070
00000080
00000080
000000AD
000000B0O
000000C0o
00000000
000000ED
Q000000F0D

o0

01

oz

03

] _mlgnnm.mm| i _00130000.exe

04

05

0a

o7

08

09

on

0B

ocC 0D OE OF

4 D
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo

oo

SR
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
00

oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
00

oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
00

oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
00

oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
00

oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
00

oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
00

oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
20

oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo

oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
00

oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
00

00 00 00 OO
00 00 00 OO
00 00 00 OO
g 00 00 OO
00 00 00 OO
00 00 00 OO
00 00 00 OO
00 00 00 OO
00 00 00 OO
00 00 00 OO
00 00 00 OO
00 00 00 OO
00 00 00 OO

49

Da
0B

AS
01

&l
oR

54
0o

0o
0o

0o
E&

0o
01

0o
0o

0o
0o

0o
oC

0o
0o
0o

0o
0o
0o

4C 01 05 00
EQ 00 02 21
00 00 00 00

After this small modification, the dumped image can be parsed as a normal PE file
(321a2f0abed7977d5¢c8663bd7a7c7d28). Sections are not named, but all the content is

valid:

Mame Raw Addr. Rawsize Virtual Addr. Virtual Size Characteristics Ptrto Reloc.  Mum. of Reloc.  Mum. of Linenum.
[x 400 1EB00 1000 1EVBE 60000020 0 ] 0

[» 1ECO0 4000 20000 3FaC 40000040 0 0 0

[+ 2200 200 24000 T624 CO000040 Q0 0 i

[ 22E00 200 2000 4 40000040 i ] i

[+ 23000 2200 20000 21F4 42000040 Q 0 ]

Raw 8 X Virtal

1ECO0

| 00130000.exe

20000
24000

36688

e |

File characteristics describes the payload as a DLL, however, it doesn’t have any export
table, so we cannot read it’s original name.

Looking at the imports loaded by this piece we can suspect that it is the final payload. It
loads and uses many functions related to the network communication, i.e:
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h J

18681DEGE push offset allsasocketa ; “"WSASocketn™
1861DEY3 call load ws32

1801DEY8 push eax ; hiodule
1801DEY? call ds:GetProcAddress
1801DEYF mou ds:hWsASocket, eax
L |
il s [
1861DESY

1801DESY loc_ 1801DESA4:

1861DE84 push edi

1861DE8S push edi

1881DE86 push edi

18681DESR7 push 3

1861DER? push 2

1801DESB push 2

1881DEBD call eax : hWSASocket

We can also find the fragment responsible for retrieving the local IP of the current machine
and performing LAN scanning that we observed during behavioral analysis.

Authors took care so that the payload will not be run independently. That’s why they checks if
all the elements are called in the expected order. We can find hardcoded names of the main
elements, used for the check:

PEPEAEERRLEE WL e B i |

18881BF8 push eax

188661BF? mov ebx, offset unk_ 18828E8C

18881BFE call sub_188113A7

18881CH3 lea esi, [esp+6Ch+var 28]

18881CH7 mov [esp+6Ch+var_6C], offset aMcafee_exe [ “lMchAfee.exe”™
18881CBE call sub_188819E?

188681C13 mow esi, eax

18881C15 call sub_18881614

Conclusion

Malware authors often use fake icons and descriptions in order to disguise as a legitimate
product, but this type of attack is going a step forward. Authors used an original McAfee
application and hijacked the DLL that it uses, in order to run the malicious code. To make
detection more difficult, they tangled elements with each other. None of them can do
malicious actions on it's own. That’s why, tools that scan each module separately may fail to
detect the malicious behavior.

Users are more vigilant about executables — but this time, neither EXE nor DLL file contained
the malicious code — they were just used as loaders of the shellcode.

Malwarebytes Anti-Malware detects this threat as ‘Trojan.Korplug’.

Appendix

9/10


https://www.malwarebytes.com/malware/

http://e.gov.vn/theo-doi-ngan-chan-ket-noi-va-xoa-cac-tap-tin-chua-ma-doc-a-NewsDetails-
37486-14-186.html — info from Viethamese CERT

http://blog.trendmicro.com/trendlabs-security-intelligence/new-wave-of-plugx-targets-
legitimate-apps/ — similar attack from 2013

http://www.welivesecurity.com/2014/11/12/korplug-military-targeted-attacks-afghanistan-
tajikistan/ — about the Korplug RAT targeting military of Afganistan and Tajikistan

https://www.blackhat.com/docs/asia-14/materials/Haruyama/Asia-14-Haruyama-I-Know-You-
Want-Me-Unplugging-PlugX.pdf — Korplug RAT analysis (presentation from BlackHat)

https://www.f-secure.com/documents/996508/1030745/nanhaishu_whitepaper.pdf — about
NanHaiShu APT

This was a guest post written by Hasherezade, an independent researcher and programmer
with a strong interest in InfoSec. She loves going in details about malware and sharing threat
information with the community. Check her out on Twitter @hasherezade and her personal
blog: https://hshrzd.wordpress.com.
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