RotorCrypt

. id-ransomware.blogspot.com/2016/10/rotorcrypt-ransomware.html

RotorCrypt (RotoCrypt) Ransomware

Tar Ransomware

(wundbpoBanbLKK-BbIMOraTerb)

Translation into English

Kak yaanutb? Kak pacwudgpoBatb? Kak BepHyTb AaHHble?

Mo ccbinke Boibepute Ynpaenenue "K" MB[ Poccun n nogante oHnamH-3asBreHune.
Cwm. Takke ctatbu YK PO:

CT. 272 "HenpaBoMepHbIN JOCTYN K KOMMbOTEPHON MHGOpMaLmmn"

cT. 273 "Co3gaHune, ncnosb3oBaHne U pacnpocTpaHeHne BPeAOHOCHbIX KOMMbIOTEPHbIX
nporpamm”

UHdopmauunsa o wncpoBanbLymke

OTOT KPUNTO-BbIMOraTenb WNGPYET AaHHbIE NONb30BaTENEN U CEPBEPOB OpraHn3aLnn ¢
nomolbto RSA, a 3atem TpebyeT cBa3aTbCs € BbiMoartenamm no email, 4Tobbl BEpHYTb
dannbl. 3a Bo3BpaLleHue annoB B HOpManbHOE COCTOSIHUE BbIMoraTenu TpebytoT BbiKyn B
7 dutkomHoB, 2000-5000 gonnapos nnu eBpo. AnNNetTuT obHarneBLLMX OT 6e3Haka3aHHOCTH
BbIMOraTenen pacTteéTt He Mo AHAM, a Mo Yacam.

O6Hapy>xeHus:
Dr.Web -> Trojan.Encoder.5342, Trojan.Encoder.29037
BitDefender -> Gen:Variant.Razy.109164, Gen:Variant.Ransom.RotorCrypt.1,
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https://id-ransomware.blogspot.com/2016/10/rotorcrypt-ransomware.html
https://translate.google.ru/translate?hl=ru&sl=ru&tl=en&u=https%3A%2F%2Fid-ransomware.blogspot.com%2F2016%2F10%2Frotorcrypt-ransomware.html
https://xn--b1aew.xn--p1ai/request_main
http://www.consultant.ru/document/cons_doc_LAW_10699/

Trojan.Ransom.RotorCrypt.A, Trojan.GenericKD.12470370,
Gen:Variant.Ransom.RotorCrypt.2
Kaspersky -> Trojan-Ransom.Win32.Rotor.*, HEUR:Trojan.Win32.Generic

© lNeHeanorusa: Gomasom > RotorCrypt

N306parkeHne He NpUHaaNexXuT WndpoBanbLLmKy
K sawmndpoBaHHbIM dharnam gobaBnsaTCA COCTaBHbIE paCLUMPEHUS MO LWabnoHy:

<file_name>.<file_extension><ransom_extension>

Ha gaHHbIn MOMeHT 310 pacwmpeHus .c400, .c300 Ha KoHue dharna n email BeimoraTenemn
nepeg HAMN:

I ELIZABETH7@PROTONMAIL.COM____ .c400

! LIKBEZ77777T@GMAIL.COM____ .c400

! GEKSOGEN911@GMAIL.COM____ .c300

Taknm obpasom dann Document.doc nocne wngpoBaHMsa CTaHET:
Document.doc! _ ELIZABETH7@PROTONMAIL.COM____ .c400
Document.doc! LIKBEZ77777T@GMAIL.COM____ .c400
Document.doc! GEKSOGEN911@GMAIL.COM___ .c300

AKTMBHOCTb 3TOr0 KpUNTO-BbIMOraTens NpuLiacb Ha KOHew, OKTa6ps - Hosidpb 2016 T., HO
npogosmkmnack 1 B 2017-2019 rogax ¢ gpyrumm pacumpeHmsimmn (cM. BHu3y "brnok
o6HoBreHnn").

3anucku ¢ TpeboBaHMeEM BbIKyna Ha3blBalOTCS:
readme.txt nnn **readme.txt

CopepxaHue 3anucku o Bbikyne (13 Bepcum Tar):
Good day
Your files were encrypted/locked
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http://id-ransomware.blogspot.ru/2016/05/gomasom-ransonware.html
https://1.bp.blogspot.com/-MWU2_oo-5SY/We4qW04rqXI/AAAAAAAAHf0/w2nk0ZsYbC4o6A6rH7V-awWHhys9BOZ2ACLcBGAs/s1600/rotor.png

As evidence can decrypt file 1 to 3 1-30MB

The price of the transcripts of all the files on the server: 7 Bitcoin

Recommend to solve the problem quickly and not to delay

Also give advice on how to protect Your server against threats from the network
(Files sgl mdf backup decryption strictly after payment)!

MNepeBopn 3anMUCKM Ha PYCCKUM A3bIK:

[o6pbin AeHb

Bawwu gannbl 3awmdcpoBaHbl / 3abrokMpoBaHbl

Kak gokasaTtenbCcTBo MOXeM paclumdposatb pann 1 go 3 1-30MB

CTtoumocTb pacumdpoBku Bcex annos Ha cepaepe: 7 Bitcoin

PekomeHgyem pelmnTb 3Ty npobnemy ObiCTpo n 6e3 3agepxkm

Kpome Toro, gagmMm coBeTbl O TOM, KaK 3alUTUTb CBOM CepBep OT Yrpo3 U3 ceTn
(Pannbl sql mdf backup gewmndpyem Tonbko nocre onnarbl)!

Email Bbimorareneun:
ELIZABETH7@PROTONMAIL.COM
LIKBEZ77777T@GMAIL.COM
GEKSOGEN911@GMAIL.COM

n gpyrne (CM. BHM3y B OBHOBNEHUSAX)

TexHU4YecKkue getanm

MoxxeT pacnpocTpaHAaTbLCA NYTEM B3fioMa Yepes HesalumLeHHyo koHdurypauuio RDP, ¢
nomoLbo email-cnama n BpegoHOCHbIX BNOXEHUA, 0OMaHHbIX 3arpy30K, SKCMNIOMTOB, BEG-

NHXXEKTOB, dhanbLUMBbIX OOHOBNEHWIA, NepenakoBaHHbIX U 3apa)EHHbIX MHCTaNNSATOpoB. CMm.

ALl

Takke "OCHOBHble CoCcobbl pacnpoCTpaHeHUs KpUMNTOBbLIMOraTenen
6nora.

Ha BBOOHOW CTpaHuLe

Ynansaet TeHeBble Konun hannos, OTKNYaeT OYHKLUUM BOCCTAHOBNEHNS N UCTpaBIieHNA
Windows Ha aTane 3arpy3ku KomaH4amu:

vssadmin.exe delete shadows /all /Quiet

bcdedit.exe /set {current} bootstatuspolicy ignoreallfailures

bcdedit.exe /set {current} recoveryenabled no

Cnucok channoBbIX paclwmMpeHni, nogseprarowmxcs WwnpoBaHuio:

.1cd, .avi, .bak, .bmp, .cf, .cfu, .csv, .db, .dbf, .djvu, .doc, .docx, .dt, .elf, .epf, .erf, .exe, flv,
.geo, .gif, .grs, .jpeq, .jpg, .Igf, .Igp, .log, .mb, .mdb, .mdf, .mxl, .net, .odt, .pdf, .png, .pps,
.ppt, .pptm, .pptx, .psd, .px, .rar, .raw, .st, .sql, .tif, .txt, .vob, .vrp, .xls, .xIsb, .xlsx, .xml,
.zip (53 pacwmpeHus).
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PaclumpeHun MmoxeT 6biTb BonbLue, B OCHOBHOM 3TO dhansnbl gokymeHToB MS Office,
n3obpaxeHns, apxmebl, 6a3bl 4aHHbIX, B TOM Yncne poccuinckoro N0 1C-byxrantepus, a
Takke R-Keeper, Sbis n np. lUndposaHuto nogeepxeHbl 06LLME CeTEBbIE PECYPChI (ANCKM,
narkm).

dannebl, cBaszaHHble ¢ RotorCrypt Ransomware:
iuy.exe

<random_name_8 chars>.exe
<random_name_8 chars>___ .exe
DNALWmMjW.exe n gpyrue
GWWABPFL_Unpack.EXE

<random_name_8 chars>.Ink

jHIxJafV.Ink n gpyrue

PacnonoxeHus:

%TEMP%\<random_name_8_chars>.exe
C:\Users\User_name\AppData\local\<srandom_name_8 chars>.exe
C:\Users\User_name\Desktop\<random_name_8 chars>.exe
C:\GWWABPFL_Unpack.EXE

%LOCALAPPDATA%\Microsoft Help\DNALWmjW.exe
%APPDATA%\Microsoft\Windows\Start Menu\Programs\Startup\jHIxJqfV.Ink

3anucu peecTpa, cBA3aHHble ¢ RotorCrypt Ransomware:
CM. HMXe rmbpuaHble aHanmabl.

Pe3ynbraTbl aHanu3oB No BEpPCUSM:
[(MBpuaHbIN aHanus Ha Tar >>
MBpuanHbI ananus ana ELIZABETH >>
MBpuaHbin ananua ana LIKBEZ >>
MbpunaHbin aHann3 Ha GEKSOGEN >>
VirusTotal aHanua Ha Tar >>

VirusTotal aHanua ana ELIZABETH >>
VirusTotal ananus3 anga LIKBEZ >>
VirusTotal aHanu3 Ha GEKSOGEN >>

CTteneHb pacnpoCTpaHEHHOCTU: CpeaHss.
MogpobHble cBeaeHnsa cobupatroTcs.

=== BJIOK OGHOBJIEHUN === BLOCK OF UPDATES ===

MpeabicTopua 1:
Ha nepexogHom nepunoge ot Gomasom go Tar n RotorCrypt, n napannensHO ¢ UX paHHUMU
BEpCUSAMU, UCMOSb30BaNuUCh Apyrme CoctaBHble paclumpeHns "roto” u "crypt", ot KoTopblIx,
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https://www.hybrid-analysis.com/sample/e4a60a227edaff8c43cf1b318f45e70d23fa5c068fb5d578cb8aeb87358866f6?environmentId=100
https://www.hybrid-analysis.com/sample/e3735eade96e628fc9a22377402fdcbf69613b6aba2b853dcb7ff850202fe0b8?environmentId=100
https://www.hybrid-analysis.com/sample/bb08cc9cfdfeebf1c55bf72909a0b5feac87494d6d0cbdd25b0e91968258952d?environmentId=100
https://www.hybrid-analysis.com/sample/0c336544c1d014de99354ff7f69bf342edf30b2ddda8a8c98faf1de1496d15e0?environmentId=100
https://www.virustotal.com/ru/file/e4a60a227edaff8c43cf1b318f45e70d23fa5c068fb5d578cb8aeb87358866f6/analysis/
https://www.virustotal.com/ru/file/e3735eade96e628fc9a22377402fdcbf69613b6aba2b853dcb7ff850202fe0b8/analysis/
https://www.virustotal.com/ru/file/bb08cc9cfdfeebf1c55bf72909a0b5feac87494d6d0cbdd25b0e91968258952d/analysis/
https://www.virustotal.com/ru/file/0c336544c1d014de99354ff7f69bf342edf30b2ddda8a8c98faf1de1496d15e0/analysis/

cobCTBEHHO, U NpoM3oLWLIO Ha3BaHue wundposanbLynka RotorCrypt, yepes obHapyxeHue
Trojan-Ransom.Win32.Rotor, ncnonsayemoe B npogykrax JIK.

Bpewmsi pacnpocTtpaHeHnus: ot noHs 2015 o sHeaps 2016, ¢ npogormkeHnem 4o oKTa6ps
2016.

LLlabnoH pacumpeHunii:
<file_name>.<file_extension><ransom_extension>

Cnucok pacwmpenun (List of extensions):
.-.DIRECTORAT1C8@GMAIL.COM.roto
-.DIRECTORAT1C@GMAIL.COM.roto
.-.directorat1c@gmail.com.roto
~.CRYPTSb@GMAIL.COM.roto
I-==kronstar21@gmail.com=--.crypt
I==helpsend369@gmail.com==.crypt
__crypthelp12@gmail.com_.crypt
____prosschiff@gmail.com_.crypt
_____moskali1993@mail.ru___.crypt

sufnex331@gmail.com .crypt
bigromintol971@gmail.com .crypt
GASWAGEN123@GMAIL.COM_____ .crypt
pkigxdaq@bk.ru .crypt

DESKRYPTEDN81@GMAIL.COM.crypt

[ns HEKOTOPbLIX U3 HUX, BO3MOXHO U ANs1 BCEX, Obina BbinyLeHa yTunmTa aewmgpoBkm
RakhniDecryptor.
OdwmumnanbHaga cebiika >>

MNMpeabicTopua 2: Tar Ransomware

PaHHAAa Bepcusa Targobasnsna K 3awmdpoBaHHbIM hannam pacumnpenuve .tar nnn ___ tar
PacnpocTtpaHeHune Tar npuLwniocb Ha BTOPYHO NOMTOBUHY CEHTABPS - OKTABGpb-HOs16pb 2016.
CoobuieHuns Ha dhopyme BC.

PacLumpeHus Toro BpemeHu:

I GLOK9200@GMAIL.COM____ .tar
I cocoslim98@gmail.com____ .tar
Pesynerathl aHann3os: HA+VT

O6HoBneHue ot 22 ceHTAGps 2016:
Pacwmpenue: ! ELIZABETH7@PROTONMAIL.COM tar
Pesynetathl aHanusos: VT
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https://support.kaspersky.ru/viruses/disinfection/10556#block1
http://www.bleepingcomputer.com/forums/t/629699/rotorcrypt-rotocrypt-ransomware-support-help-topic-tar-c400-extensions/
https://www.hybrid-analysis.com/sample/e4a60a227edaff8c43cf1b318f45e70d23fa5c068fb5d578cb8aeb87358866f6?environmentId=100
https://www.virustotal.com/ru/file/e4a60a227edaff8c43cf1b318f45e70d23fa5c068fb5d578cb8aeb87358866f6/analysis/
https://www.virustotal.com/#/file/75d6d4a28f9779e38fc336b9ecc3b0fc55d28483445ac1a0ccb1736fe8bdac74/detection

O6HoBneHue ot 10 Hos6ps 2016:

Email: GEKSOGEN911@GMAIL.COM
PacwwupeHune no wabnoHy:

! GEKSOGEN911@GMAIL.COM____ .c300

O6HoBneHue ot 2 nekabps 2016:

Email: DILINGER7900@GMAIL.COM

PaclmpeHune no wabrnoHy:

! DILINGER7900@GMAIL.COM .GRANIT

O6HoBneHue ot 16 nekabps 2016:
PacwwupeHue: ! recoverynow@india.com__ .v8
Cwm. ctatbto V8Locker Ransomware

O6HoBneHue ot 26 nekabps 2016:
Email: hamil8642@gmail.com
PaclmpeHune no wabrnoHy:

I hamil8642@gmail.com___.GRANIT

=== 2017 ===

O6HoBneHue ot 20 mapta 2017:

Pacwwwupenue: I===contact by email=== tokico767@gmail.com.adamant

Email: tokico767@gmail.com.adamant
Mpumep TEMBI >>

Onucanuve atoro BapuadTa y Dr.Web >>
Pesyneratbl aHanun3os: HA+VT

O6HoBneHue: anpenb 2017:

Email: edgar4000@protonmail.com
[pumep TemMbl >>

PacwwupeHune no wabnoHy:
edgar4000@protonmail.com____ .granit
Email: edgar4000@protonmail.com

O6bHoBneHue oT 5 nroHna 2017:
PacwupeHue: DILIGATMAIL@tutanota.com
Ccblfika Ha Tonuk >>

O6HoBneHue ot 18 nroHA - 15 aBrycra 2017:
[Moct B TBUTTERE >>

PaclwmpeHune no wabrnoHy:

! DILIGATMAIL7 @tutanota.com .OTR

-P9p
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https://id-ransomware.blogspot.ru/2016/12/v8locker-ransomware.html
https://virusinfo.info/showthread.php?t=210499
https://vms.drweb.ru/virus/?i=15008110
https://www.hybrid-analysis.com/sample/f4e91f4127d59090e1a9e362c2c953cc5fe3885aee70775df6d1e1b587450949?environmentId=100
https://www.virustotal.com/ru/file/f4e91f4127d59090e1a9e362c2c953cc5fe3885aee70775df6d1e1b587450949/analysis/
https://forum.kasperskyclub.ru/index.php?showtopic=55406
https://forum.kasperskyclub.ru/index.php?showtopic=55954
https://twitter.com/jiriatvirlab/status/897500164297969664

Email: diligatmail7 @tutanota.com
PesynbraTthl aHanusos: HA+VT

O6HoBneHue ot 23 aBrycTta 2017:

PaclmpeHune no wabrnoHy:

! PIFAGORMAIL@tutanota.com SPG

Email: PIFAGORMAIL@tutanota.com

Mpumepsbl 3awmdpoBaHHbIX hannos:

AHkeTa.docx! PIFAGORMAIL@tutanota.com SPG
Resume.docx! PIFAGORMAIL@tutanota.com SPG

O6HoBneHue ot 12 ceHTAGPA 2017:
PacwwupeHue no wabnoHy: PIFAGORMAIL@tutanota.com rar
Email: PIFAGORMAIL@tutanota.com

O6HoBneHue ot 20 ceHTAGPA 2017:

[MocT B TBUTTERE >>

PaclwmpeHnune no wabnoHy: ! INKASATOR@TUTAMAIL.COM_____ .ANTIDOT
Email: INKASATOR@TUTAMAIL.COM

PesynbraTthl aHanusos: VT

O6HoBneHue ot 13-20 ceHTAGPA 2017:

[MocTt B TBuTTEpRE >> + [lOCT B TBUTTERE >>

PacwwupeHue no wabnoHy: !-=solve a problem=-=grandums@gmail.com=-.PRIVAT66
Email: grandums@gmail.com

Pesyneratbl aHann3os: VT

O6HoBneHue ot 20 ceHTAGpsA 2017:

[Moct B TBUTTERE >>

PacwwwupeHnune no wabnoHy: !==solve a problem==stritinge@gmail.com===.SENRUS17
Email: stritinge@gmail.com

Cymma Bbikyna: 1 BTC

PesynbraTthl aHanusos: VT

O6HoBneHue ot 10 okTAGpA 2017:

[MocTt B TBUTTERE >>

PacwunpeHue no wabnoHy: ! FIDEL4000@TUTAMAIL.COM .biz
Email: FIDEL4000@TUTAMAIL.COM

Pesyneratbl aHann3os: VT

O6HoBneHue ot 17 okTAGpAa 2017:
[Moct B TBUTTERE >>
®annebl: dead rdp.exe, RarYBiHl.exe
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https://www.virustotal.com/ru/file/9ae4435a7ad4b055cf13edc9e68d2ef8823b300391e49d65856c196dbaf28333/analysis/1502812190/
https://twitter.com/demonslay335/status/910508556453105665
https://www.virustotal.com/ru/file/77caaff559b908e4d3010d7c8d07c286a61feaccf8c7314dd495425054304219/analysis/
https://twitter.com/Chrisadriva/status/907932894219440133
https://twitter.com/demonslay335/status/910581199944454144
https://www.virustotal.com/ru/file/256946520472b89a39e066ff88560a8c1967fd1d46ba888129856046c5a012be/analysis/
https://twitter.com/Amigo_A_/status/916359111142494208
https://twitter.com/demonslay335/status/917740730310946816
https://www.virustotal.com/ru/file/f3844930e6ed425e353d9534dc724d981080843afb0627f027e290b01a85409d/analysis/
https://twitter.com/demonslay335/status/920280974394580992

PacwupeHue: ! DESKRYPT@TUTAMAIL.COM
Email: DESKRYPT@TUTAMAIL.COM
PesynbraTthl aHanusos: VT

O6HoBneHue ot 27 HosA6ps 2017:
Video review
Moct B TBUTTEpPE + Tweet >>
PacwwmpeHue: ! ENIGMAPRO@TUTAMAIL.COM
Email: ENIGMAPRO@TUTAMAIL.COM
3anucka: info.txt
®annbl: <random8>.exe
PesynbraTthl aHanusos: VT + HA
CKpPWHLLOTBI 3an1ckn n gannos >>

—

O6HoBneHue ot 25 pnekabps 2017:

PacwupeHwve: ! ANCABLCITADEL@TUTAMAIL.COM
Email: ANCABLCITADEL@TUTAMAIL.COM

®ann: <random>.exe

PesynbraTthl aHanusos: VT

=== 2018 ===

O6HoBneHue ot 25 aHBaps 2018:

[MocTt B TBUTTERE >>

Pacwwupenue: '==SOLUTION OF THE
PROBLEM==blacknord@tutanota.com==.Black_OFFserve!
Email: blacknord@tutanota.com

PesynbraTthl aHanusos: VT

e s LTl P PRSI | b Dt s

O6HoBneHue ot 9 cheBpana 2018:

[MocT B TBUTTERE >>

Pacwwupenwue: !decrfile@tutanota.com.crypo
Email: decrfile@tutanota.com

PesynbraTthl aHanusos: VT

rar

PGP

PGP
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https://virustotal.com/ru/file/5c7b8a75294bb7e4ce4879739c5b24d038a675bdce4f44b9236c129f1c97d97c/analysis/
https://www.youtube.com/watch?v=mqxr1C8mf8w
https://twitter.com/Amigo_A_/status/935557305650860032
https://twitter.com/GrujaRS/status/935610187158781952
https://www.virustotal.com/gui/file/34dbb3f2c9d3789331bd020aaabc3a31fbeb29f7c67f209ad0e2636c32974f1a/detection
https://www.hybrid-analysis.com/sample/34dbb3f2c9d3789331bd020aaabc3a31fbeb29f7c67f209ad0e2636c32974f1a?environmentId=100
https://4.bp.blogspot.com/-uhhnBfdKjVk/Wh5efWG6FSI/AAAAAAAAIM0/3OZG-ZChOyMLM0k0Mm2svpkikktcZViVACLcBGAs/s1600/rotor-27-11-17.png
https://4.bp.blogspot.com/-JBVdy6VoeaU/Wh5efbxj9QI/AAAAAAAAIM4/aCFyAqA6kuw-LYN9K1NAAnLJs1lqWbwbQCLcBGAs/s1600/rotor-27-11-17-2.png
https://virustotal.com/ru/file/2727dde7418284bd2b16a032346a9c6921cbfb5e950ad21c9468792b71ee3898/analysis/
https://twitter.com/demonslay335/status/956586546639134720
https://www.virustotal.com/gui/file/568a79ce585dac32af237cb187b663cb6d2e4f594d66860c7ea1b3c66e4b7919/detection
https://1.bp.blogspot.com/-4a6ryMWzim0/WmofZPJb7NI/AAAAAAAAI3s/ouX1M9OsF4wJVZqsTFYdQ2HDo4hjfI2nQCLcBGAs/s1600/rortorcrypt-25-1-18.jpg
https://twitter.com/demonslay335/status/962048717506269185
https://www.virustotal.com/gui/file/4213288a599af1981743832866461d735f2b25d80869a9da5f75ad1357449cda/detection

O6HoBneHue ot 5 mapta 2018:
[MocT B TBUTTERE >>

PacwwnpeHnue ¢ npobenamu: ! ,--, Revert Access ,--, starbax@tutanota.com ,-

-,.BlockBax_v3.2
Email: starbax@tutanota.com
PesynbraTthl aHanusos: VT

O6HoBneHue ot 21 masa 2018:

[Moct B TBUTTERE >>

PacwupeHwve: ! INKOGNITO8000@TUTAMAIL.COM
Email: INKOGNITO8000@TUTAMAIL.COM

Pesyneratbl aHann3os: VT

O6HoBneHue ot 03 nroHna 2018:

[MocT Ha dhopyme >>

Pacwunpenue: ! INKOGNITO7000@TUTAMAIL.COM
Email: INKOGNITO7000@TUTAMAIL.COM

O6HoBneHue ot 11 noHsa 2018:
[MocT B TBUTTERE >>

SPG

SPG

Pacwwupenuve: |@#%$% PANAMA1@TUTAMAIL.com %$#@.mail

Email: PANAMA1@TUTAMAIL.com
PesynbraTthl aHanusos: VT

O6bHoBneHue ot 14 noHna 2018:
[locT B TBUTTERE >>

Pacwupenue: !@'@!@_contact mail____boroznsalyuda@gmail.com__ '@'@.psd

Email: boroznsalyuda@gmail.com
dann: WbshKnkR.exe
Pesyneratbl aHann3os: VT
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https://twitter.com/demonslay335/status/970712599196323842
https://www.virustotal.com/#/file/bfb543ce93b97fa301c695fdcd5cf23ab5942a6c1a2f8a6e1f7360892d4ae11b/
https://4.bp.blogspot.com/-eYb_tpydG64/Wp-4ETt8z5I/AAAAAAAAJVE/cdZuIFmzM8MsqWYPmZzcLLm9YpMsDrHmQCLcBGAs/s1600/rotor-ext-5-3-18.jpg
https://twitter.com/demonslay335/status/998619385190379521
https://www.virustotal.com/#/file/0ed58c615e2701e06458e2a4eac9d698584f4197681430fc2ad9924cf57185f7/
https://www.bleepingcomputer.com/forums/t/608564/xorist-enciphered-ransomware-support-and-help-topic-how-to-decrypt-filestxt/?p=4506432
https://twitter.com/demonslay335/status/1006216594169753601
https://www.virustotal.com/#/file/3637c9f27d8599d1c79a1de6f4eb2bf2795f831d43d9d4b0c821e73bdbebafcf/
https://4.bp.blogspot.com/-W8sq2ltNHw8/Wx6t7xJOQ7I/AAAAAAAAKxE/nL8frJogyV8RmfrZovxsYh-b9e0Ls0WvQCLcBGAs/s1600/files-ext.jpg
https://twitter.com/demonslay335/status/1007315938222530560
https://www.virustotal.com/#/file/4eedb08df4d2ad613bd935e17187e62e13988f7ddf6d7da31ea1f120b9bfb1bb/

| Chiysanthemurm gpg ! SN _contad mal__borornsabyudaligrnalcom_ 1800, ped
| Desert jpg! @@ contact mail__borornsalyudafgrmad com_ /G458 psd
| Hydrangeasjpg!®!@!@ contact mail__ borozrsalyuda@gmail.com_ @@ psd
| bedbyfiish jpg! @ @30 contact mail___boroznsaluds@gmail.com SN, psd
| Koala jpg!@®!@_contact mail__borornsatyudafgmail.oom_ MBI, psd
_| Lighthouse,jpgl @@ _contact mail__boroonsaboudsiD grmail.com_ DD, pad
| Penguing|pgE0EE_contact maill__borognsalyuda@gmanl.com_ R pid
| Tulips.jpg! @ @8 _contact mail__oroensabpudaB®gmail.com_ S00@ . ped

Tak BbIrNAgAaT 3awmdpoBaHHble dhannbl

O6HoBneHue ot 14 nroHsa 2018:

[locT B TBUTTEPRE >>

[MocT B TBUTTERE >>

Bupoeoob3op ot CyberSecurity GrujaRS >>
PacumpeHVle: '@#%__ ISKANDER@TUTAMAIL.COM

]

Tipg'S#__| Epdf@es___ Qs BEs___I5K
mmr:::TUT... KA]'\I:IEE...-TLIT.-. Annimu-m
MALCOM___§  MALCOM__%  AILCOM__

=g RAR =g RAR BIRAR

FObE
CKpuvHWOT ¢ 3awwmdpoBaHHbIMK harnamm
Email: ISKANDER@TUTAMAIL.COM
3anucka: INFO.txt

CopneprxaHune 3anncku:

[ns CBA3M C HAMKU UCNOSb3YNTE NOYTY
ISKANDER@TUTAMAIL.COM

) INFO.b - Notepad

File Edit Format View Help

lAA CBASKH € HAMM WCNOABIYATE NOHTY

ISKANDERETUTAMATL . COM

PesynbraTthl aHanusos: VT

(8 Chrysanthermumgpg!@ss_ ISKANDER@TUTAMAILCOM _ $#@!RAR
[ Desert.jpg@es__ [SKANDER@TUTAMAILCOM___ S@RAR

(18 Hydrangeasjpol@#s_ SKANDER@TUTAMAIL COM__ S2@LRAR

L INFO bt

i) Jelbyfish jpg!@25_ SKANDERETUTAMAILCOM__ $28.RAR

E Koalajpg!@#3__ [SKANDER@TUTAMAIL.COM___ S&LRAR

iC] Lighthousejpg!@es BEAMDPER@TUTAMMLCOM  32@LRAR

E Penguins jpgl@#5___ [SKANDERETUTAMAIL.CO M__ SF3RAR

= Tulipsjpg!@es  BEANDERETUTAMAILCOM F#@LRAR

Tak BbIrMAOAT 3aWnMdpoBaHHbIe hansbl

O6bHoBneHue oT 24 uroHA 2018:

PacwupeHuve: |@Q#$ INKASATOR1@TUTAMAIL.COM

$#@!.RAR

$#@!.RAR
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https://1.bp.blogspot.com/-gn8jgi6Or9M/WyK0q5MbP_I/AAAAAAAAKzA/FE_MVKKe0R0nHRs3UmtCo47D7onhfGRkgCLcBGAs/s1600/ext-rotorcrypt-14-6-18.jpg
https://twitter.com/demonslay335/status/1007418665577472000
https://twitter.com/GrujaRS/status/1008289660085456896
https://www.youtube.com/watch?v=wa_o7WDkgBI
https://3.bp.blogspot.com/-u-LtKPLnSYI/WyaYALzRetI/AAAAAAAAK1o/ak6cLx_0WxQjhu3FfiQtrfscvaPBUtHQQCLcBGAs/s1600/Screenshot_2.png
https://4.bp.blogspot.com/-NFYXGOKNWPo/WyaXtHzvAVI/AAAAAAAAK1g/2nlQuL1JA1osIiomYXT-l6coxrPboPDOwCLcBGAs/s1600/note.png
https://www.virustotal.com/#/file/2c4ccb8e6a510e4e73435b6fd740ed3047ae790ee3bd1f3a80d8d8d2acc8f952/
https://3.bp.blogspot.com/-i1OaG_wIUx8/WyNaM6v3YXI/AAAAAAAAKzY/4ZKibTFQh58znSFIQG2hTebM7-4lqEVJwCLcBGAs/s1600/ext-rotorcrypt-14-6-18-2.jpg

Email: INKASATOR1@TUTAMAIL.COM
Tonuk Ha dhopyme >>

O6HoBneHue ot 25 nroHna 2018:

[MocT B TBUTTERE >>

3awwmndpoBaHHble dharnnbl 6e3 pacluMpeHus.
Email: patagonoa92@tutanota.com
3anucka: Help.txt

» CogepkaHue 3anmncku:

help mail
PATAGONIA92@TUTANOTA.COM
PesynbraTthl aHanusos: VT

O6HoBneHue ot 9 nrons 2018:

[locT B TBUTTEPRE >>

PacwupeHue: |@S$#-unlock-email zepro190@gmail.com #$!...ES_HELPs
Email: zepro190@gmail.com

Pesynbrathl aHanusos: VT

| Chiysaritbemam.pg! S5 unlock-email sepral Weigmailoom_ Y5 HELPs
Desertjpg!@5F-unbock-emed_____reprol@0fgmail.com_____#581_E5 HELPs

| Hydrangeas jpg! @48 unlack-email zeprol Wi gmail.com rLLES HELPs
leBdnhpy! @ S=-unkack-emar ceprol W iPgmail.com =555 HELP.

| Koalajpgi@5#-unlock-email zeprol 30 @ gmil.com, #51..E5_HELPs

[ Lightteuse jpgtB4E- unlock-smail____ reprol M@ gmailcom___ 850 FS HELPs
Penguins jpgl@5&-unlock-email zeprol M@ gmail.com #5155 HELPs

L Tulips jpgt@5# - unlock-email zeprol 0@ grmail.com P51 ES HELPs
serves jpgl @8 E-urlack-emad_ ceprold0ifgrmailoom_ S8 ES HELPs

Tak BbIrnAgAaT 3awmdpoBaHHble dhannbl

O6HoBneHue ot 19 urons 2018:

Pacwupenve: |@#$% PANAMA1@TUTAMAIL.com %$#@.mail
Email: PANAMA1@TUTAMAIL.com

Tonuk Ha dhopyme >>

O6HoBneHue ot 21 aBrycTta 2018:

[MocTt B TBUTTERE >>

PacwmpeHue:

I@#$_(decryp in the EMail) __ nautilus369alarm@gmail.com___ $#@..AlfaBlock

Email: nautilus369alarm@gmail.com
PesynbraTthl aHanusos: VT
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https://forum.kasperskyclub.ru/index.php?showtopic=59721
https://twitter.com/demonslay335/status/1011266336184569858
https://www.virustotal.com/#/file/143503a7670bf5c20bc45082fccbbba7862ee2c1a3d034e9ed8761480e16923c/
https://twitter.com/demonslay335/status/1016354267756748801
https://www.virustotal.com/#/file/48e4346eeffde667a99431d9ddd92a2f625a894feacbc5df3529c88622e7ebb6/
https://2.bp.blogspot.com/-EfjtOWo7H18/W0mZt9_2LTI/AAAAAAAALP0/9U-8SOWJcCcGwK-GQmZH_XvKJzrQ2wzhQCLcBGAs/s1600/rotor-9-7-18.jpg
https://forum.kasperskyclub.ru/index.php?s=102f1c2627d4d8083818884410f2df8c&showtopic=59954
https://twitter.com/demonslay335/status/1031934386579464192
https://2.bp.blogspot.com/-0sYD96Rhfvs/W3xagYp3rKI/AAAAAAAALvc/7_Mm_BkeBI0kmyVbpdBVFN7BtnYGJk0bACLcBGAs/s1600/rotor-21-8-18.png
https://www.virustotal.com/#/file/564ff6b22920c92792e4eff32e02e582fc6c603ea71fb0185cd1420a11aa680c/

O6HoBneHue ot 10 okTAGpA 2018:

[MocT B TBUTTERE >>

Pacwwuperuve: |@#$%"&-()_+.1C

3anucka: INFO.txt

Email: inkognitoman@tutamail.com, inkognitoman@firemail.cc

C:\Users\adminiDesktop! INFO.tct 176 b

Text
Text

176 b
847 Kb binary
——  not available

11.4 Kb binary

» CoaepxaHue 3anmncku:

[ns CBA3M C HAMK UCMNOSb3YNTE NOYTY
inkognitoman@tutamail.com
inkognitoman@firemail.cc
Pesynerathl aHanu3os: VT + HA + AR

O6HoBneHue ot 11 gekadbps 2018:
Tonuk Ha dhopyme >>
Pacwwupenuve: |@#$%"&-().1-C

Tamrpng BEERS S0 LM

=
IMFOLTT — Lsnanor
Dain  [Jpemcs  Oopgsar  fing  Cnpaexa

Mine CHRIA © HAMKA BCNONBIVATE NOYTY
PREDSERATELETUTAMAIL, COM

3anucka: INFO.TXT

Email: PREDSEDATEL@TUTAMAIL.COM
» CopepXaHue 3anucku:

[ns cBA3K ¢ HaMK UCNONb3yIUTe NOYTY
PREDSEDATEL@TUTAMAIL.COM

=== 2019 ===

O6HoBneHue ot 4 cheBpans 2019:

[locT B TBUTTEPRE >>

Pacwwupenue: lymayka-email@yahoo.com.cryptotes
3anucka: readme.txt
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https://twitter.com/demonslay335/status/1050115391547162626
https://pbs.twimg.com/media/DpLCAstW0AEpSnV.jpg
https://www.virustotal.com/#/file/6e2db44578ff2fdcab7938517973ed9bfd3532d7b29b7798ceb9f04ed079c1ac/
https://www.hybrid-analysis.com/sample/6e2db44578ff2fdcab7938517973ed9bfd3532d7b29b7798ceb9f04ed079c1ac?environmentId=100
https://app.any.run/tasks/ecb424b7-3067-418a-ae97-b624f84297dd
https://forum.drweb.com/index.php?showtopic=331181
https://1.bp.blogspot.com/-Yekz9iTRzms/XpgeCWfpAdI/AAAAAAAASgo/vp8Dym_8uIMpCO6sey7Z3hM7ISzSVV6zQCLcBGAsYHQ/s1600/files-11-12-18.png
https://1.bp.blogspot.com/-wbJuqCHMVEI/XpgeSDzXp3I/AAAAAAAASgw/DZn5wJAKbwcRUgo1-v1l28lhDMH-kNz1ACLcBGAsYHQ/s1600/note-11-12-18.png
https://twitter.com/demonslay335/status/1092446835053117441

._. Chrysanthemum.jpglymayka-email@yahoo.com.cryptotes
|| Desertjpglymayka-email@yahoo.com.cryptotes
|| Hydrangeas.jpglymayka-email@yahoo.com.cryptotes
|| lellyfish.jpglymayka-email@yahoo.com.cryptotes
|| Keoala,jpglymayka-email@yahoo.com.cryptotes
|| Lighthouse.jpglymayka-email@yahoo.com.cryptotes
|__| Penguins.jpglymayka-email@yahoo.com.cryptotes
| readme.tdt

e - Molnoed c o ==
Fide i P Tew  Helg

Pesynetathl aHannsos: VT

O6HoBneHue ot 1 mapta 2019:

[MocT B TBUTTERE >>

Pacwwupenue: ! lemail__ prusa@goat.si __!..PAYMAN
3anucka: open_payman.txt

Email: prusa@goat.si, prusa@tutanota.de
PesynbraTthl aHanusos: VT

» CopepkaHue 3arnucku:

KAK BOCCTAHOBWTb BALUV ®AINITbI MHCTPYKLMNA

BHumaHwne!!!

Mbl AENCTBUTENBHO CoXaneem cCoobLnTb BaM, Y4TO BCe Balum ¢hannbl Obinv 3awmdpoBaHbl
HaLIMM aBTOMATUYECKMM NPOrpaMmHbIM obecnevyeHnemM. 3TO CTano BO3MOXHbIM U3-3a
nnoxon 6esonacHoOCTn cepaepa.

BHumaHwne!!!

[Moxanyncrta He NOTPEeBOXbLTECH, Mbl CMOTMTE MOMOYb BAM BOCCTAaHOBUTL Ball CepBep K
opuruHany rocyaapcTeo 1 paclumdpoBatb BCe Bawm annbl, 6bicTpo 1 6e3onacHo!
NHpopmayms!!!

dainbl He cnomaHbi!!!

dannbl 661K 3aWMpPOoBaHbl C MOMOLLbI anropuTMoB WindpoBanna AES-128+RSA-2048.
HeBo3mMoXHO pacumpoBaTb ansbl 6e3 yHUKaNbHOro Knova AelmdpoBaHns 1
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https://pbs.twimg.com/media/DykmeEKWoAAcl5z.jpg
https://3.bp.blogspot.com/-sL7RQ7hDhbc/XF1WWKnOG9I/AAAAAAAANFg/JXrMlaVqKboP98v0wuFbMiFiNCAGUyWDgCLcBGAs/s1600/note-roto.jpg
https://www.virustotal.com/#/file/5841aab1bb45515daeb32fada67a668cdcba32ffa893caeb7e06dbb2b8c4b3da/detection
https://twitter.com/demonslay335/status/1101487998229770242
https://www.virustotal.com/gui/file/68f16835e46a569f90dbf8b76f837bf455b991ce098d896844a666ad0b1aed6d/detection
https://4.bp.blogspot.com/-k_ydsN56qWo/XHo9IgPiVyI/AAAAAAAANW0/2-aXb2NuBfENgrS8BF3l8AB9ba5OXXXWwCLcBGAs/s1600/note-1-3-19w.png

creumanbHOro nporpaMmHoro obecneveHuns. Baw yHuKanbHbI KoY pacumgpoBkm
XpaHUTCS Ha HawweMm cepepe. [Ana Hawen 6e3onacHOCTU BCA MHGOpMaLMs O Ballem
cepBepe 1 Kn4e ans pacwmgposkm byaet aBTomaTndeckn yganeHa Yepes 7 gHen! Bol
6e3B03BpaTHO NoTepsieTe BCe CBOU AaHHble!

* ObpartuTe BHMMaHWME, YTO BCE MOMbITKM BOCCTAHOBUTL (parinibl CaMOCTOATENBHO UMK C
MOMOLLIbKO CTOPOHHUX MHCTPYMEHTOB NPUBEAET TONbKO K 6e3B0O3BpaTHON NoTEpEe BaLLMX
JaHHbIX!

* ObpaTuTe BHUMaHME, YTO BOCCTAHOBUTL (haisibl MOXXHO TOSMbKO C MOMOLLIbKO YHUKANbHOIMo
Kntoya pacundpoBKmM, KOTOPbIN XpPaHUTCA Ha Haluen ctopoHe. Ecnu Bbl Byaete
NoMb30BaTbCS NMOMOLLBbIO TPETbMX N, TO JoBaBMTE TONBKO NOCpeHMKa.

KAK BOCCTAHOBWTbL ®ANILI???

Moxanyncra, HanuwmnTe Ham Ha e-mail (MMWKuTe Ha aHrMUCKOM NN UCMONb3yNTe
npodeccnoHarnbHOro nepeBog4vnka):annbl MOXHO TOMbKO C MOMOLLIbK YHUKAITbHOIO KIltoya
paclndpoBKK, KOTOPbIN XPAHUTCA Ha HaLLEN CTOPOHE.

1 email: prusa@goat.si (Response time within 24 hours)

2 email: prusa@tutanota.de (replacement mail in the event that no reply in 24 hours by email
1)

HOW TO RECOVER YOUR FILES INSTRUCTION

ATENTION!!!

We are realy sorry to inform you that ALL YOUR FILES WERE ENCRYPTED

by our automatic software. It became possible because of bad server security.
ATENTION!!

Please don't worry, we can help you to RESTORE your server to original

state and decrypt all your files quickly and safely!

INFORMATION!!!

Files are not broken!!!

Files were encrypted with AES-128+RSA-2048 crypto algorithms.

There is no way to decrypt your files without unique decryption key and special software.
Your unique decryption key is securely stored on our server. For our safety, all information
about your server and your decryption key will be automaticaly DELETED AFTER 7 DAYS!
You will irrevocably lose all your data!

* Please note that all the attempts to recover your files by yourself or using third party tools
will result only in irrevocable loss of your data!

* Please note that you can recover files only with your unique decryption key, which stored
on our side. If you will use the help of third parties, you will only add a middleman.

HOW TO RECOVER FILES?7?7?

Please write us to the e-mail (write on English or use professional translator):

1 email: prusa@goat.si (Response time within 24 hours)

2 email: prusa@tutanota.de (replacement mail in the event that no reply in 24 hours by email
1)

You have to send your message on each of our 3 emails due to the fact that the message
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may not reach their intended recipient for a variety of reasons!

We recommed you to attach 3 encrypted files to your message. We will demonstrate that we
can recover your files.

* Please note that files must not contain any valuable information and their total size must
be less than 5Mb.

OUR ADVICE!!

Please be sure that we will find common languge. We will restore all the data and give you
recommedations how to configure the protection of your server.

Recovery time from 30 minutes to 10 hours, including local drives and connected devices.
We will definitely reach an agreement ;) !!!

O6HoBneHue ot 13 mapta 2019:

[MocT B TBUTTERE >>

Pacwwupenue: ! help2decode@mail.com__ .a800
3anucka: recovery.instruction.txt

Email: help2decode@mail.com

» CoaepXaHue 3anmncku:

What happened to your files ?

All of your files were protected by a strong encryption with RSA-2048. More information
about the encryption keys using RSA-2048 can be found here:
http://en.wikipedia.org/wiki/RSA_(cryptosystem)

What does this mean ?

This means that the structure and data within your files have been irrevocably changed, you
will not be able to work with them, read them or see them, it is the same thing as losing them
forever, but with our help, you can restore them.

CONTACT US BY EMAIL: help2decode@mail.com

PesynbraTthl aHanusos: VT + AR

O6HoBneHue ot 15 mapta 2019:
[locT B TBUTTERE >>

Pacwuperue: |@#$%"&-().1c
Email: admin1c@airmail.cc, rezerved1c@tuta.io
3anucka: INFO.txt
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https://twitter.com/demonslay335/status/1105585440357339136
https://2.bp.blogspot.com/-966Yj8TSmHE/XIjW-OBq5iI/AAAAAAAANg0/MoBHLUJ7KFYtgC9hm2RukSeelFPDntS_QCLcBGAs/s1600/note-13-3-19.png
https://www.virustotal.com/#/file/f9278221ef8e4155b7261b7908281a3fea9011e29df61db92769ff28d688e146/
https://app.any.run/tasks/a84e466d-aa99-4338-89e8-2a7ebfe49bb0
https://twitter.com/demonslay335/status/1106636001055772672
https://2.bp.blogspot.com/-2ptrpKfxlsQ/XI4wkZl5BoI/AAAAAAAANl0/vV2S9qEKtUQQPm72rZiOMwgyPaiyUkFFQCLcBGAs/s1600/Screenshot_8.png

—— ——]

> bop,epmaHme 3anucKku:

ANsi CBA3W C HAMU UCMOSNb3YyNTe MOYTY
adminic@airmail.cc
rezerved1c@tuta.io

PesynbraTthl aHanusos: VT + AR +]JA + H

O6HoBneHue ot 18 mapta 2019:

[locT B TBUTTEPRE >>

Pacwwupenue: ! prusa@rape.lol !!l.prus

3anucka: informprus.txt

TekcT 3annckn odeHb KopsiBbin. CogepxaHue, Kak B TekcTe oT 1 mapta 2019.

CKpVIHLLIOT OPUTrNMHarNbHOIo TeKCTa 3arncKkun

B HC TP

MokasaTenb 6e3rpaMoTHOrO TEKCTa Ha PYCCKOM
@ TeKCT Ha pyCCKOM A3bIKe HanMcaH Tak 6e3rpaMoTHO M KOPSIBO, YTO BbI3bIBAET COMHEHUS,

YTO ero Nucanu 3HaBLUME PYCCKUIN A3blK. KOHEYHO, 3TO MOrmnuM caenatb U YMbILUNIEHHO.
Email-1: prusa@rape.lol
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https://4.bp.blogspot.com/-FvQnKiIMpd8/XKZG7o54Y_I/AAAAAAAAN4A/PU1eVwc5FVEmOLxSlPiSE5r0cGve28VrQCLcBGAs/s1600/rotor-15-3-19.png
https://www.virustotal.com/#/file/f76e753a6cddf87fee501a91a7050b3ef2bdac0a8693df846b273f3307fcc635/detection
https://app.any.run/tasks/970be4ee-fa02-424f-a483-22ed316ae81c
https://analyze.intezer.com/#/analyses/2dcd20f1-612b-4950-9945-f84a33562c7d
https://www.hybrid-analysis.com/sample/f76e753a6cddf87fee501a91a7050b3ef2bdac0a8693df846b273f3307fcc635?environmentId=120
https://twitter.com/demonslay335/status/1107779206585483264
https://3.bp.blogspot.com/-EH3pzLS0p64/XJaB9tlG7rI/AAAAAAAANso/35XRr3pFrpgSsGdL7Qxq7nNgtFwa0fm8QCLcBGAs/s1600/note-18-3-19.png
https://4.bp.blogspot.com/-V6B8_gjVSLg/XJs01iWRw2I/AAAAAAAANxI/vPxnR6TwGHA2fKg0rSAl-0YVYOCAI9w7QCLcBGAs/s1600/bad-text-russian.png

Email-2: prusa@tutanota.de
PesynbraTthl aHanusos: VT + AR

O6HoBneHue ot 31 masa 2019:

[MocTt B TBUTTERE >>

Pacwwupenue: | prontos@cumallover.me__.bak
Email: prontos@cumallover.me

PesynbraTthl aHanusos: VT + VMR

O6HoBneHue ot 21 nroHsa 2019:

[MocT B TBUTTERE >>

Pacwwupenue: !-information-...___ingibitor366@cumallover.me___....RT4BLOCK
3anucka: NEWS _INGIiBiToR.txt

Email: ingibitor366@cumallover.me

Pesyneratbl aHann3os: VT + HA + VMR

=== BJIOK CCbIJTOK n CITACUBOK = BLOCK OF LINKS AND THANKS ===

http://

Read to links:

ID Ransomware
Topic on BC
Topic on KC
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https://www.virustotal.com/gui/file/aec796b0317c54109efc2135d490100325e5533b492abba3aa3da41c46df2587/detection
https://app.any.run/tasks/05ecde5f-4758-4ab3-9b94-be221f10a248
https://twitter.com/demonslay335/status/1134465262034595844
https://www.virustotal.com/gui/file/0e5232a37178f23ac946254c34bdbf0d551fefac9fe83a5cf3f276335948f80f/detection
https://www.virustotal.com/gui/file/0e5232a37178f23ac946254c34bdbf0d551fefac9fe83a5cf3f276335948f80f/community
https://twitter.com/demonslay335/status/1152938864354500608
https://www.virustotal.com/gui/file/b40e49e41b27eb6f04b34de77e448e351f258e8f75ac53985e03f11103cfb393/detection
https://1.bp.blogspot.com/-urSmSI2padc/V7wlOspiFZI/AAAAAAAABM8/jOQFoNZWTX4Nsf6DtRchBRsfrvgXOxGqwCLcB/s1600/address2.png
https://id-ransomware.malwarehunterteam.com/
http://www.bleepingcomputer.com/forums/t/629699/rotorcrypt-rotocrypt-ransomware-support-help-topic-tar-c400-extensions/
https://forum.kasperskyclub.ru/index.php?showtopic=52769

https://youtu.be/mgxriC8mf8w

| "';.::'.' ¢ {% Thanks:

- d

Thanks

"

Michael Gillespie

Andrew Ivanov (author), mike 1, thyrex, GrujaRS

*

victims in the topics of support

© Amigo-A (Andrew lvanov): All blog articles.
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https://youtu.be/mqxr1C8mf8w
https://1.bp.blogspot.com/-dKH21b0Rez8/V7wlH7UufMI/AAAAAAAABM4/9dz-mLgRy4sAnOJVa-qLHY7MMMJDzoNUQCLcB/s1600/big-thanks2.png

