$QGURLG PDOZDUH DQDO\VLYV ZLWK 5D
/ULDGIRMDAQ

¢ QRZVHFXUHEBPRB DQGURLG PDOZDUH DQDO\VLYVY UDGDUH WULDGD WUF

1HZ 0$696 ORELOHHV3HYURP 1RZ6HFXUH
6KRZ ORUH

1RZ6HFXUH '"HEXW\W$GAHA$DB96 ORELOH BWE 7

7KLV EORJ SRVW FRYWUMWZLBBEHF6YE ORE L OHVIHRQ VIXSSRUW
QHHGV RI WESHORELOH $SSOLFDWUWRIQ FEHFXRQWWD QGDUG (
UHTXLUHPHQWY 1RZB6HFXUH UHFHQWO\ H[SDQGHG LWV HJ[¢
WRIRU %63 03696 FRPSOLDQFH DQG BOFRYESRUDWISERIV LQ
1RZ6HFXUH 30DWIRUP VRIWZDUH IRU DXWRPDWHG PRELOH

/[HDUQ ORUH

@ NowSecure
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https://www.nowsecure.com/blog/2016/11/21/android-malware-analysis-radare-triada-trojan/
https://www.nowsecure.com/blog/2022/03/22/nowsecure-debuts-new-owasp-masvs-mobile-pen-tests/
https://www.nowsecure.com/

'"HOLYHU 6HFXUH ORELOH $SSV )DVWHU

e 6ROXWVMRRIAWLRQV

e SHVRXUBHNRXUFHYV

e« &RPSDXRPSDQ\

, SHULRGLFDOO\ DVVHVV VXVSLFLRXV PRELOH DSSVH®Y R
LGHDV IRU QHZ SURGXFW ULRKEWRRQWSEWHIOLIJKW FKHFENYV
VXEPLWWHERXWRPROMWHG PRELOH D SBEROEKMXUR.QVF DVH E¥W LSQIR
$V SDUW RI P\ ZRUN DV D PRELOH VHFXULW\ DQDO\VW DW
PDOZDUH DQDO\VLV ZLWK 5DGDUWIDRERWMDMDOPSOH RI WKH 7

5DGDUH LV NQRZQ WR GLVDVVHPEOH /LQX[ :LQGRZV DQ
$QGURLHIOQ LW FDQ ORDG 'DOYLN '(; RGH[ HHKGWWGHPH YV
-DYD &/$66 ILOHV DQG PRUH

, ZURWH WKLV EORJ SRVW WR SURYLGH DQ LQWURGXFWLF
DQDO\VLV $IWHU UHDGLQJ WKLV SRVW \RX{JOO XQGHUVW
$QGURLG ELQDULHY KRZ WR LGHQWLI\ VXVOIORA RRPIRWRIPY
EHQHILWY DQG OLPLWDWLRQV RI XVLQJ 5DGDUH IRU WKL

,GHQWLI\LQJ D VXVSLFLRXV $QGURLG DSS

J)LQGLQJ D VDPSOH RI $QGURIEX®WOERWH, ZD@WHGLWR GL
LQWHUHVWLQJRRERRMEK®® I IRUP IRU $QGURLG PDOZDUH
GRZQORDG DQG IRXQG DQFDSBXEBPRGCRYQWHREBG ~ 7KH DS
VXVSLFLRXV EHFDXVH VFUHHQVKRWYV ZHUH WDRHD® | URPQL
DOWHUHG 6R , FOLFNHG WKH GRZQORDG EXWWRQ DQG El

, QWHQW 'HFLGLQJ ZKHWKHU D VXVSLFLRXV $(

$ JRRG ILUVW VWHS LQ HYDOXDWLQJ D VXVSLFLRXV ILOH
NQRZ DERXW WKH ILOH E\ VFDQQLQJ LW ZAUWKREID XSW R DrC
WKH VDPSOHJXRNB® UHSRUWHG D GHWH RS HRW UID W BRI BR/G
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https://www.nowsecure.com/solutions/
https://www.nowsecure.com/resources/
https://www.nowsecure.com/company/
https://www.nowsecure.com/blog/2016/09/19/announcing-nowsecure-lab-automated/
https://koodous.com/
https://www.virustotal.com/
https://virustotal.com/en/file/3c85c9a44f4c03f462fde63ae03bca5347ededeb6c6e2b79bcaf91e7a20c84e5/analysis/

SQGURIFBMBR WKH DSS ZDV LQIHFWHG

.HHS LQ PLQG WKDW DQWL YLUXV WHFKQRORJ\ FDQ VRPH!
EHFDXVH PDOZDUH HYROYHV IDVWHU WKDQ DQWL YLUXV®
VLIQDWXUHYVY WR ILOWHU WKHP RXW

7R JDWKHU PRUH LQIRUPDWLRQ EH\RQG WKDW SURY45GKG
UXOMKDW GHWHFWV WKH SMFESORH IMECKR/GIZOMMWHQ E\ VR
I[lURP WKH .RRGRXV WHDP

7KH VDPSOH ZDV GLVFRYHUHG LQVOWWIEBO QR BXE O\LKKDW HDY
DQDO\VLV $WDWEHUWWINRHD EUEDGHGPRVW DGYDQFHG $QG
GDWH DQG FRPSDUHG LW WR :LQGRZV PD® UMHDH LR WH GRH
LQIRUPDWLRQ DERXW WKH LQIHFWLRQ WHFKQLTXHYV XVHG
EORJ SRWWD¥FN_RQ =\JRWH D QHZ WZLVW LQ WKH HYROXW

$vV , SUHSDUHG WR BRO GHFHVBHG PRUH VDPSOHV %53DWX P B\
SDVWLQJ WKH UXOH LQ WKH .RRGRXV VHDUFK ER[ ZKLFK
JDWKHUHG PXOWLSOH VDPS®5 UXIOMHW , PEPRAKFOKGA®T W KEHH <V X |
WKH\ ZHUH YDULDQWY RI WKH VDPH IDPLO\

([SORULQJ WKH IXQFWLRQDOLW)\ Rl $QGURLG |

KHQ DQDO\]LQJ D VXVSLFLRXV $QGURLG DSS \RXTOO HYI

e 2EIXVFDWLRQ WHFXKRIXKV¥BWLRQ PD\ EH XVHG WR OHJL
LQWHOOHFWXDO SURSHUW\ RU WR KLGH PDOLFLRXV F

e ([FHVVLYH SHUPLVNIWRK®VDSS UHTXHVWV H[FHVVLYH St
EH D PLVWDNH PDGH E\ WKH GHYHORSHU RU GHOLEHU

« BWUDQJH ILOHV R@ WIXWKGH®HKNH ELQDU\ UHVRXUFHV R

« (PXODWRU RKBHRENXLULQJ D SDWFK IRU WKH DSS RU XV|
DQDO\VLV

« $50 RQO\ OLEUDDNHYJ LW VR WKH DSS FDQIW EH HIR®E
H[DPSOH

e BWULQJV SRLQWLQJ WRVKWWPELEBULK®WHILWLPDWH
PHFKDQLVP RU SDUW RI DQ HVFDODWLRQ RI SULYLOHJ

e« +DUGFRGHG ,3V LQ WKHIEVBPWDLHEH ,3 DGGUHVVHV IRL
IRUJRWWHQ E\ GHYHORSHUV RU IRU FRPPDQG DQG FR(

e /LQNV WR $3HWHORSHUV PD\ KDYH IRUJRWWHQ WR UHF
WHVWLQJ SXUSRVHV RU WKH OLQNV PD\ SRLQW WR VH

e« SFFHVV WR WKH 606 PHVVDJLOJ KX FW)RHDOHW\WLPD'
WZR IDFWRU DXWKHQWLFDWLRQ RU IRU PDOLFLRXV SX
SD\PHQW VHUYLFHV VFDPV RU VWHDOLQJ DXWKHQWLF
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https://virustotal.com/en/file/3c85c9a44f4c03f462fde63ae03bca5347ededeb6c6e2b79bcaf91e7a20c84e5/analysis/
https://github.com/Yara-Rules/rules/blob/master/Mobile_Malware/Android_Triada_Banking.yar
https://github.com/Koodous/androguard-yara
http://me.kaspersky.com/en/about/news/virus/2016/Kaspersky-Lab-Discovers-Triada
https://securelist.com/analysis/publications/74032/attack-on-zygote-a-new-twist-in-the-evolution-of-mobile-threats/

e ORGLILHG OHJLW#t PG IDRRSRUV UHIXODUO\ PRGLI\ OH
LQFOXGH KLGH D PDOZDUH SD\ORDG ZLWKLQ WKHP

e $SS VRXUFH RU UHOLDELOLW\ RI KRVWLQWRKR QARKRN H\
LV DQ DOWHUQDWLYH $QGURLG PDUNHWSODFH RU XQt
SURFHVV WKH DSS ZHQW WKURXJK

, ] WKH DSS FRPHV IURP D VXVSLFLRXV VRXUFH \RX VKRX(
IURP DIQFRDO PDUNHWSODFH ZKLFK ZLOO W\SLFDOO\ GRF
ZDUUDQWY GHHSHU DQDO\VLVY WR FKHFN IRULP D@L BISEBXNVV
PRUH SHUPLVVLRQV WKDQ VHHPVY DSSURSULDWH DYRLG 1
ODQXDOO\ DQDO\]LQJ WKH ILOHV ZLWKLQ WKH DSN LV D ¢
VRPH PHWULFV WR KHOS XQ@MHOWD Q Q GNKBHSDEEPLWLHYV

KHQ \RX DQDO\]H D PDOZDUH VDPSOH GHWHUPLQLQJ ZKI
RSSRVHG WR WKH PDOZDUHDGW HOJ DWW H DFFNR\Y Bl FAV\RWH P
,ZWIFRPPRQ WR ILQG QXPHURXV VWDWLVWLFV 6'.V ZLWKLQ
GHYLFH DQG XVHRXHVBOKDYOREB ILQG ERRW WLPH VHUYLFHV

,Q WKLV FDVH , IRXQG WKH VDPSOH JHQHUDWLQJ D -621
FRQWDLQLQJ SHUPLVVLRQV IRU GRLQJ KRVW FDUG HPXOCL
G\QDPLFDOO\ ORDGYVY WZR HQFU\SWHG EOREV DQG UHIHUF
SURWHFW ([WUDFWLQJ WKRVH SLHFHV UHTXLUHV G\QDPL
DUWLFOH
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SHUIRUPLQJ D IXOO DQDO\VLVY JRHV EH\RQG WKH VFRSH R
WKH LOQWURGXFWRU\ VWHSY WKDW UHDGHUV FDQ WKHQ X
DQDO\VLY 7KH VWHSV , ZLOO FRYHU LQFOXGH WKH IROOF

(( WUDFWLQJ GHWDLOV DERXW WKH PDOZDUH OLNH OL"
IXQFWLRQ QDPHV LPSRUWHG V\PEROV FODVVHV VWL
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SHUIRUPLQJ VWDWLF DQDO\WLV RQ WKH VXVSLFLRXV E
XQGHUVWDQG ZKDW WKH FRGH LV GRLQJ ZLWK WKH Ul
(PXODWLQJ WKH VDPSOH LQ D 4(02 EDVHG $QGURLG H!
SURJUDP H[HFXWLRQ DQG LGHQWLI\ VI\VWHP HYHQWYV I

ORVW PRELOH PDOZDUH ZLOO QRW H[HFXWH RQ QRQ $50 F
DQDO\]JHG WKH VDPSOH RQ DQ DFWXDO KDUGZDUH GHYLF

$QGURLGODQLIHVW [PO

'KLOH LWV H[WHQVLRQ LV [PO $QGURLGODQLIHVW [PO L\
XVHG RQO\ LQ $QGURLG DQG \RX FDQ FRQYHUW LW WR D
$[PO [POSME\ VFULSW DOVR DYDLODEOH YLD U SP L D[PO

¥R 1R AndroidMani fait ,xel] > §r wnl Asiveioani fest . unl
1 3 45 &7 B% AB CB EF ®1 %1}
75 18

M
b1

foguh, INTIRNET ">
=" andraid, peraiseos  ACCESS METHORK_STATE »

=" gndraid . pera atos ALCESS_WIFI_STATE >

=" gl bl po i s o READ, EXTERNAL STORAGE " »
= gadra il . pe e o o READ, IFHC_STATIE " »
Sndr ot pered B om MAKE_LOCK® >
sndraid. peredision, INTORNET >
andraid, poradsston ACCELS NETWORE STATE =
=" gnairaba . pe e o o MRETE_SETTINGS"»
e=" anddracid. pereiisd
sndraid. perei sl
sndradd. pereission CET_TASKE »
= G . e T el , FTSTIER_ AL T W NDOM " >
=" gndroid. peredis o . INTERNET ">

e et pered fo Toa , RLAD_FHON]_STATL " »

" g ol . g i A 1ol WRITE_EXTERNAL STORAGL * &

<RX FDQ DOVR XVH WKH UD BO)GD VR RMIWLD EZWWW QLQJIV RI
ILOH QRWH WKDW VWULQJYV ZLOO QRW ZRUN DW DOO

UDILQG =6 DQGURLG $QGURLGODQLI HVW [ PO
UDILQG =6 SHUPLWLRQV $QGURLGODQLI HVW [ PO
UDILQG =6 LQWHQW $QGURLGODQLI HYW [ PO

6RPH FRPPRQ SHUPLVVLRQV XVHG E\ PDOZDUH LQFOXGH \
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https://github.com/thadd/axml2xml.rb
http://rada.re/r/

SHUPLWLRQ &+$1*(B: ), B67$7(
SHUPLWLRQ &+$1* ( B1( 7: 25. B67$7(
SHUPLWLRQ , 167$/ / B3$&. $* (6
SHUPLWLRQ , 167$/ / B6+257887
SHUPLWLRQ 6<67( 0B29( 5/ $<B: , 1' 2:
SHUPLWLRQ $&&( 66B' 2: 1/ 2$' BO$1$* (5
SHUPLWWLRQ 02817B8102817B) , / (6<67( 06
SHUPLWLRQ 5(&25' B$8' , 2

SHUPLWLRQ 5( &(, 9( BY%227B&203/ ( 7("
SHUPLWLRQ ., / / BY#$&. *5281' B352&( 66( 6
SHUPLWLRQ $&&( 66B07. BOO+:
SHUPLWLRQ ' , 6$% ( B. ( <*8$5'
SHUPLWLRQ 6<67( 0B$/ (57B: , 1' 2:

SHUPLWLRQ *( 7B7%$6. 6

&ODVVHV GHJ

7KLV ILOH FRQWDLQV WKH 'DOY $M & RRG HVQRINE KB (CCSC5 O ¥ D Y
WUDQVSLOHG LQWR 'DOYLN DQG DVVHPEOHG LQ WKH "(; Il
EDVHG YLUWXDO PDFKLQH 6RPH YHUVLRQV RI $QGURLG Z
GH[ ILOH RWKHUV ZLOO WUDQVODWH LW WR UHDO PDFKIL
PRVW PRGHUQ YHUVLRQV RI $QGURLG ZLOO SUHFRPSLOH

WLPH H[HFXWDEOH WD3QJEWRIQE WXGWHEP H

<RX FDQ XVH 5DGDUH WR H[WUDFW LQIRUPDWLRQ IURP W

FRPPDQGV
| LFT  HQXPHUDWH FODVVQDPHV

' LLT LPSRUW/  H WHUQDO PHWKRGV

' LF  HOQXPHUDWH FODVVHV DQG WKHLU PHWKRGV

L] T  OLVW DOO VWWLQIV FROADLQHG LQ WKH SURJUDP
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2QH LPSRUWDQW KLQW LV WR FRPSDUH WKH SHUPLVVLRQ
XVHG E\ WKH DSS LWVHOI ,Q WKLV FDVH DV ORQJ DV WK
FRGH ZH ZLOO QRW VHH WKH WUXH SXUSRVH XQOHVV ZH

&KHFNLQJ RXW WKH LPSRUWYV RI WKH FODVVHV GH[ ZLOO
VIVWHP $3,V WKH DSSOLFDWLRQ LV XVLQJ

UDELQ TL FODWHV GH _ JUHS L H VPV H EOXHWRRWK H LQWDOO H 3DFNDJIHODQDIHU
H'DWJUDP H 7HOHSKRQ H QF

,Q DGGLWLRQ ZH FDQ XVH GH[GXPS WR HQXPHUDWH DOO

GHGXPS G _ JUHS DQGURLG _ FXW G | _ VRUW X

2QFH ZH KDYH D FRPSOHWH GLVDVVHPEO\ IURP GH[GXPS
HYHQ SODLQ JUHS WR ILQG VWULQJ FRQVW FDOOV %XW 1
WR ILQG UHIHUHQFHV WR VWULQJYVY RU PHWKRGV LQ RUGH
VWULQJV DQG IRU ZKDW SXUSRVH

[6xB8600818) > 5 str.apk
[BxBBBEDTcE] > pd 1
- str.apk:

Bx8886b7c8 .string
[BxBBB6bTCE) > fr 3%
[Bx9886b7c8]> pd 1

;== str.apk:

: DAT" XREF from @x88leb3bc {(unk)

Bx8e86b7ca string "apk®™ ; len=3
[6xB886bT7cE] > !dexdump -d classes.dex | grep -C 4 18b3bc

insns size : 11 16-bit code units

18b3ad: J|[18b3ad] his.da.act.PageView.a:(Ljavaslang/String;)2Z
léb3b4: 7118 2c2f 8388 |eged: invoke-static {v3}, Lmy/base/g/l:.e!(Ljaval/lang/String.:
javaflang/5tring: // method@2f2c
l8b3ba: BcBo |9883: move-result-object v@
18b3bc: 1adl bele |@g84: const-string w1, “apk® // string@lébé

18b3cO: 6e20 2124 10880 |8866: invoke-virtual {v8, w1}, Ljava/lang/S5tring:.endsWith: (L
vaflang/5tring;)Z // method@2421
18b3ch: Bade |9889: move-result v@
18b3c8: efee |8@8a: return v@
catches : (none)
[ex0886b7c8]> ]

JLOWHULQJ 6WULQJV

7R ILOWHU WKH RXWSXW Rl FRPPDQGV \RX FDQ XVH WKH
RSHUDWRU LV VLPLODU W FE XWK H V8 1U X QWHISQXWHIUGDLDAD.O\ D Q (
VHSDUDWH V\VWHP SURFHVV WR UXQ

8VLQJ WKH IROORZLQJ VWULQJ ILOWHUV \RX FDQ LGHQWL
ILOH

e VI\IVWHP GDWD ELQ VX «
KWWS
KWWSYV
DSN
e G G G G
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,QVWDOO

606

'H[&ODVV/RDGHU XQMEAWRDDOYLN FRGH LQMHFWLRQ
DSSOLFDWLRQ PQBHMWQSHRIMHG WR VSDZQ DSN LQVWEL
. HPEHGGHG EDVH UHVRXUFHV

$IWHU H[HFXWLQJ WKH VWULQJ ILOWHUV RQ WKH PDOZDU

SDWKV WR VI\VWHP ELQDULHV OLNH VX IRU GHYLFH URRW

VWULQJV FRPPRQO\ XVHG IRU LQVWDOOLQJ DSNV DQG IL
DSN

KHQ DQ DQWL YLUXV YHQGRU RU D UHVHDUFKHU GLVFRY
VHQG D WDNH GRZQ QRWLFH WRHVN KB RSCORSKHQ WIR Q&BD F
VHUYHU KRVWLQJ WKH PDOZDUH RU GLUHFWO\ EORFN WK

DSN EHIRUH LW ZDV UHPRYHG VR WKDW , FRXOG SHU

%HFDXVH WKH DSN LV SURWHFWHG ZLWK $3. SBURWHFW Z
FRGH LQ RUGHU WR XQGHUVWDQG ZRRERQWHKRLIESEQAS/PERH (
EH XVHG IRU WKDW SXUSRVH

,Q WKLV GH[ ILOH , PLJKW DOVR ILQG VWULQJV HQFRGH(
DXWRPDWLFDOO\ E\ VHWWLQJ XS WKH 5%$%,1 B'(%$6( HQY
FRPPDQG UD[ ' RQ HYHU\ VLQJOH VWULQJ ,W WXUQV RX'
FRQWDLQ ELQDU\ GDWD DQG RWKHUV VKRZ LQ@IHNHHVWLQ.
ORDG/LEUDU\

5$% 1 B' (986( UDELQ T]] FODWHV GH|

JLOWHULQJ PHWKRGYV

5DGDWHYLVXDO PRGH DOVR VXSSRUWY DQ LQWHUDFWLYH
VWULQJ PHWKRG DQG FODVV QR PHW HIR IV KWK N L \GXD OL PH
FRPPDQG WKHQ W\SH uBY LQ YLVXDO PRGH 1H[W W\SH V
SUHVV HQWHU! WKH 8, ZLOO MXPS WR WKDW SODFH LQ
WH[W LQ FRQWH[W

6RPH UHOHYDQW WH[W \RX PD\ ZDQW WR VHDUFK IRU LQF

e RQ5HFHXYHG E\ HYHQW KDQGOHUV

e  QIDMMO FODVVHYVY KDYH RQH RI WKHP
e 3DVVZRUG

e QVWDOO

e 'HJ

e 606
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https://github.com/strazzere/android-unpacker/tree/master/native-unpacker

ORVW RI WKH WLPH PDOZDUH LV SURWHFWHG ZLWK 3UR*)
PDNH WKH FODVV PHWKRG ILHOG QDPHV FRPSOHWHO\ XVt
WKH GLVDVVHPEO\ RU SHUIRUP G\QDPLF DQDO\VLV WR UH
WKH SXUSRVH RI HDFK PHWKRG

8> sym 3ms|
- Bxbelalad Loom_tendcClowd_tenddata_TalkingData Sfield_a:Lamdroid_content_Comtext

Bx0081albe Leom_tendclouwd tenddata TalkingDatashs.sfield_b:lLandroid_os_Handler
Sxdbge 048 Leom_tendcloud tenddata_TalkingDatasHs.sethed. climit___V
BxdifeT064 Leom_tendcloud tenddata _TalkingData®ns .msethed. finit__ W
Biife 1T «Lcom_tendcloud tenddata_TalkingData method. applyfuthCode_Ljava_lang_5String_Ljava_lang _Strimg_Lcom_tendclouwd tenddata_Talki
BoiieeTiiE Lcem_tendclowd_tenddata_TalkingData method.init_Landroid_content_Context_Ljava_lang ing_Ljava_lang ing__V
BiieeTInE Loom_tendcloud_tenddata_TalkingData method. reapplyfathCode_Ljava_lang_Strim WV _String_Ljava_lang_String_Lcom_tend
BobieeT19c Leem_tendclowd_tenddata_TalkingData method.verifyAuthCode_Ljava_lang_Strimg_Ljava_lang_5tring_Ljava_lang_String_Loom_tendc
LRI ] Leen_tendeloud_tenddata_TalkingDatasHsApplyCallback.sethod. onhpplyFadled_ILjava_lang_String_V
LERE DAL Leom_tendclowd_tenddata_TalkingData ApplyCallback.method. onApplySuce_Ljava_lang_String__V
[PLETTT Leon_tendelowd_tenddata_TalkingbatasHiVerifyCallback.method.onVerifyFailed_ILjava_lang_String__V
LEL L Leom_tendclowd tenddata_TalkingDatathiVerifyCallback.method .onVerifySucc_Ljava_lang_String__WV
Swbba1boza Leom_tendclowd tenddata_de.sfield_c:Lcoa_tendcloud tenddata_TalkingDatatHiApplyCaliback
LEL LAk ) tendcloud_tenddata_de.sfield_d:Lcoa_tendcloud tenddata_Talkingbata®hiverifyCallback
BwbhafaaTe tendclowd tenddata_de.méthod.a Liava_lang String_ILjava_lamg String Lcom_tendclowd_tenddata TalkimgDatasHiApplyCallback_
Bxbbafdidn tendcloud tenddata_de.méthod.a_Liava_lang _String_ILjava_lang_String_Lcom_tendclowd_tenddata_TalkimghataiHiVerifyLallback
Bxbbelpbas Lcom_tendclouwd tenddata_df.ifield_b:Lcom_tendcloud tenddata_Talkingbata®riApplyCallback
Bxbb@ el Lcom_tendclowd tenddata_df.method._init__Lcom_tendcloud_tenddata_de _Ljava_lamg_String Lcom tendclowd_tenddata_TalkingDataSHSA
BuBhEibial Lcom_tendclouwd tenddata_dh.ifield_b:Lcom_tendcloud tenddata_TalkingData®HiverifyCallback
Bxfbefeden Leom_tendclowd_tenddata_dh.method. _init__Loom_tendcloud_tenddata_de_Ljava_lamg_String_Lcom_tendclowd_tenddata_TalkingDataSmsy
Bubhepdaat «imp.Landroid_telephony_ Hamager .method. getDefault__Landrodd_telephony_ Hanager_
Sx0998daL 7 «imp.Landroid_telephony_ Hamager .method. sendTextHessage_Ljava_lang_Strimg_Ljava_lang _String_Ljava_lang_String_Landroid_app P

‘'LVDVVHPEOLQJ

SDGDUH SURYLGHV D YLVXDO PRGH 9 FRPPDQG DQG ZHE
FRPPDQG WKDW DOORZV \RX WR XVH WKH PRXVH DQG JH!
VWDWLF SURPSW

$W WKLV SRLQW IRU DQDO\VLY SXUSRVHV \RX PD\ ZDQW
RWKHU WRROV OLNH CGH[GXPS GC ZKLFK LV DYDLODEOF
EH PRUH UHOLDEOH ZKHQ WZHDNLQJ GH[ ELQDULHV PDN
GHFRPSLOHUV DQG WUDQVSLOHUYV FDQTYW EH XVHG

] s b 15 @ Bon, BEREIE
e g e e (4 e A e L i

wa il ang Borings 1 jesaliaringetiorem; | duifd i

HHBRIRBIHH

Bty B L e L

Shpraaniagfsiary . e T ORLL P

Jwmn_ b gt o ot gt Birnam_¥ [T}

HHBHIH

USP L GH MU
USP UGH MU FODWHV GH
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2QFH WKH GH[ ILOH LV WUDQVSLOHG LQWR -DYD &0ODVVF
FRQWHQWYV RI WKH -$5 %HFDXVH KDYLQJ PXOWLSOH YLH:
DVVHPEO\ LV QRW DOzZD\V WKH IDVWHVW ZD\ WR XQGHUV\
ZDQW WR XVH D GHFRPSLOHU OLNH CMG JXLC ZKLFK LV IL
LQWR WKH -$5 ILOH VLPXOWDQHRXVO\

8QIRUWXQDWDHOASLOLQJ IURP 'DOYLN WR -DYD E\WHFRGH
QRW DOZD\V ZRUN $QHQMOWHWRROALFDQ IDLO DW DXWRP
DQDO\WW QHHGV WR NQRZ DQG XQGHUVWDQG WKH ULVNV
FDSDELOLWLHV ZLWKLQ HDFK WRRO DQG EH DEOH WR UH)

JRU H[DPSOH LI ZH WU\ WR GLVDVVHPEOH WKH DSN .
VHIPHQWDWLRQ IDXOW ZKLFK KDV VLQFH EHHQ IL[HG LQ

GH GXPS G FODWHV GH ! GHY QXOO
*/,7&F ]HUR ZLOAK LQMUXFW.RQ DWLE [
*/,7&F ]HUR ZLOAK LOMUXFW.RQ DWLE [
*/,7&F ]HUR ZLOAK LOMUXFW.RQ DWLE [
6HJ PHQADW.RQ | DXOW

7UDQVSLOLQJ WR -DYD ZLOO SDUWLDOO\ IDLO

USP UGH MU FODWHY GH ! _JUHS (UURU _ ZF O

$QGURIXDUG ZLOO VWRS DQDO\]LQJ DIWHU DQ H[FHSWLR«

DQGURIXL S\ L FODWHV GH
7UDFHEDFN  PRVW UHFHQW FDOO ODVW
Y)LOH /LEUDUW 3\ VKRQ VLWH SDFNDJHV DQGURIXDUG FRUH E\ WHFRGHV GYP S\
OLQH LQ JHWBUDZBVWUILQJ
Rl VHO BBPDQDIJHBLWHP> 7<3(B675,1*B,'B,7(0 @
>LF @ JHVBVWIL QI BGDVWDBRI |
, QGH (UURU OLVW LQGH RXW Rl UDQIH

,Q RQH FDVH WU\LQJ WR RSHQ WKH DSN LQ ,'$ 3UR UHVX
VXFK DV WKLV D ORZ OHYHO GLVDVVHPEOHU OLNH 5DGDL

ILEUDULHYV

1DWLYH OLEUDULHY DUH XVXDOO\ LQWHUIDFHG ZLWK -DY
WKH VKDUHG OLEUDU\ IRXQG LQ WKH OLE VXEGLUHFWRU!'
VSOLW IHUWR VW MXEGLUHFWRULHY GHSHQGLQJ RQ WKH WD
UXQ HJ $50 [ $50 0,36 HWF

,Q WKLV FDVH ZH KDYH RQO\ $50 ELQDULHYV ZKLFK DUH W
5DGDUH ZLOO ORDG WKRVH ELQDULHYVY MXVW ILQH EXW \
$50 DQG 7KXPE PRGHYV

11/16



' H DVP ELW/ VHW VKXPE PRGH
' H DVP ELW/ VHW $50 PRCH

7TKHUH DUH RWKHU YDULDEOHYV OLNH DVP FSX WKDW FDQ
VRPH FDVHV EXW WKLV ZLOO EH HQRXJK IRU PRVW VLWX

,Q YLVXDO PRGH ZH FDQ DOVR XVH WKH +8' PRGH XVH WEk
FROOHFW LQIRUPDWLRQHRKRPV WKMHERIOQYD WWV T LPSRUWYV L

[6xB0800010]> 5 str.apk
[éxB886bTc8]) > pd 1

i== str.apk:

Bx80886b7cB .string
[8x8886b7c8]> fr %%
[BxBBB6bTcB]> pd 1

i== str.apk:

: DAT® XREF from 8x8818b3bc (unk)

Bx0006b7cE .string "apk” ; len=3
[BxBBBEDTcE] > !dexdump -d classes.dex | grep -C 4 18b3bc

insns size : 11 16-bit code units
18b3ad: |[16b3a4] his.da.act.PageView.a:(Ljava/lang/String;)Z
18b3b4: 7118 2c2f 388 |gge8: invoke-static {v3}., Lmy/basefg/l:.e:{Ljava/lang/String:
java/lang/String: // method@2f2c
18b3ba: Bcee |88e3: move-result-object v@
18b3bc: 1adl bele |@g84: const-string w1, “apk® // string@lébt
18b3ce: 6e28 2124 1088 |8886: invoke-virtual {v@, vl}, Ljava/lang/String:.endsWith: (L
va/lang/5tring:)Z // method@242l
18b3c6: Bage |9889; move-result ve
18b3c8: efee |888a: return v@
catches : (none)

[8x0806b7c8] > ]

$IWHU UXQQLQJ WKRVH FRPPDQGYVY \RX FDQ PDNH DQ HGX
SXUSRVHYV

OLE DUPHDEL QOLEEVSDWK VR E] LS ELQDU SDWFK $3, XVHG E\ XPHQI $3
VWR XSGDWH W |
OLE DUPHDEL CLEFRUH VR XSD\ FU\ SWRJUDSK\
- DYDBFRPBOHPBVGNBXW. OB&RUH( QFVBGHFW SW
OLE DUPHDEL CLEPDJLF VR MDYD FRCH LQVHFWLRQ E\ XVLQ UHI OHFWLRQ

PHWKRGV
$W WKH OHDVW QRQH RI WKHP VHREKABHODPMGHRWR GRZQ(

,Q RUGHU WR GLVDVVHPEOH DQG XQGHUVWDQG ZKDW WKl
DQG DQDO\]|H WVRKHFPRGBO¥R GR WKLV ZLWKHPX®DWH R Q DFRE
LPSOHPHQWHG RQ WRS RI (6,/ (YDOXDEOH 6WULQJV ,QWF
FRPSOHWHO\ VDIH YLUWXDO PDFKLQH WKDW KDV QRWKL(
VR \RX FDQ FRQVLGHU LW DV VDIH DV VWDWLF DQDO\VLV

7KH UHDVRQ ZK\ HPXODWLRQ LV QHFHVVDU\ WR GLVDVVHI
SRLQWHUY DUH FRPSXWHG E\ PRUH WKDQ RQH LQVWUXFW
FKDQJHYVY DQG UHVROYLQJ WKH FRUUHFW VWULQJV DQG P
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|

|

|

|
FRPPHQW

|
RQH

' HDVP GAVFULEH  WUXH VKRZ GHVFULSW.RQ Rl HDFK $50 LQVWWXFW.RQ

H DVP SVHXGR  \WUXH VKRZ SVHXGR LQUWWXFW.RQ LQVWHDG R DVWHPEQ
| HDWP HPX  \UXH HPXCDWH FRGH XVLQJ (6, /
H DVP HPXWW  \UXH VKRZ WWLQJ DQG PHWKRG UHI HUHQFHG LQ VKH HPX
! H DQDO KDVQH W WUXH DWXPH D QHZ | XQFW.RQ LV | RXQG DI WHU WKH ODVW

6RPH FRPPDQGYVY WKDW KHOS ZLWK PDOZDUH DQDO\VLV LC

DD DQDO\]H DOO SXEOLF W\ PEROV XVH DDD RU DDDD | RU PRUH

DIU DQDO]H | XQFW.RQV UHFXUVLYHO

DDH DQDO\]H DOO FRGH UHI HUHQFHV FRPSXWHG ZLWK ( 6,/ HPXODW.RQ
DDF  DQDO\]H DOO FDOO GHVW.QDW.RQV DV | XQFW.RQV

,Q FDVH \RXfUH LQWHUHVWHG LQ D KLJKHU OHYHO YHUVL
'"HFRPSLOHU SDFNDJH LQ 5SDGDUH WR WDNH DGYDQWDJH
DYDLODAEAYHU BWGHF FRP
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5DGLDO JUDSK RAOMDBEOBWYHY GH[ UHIHUHQFHYV

$VVHWYV

$Q DSN ILOH FRQWDLQV VHYHUDO FRPSDQLRQ ILOHV WKTEL
DVVHWY DUH LPDJHV RWKHUV DUH ;0/ ILOHV GHVFULELQJ
DQRDO\WLYVY \RX PD\ ILQG VXVSLFLRXV FRPSDQLRQ ILOHV W

<RX FDQ XVH WKH CSPC FRPPDQG LQ 5DGDUH RU WKH ILO
PDJLF KHDGHU LQIRUPDWLRQ RQ HYHU\ ILOH

I LQG WSHI HHF U TQFLaAILOH FSP ~°
| LOH DVWHW/
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§ file assets/*

assets/10011.data: GERE

assets/110011.data: GER

assets/ac.png: data

assets/btn_close_papi.png: PNG image data, 75 x 75, 8-bit colormap, non-interlaced
assets/channel.ini; ASCII text, with no line terminators
assets/channel.inii: ASCII text, with no line terminators

assets/close.png: PNG image data, 64 x 64, 8-bit gray+alpha., non-interlaced
assets/ep: data

assets/fx: data

assets/lead: directory

assets/libs: directory

assets/magic_encrypt.png: data

assets/oversea: directory

assets/oylej: data

s 1

7KH UHDVRQ WR XVH WKH LQWHUQDO PDJLF LPSOHPHQWD
EHFDXVH WRIOQRHEM® YK OQHBDEQRIOHRDLHW ILOH ZKLFK PD\ EH
LQYDOLGDWH WKH DQDO\VLVY 5HG+DW E&DXWFWKRIEHWRWAK IHWV
DQG '"RFNHU LPDJHV UHPDLQ WX ORSWHEDGW DoWIGROQ RITO L E
WDNHQ IURP 2SHQ%6' IX]]JHG DQG HQKDQFHG ,Q P\ H[SH
UHOLDEOH DQG HDVLHU WR PRGLI\ LI QHHGHG

,Q DGGLWLRQ WR WKH SULQW PDJLF CSPC FRPPDQG ZH |
CSPC RQ HYHUANWR ILQG NQRZQ PDJLF VLIQDWXUHY RQ UI
ILOHV IURP PHPRU\ GXPSV FRUH LPDJHV DQG PRUH

'KHQ , H[DPLQHG WKH ILOHV FRQWDLQHG ZLWKLQ WKLV V
WKH SQJ HIWHQVLRQ WKDW VHHPHG WR FRQWDLQ HQFU\!

&RQFOXVLRQLDIGH BQ GRRDBHPSDELOLWLHYV

$IWHU XVLQJ *RRJOH WR VHH ZKDW RWKHU UHMVHDWBGHK HQ &
7TJURMDQ , EHIJDQ WR XQGHUVWDQG WKH UHDO ULVNV EUR
KDUP XVHUV

e 5RRWV WKH GHYLFH DQG PRGLILHV WKH =\JRWH
)DFWRU\ 5SHVHW ZLOO QRW UHPRYH WKH PDOZDUH
6HHPV WR WDUJHW SUH .LAWNVOW BOGIY LYFHHWVE RQ VD |

OD\ VKLS VRPH PRGXODU H[SORLWYV WR UDLVH SULYLO

$W WKLV SRLQW ,fYH H[SODLQHG KRZ WR SHUIRUP VRPH
WDUJHWV $V SDUW RI P\ DQDO\VLV ,fYH FRQILUPHG WKL
GRZQORDGLQJ PRUH ELQDULHY DQG DSSOLFDWLRQV DW L
XQGHUVWDQGLQJ WKH PDOZDUH LQ LWV HQWLUHW\ GXH W
UXQWLPH LQVWDOODWLRQ RI DGGLWLRQDO DSSOLFDWLR
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35,%&< ',6&/2685( 1RZ6HFXUH XVHV ILUVW SDUW\ DQG WKL
IXQFWLRQV RI WKLV ZHEVLWH DQG RXU VHUYLFHV WR XQlI
ZHEVLWH DQG WR WDURKWBQRQURRRMHWREORKRFN FRRNLH
VHWWLQJV %\ FRQWLQXLQJ WR XVH RXU ZHEVLWH RUOWHW
PRUH DERXW WKH FRRNLHV ZH XVH DQG KRZ ZH PD\ FROOF
BULYDF\.3ROLF\

7KH FRRNLH VHWWLQJVY RQ WKLV ZHEVLWH DUH VHW WR D
H[SHULHQFH SRVVLEOH ,I \RX FRQWLQXH WR XVH WKLV ZF
VHWWLQJV RU \RX FOLFN $FFHSW EHORZ WKHQ \RX DUH F

&ORVH
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