Quick Analysis of a Trickbot Sample with NSA's Ghidra
SRE Framework
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This post is not a deep analysis of TrickBot. Here, | did a quick analysis of a TrickBot sample
from early 2019 by using the Ghidra Software Reverse Engineering (SRE) Framework,
developed by the NSA, that was released some hours ago. This is not a deep analysis of
TrickBot, | only wanted to learn a bit about Ghidra and | used this framework to find some
interesting parts of the code of TrickBot that were introduced in the newer versions of the
malware. Hope you enjoy it!

Starting with Ghidra Framework

About Ghidra, when you start the framework, you should create a project and a workspace:
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Then, we can import files, for example PE files:

G Irmport ciftermpitrick.bin

Formak: |Portable Executable (PE) w @
Language: |x86:LE:32:default:windows | |
Destination Folder: |www: | | |
Program Marme: | krick, bin
QK || Cancel

Ghidra CodeBrowser

Once PE file is imported, CodeBrowser can be launched:
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Initially, PE headers are parsed but code is not analyzed, the framework asks you if
analyzers should be launched, and what analyzers should be launched. This is the list of
analyzers (they are marked the analyzers that are marked by default):

Analyzers

Enabled | Analvzer Name

Aggressive Instruction Finder (Prokotype)
apply Data Archives

A5CIT Strings

Zall Corveention Identification
Call-Fixup Installer

Condense Filler Bytes (Protobype)
Create Address Tables

Data Reference

Decormpiler Parameter ID
Decompiler Switch Analysis
Demangler

Disassemble Entry Poinks
Embedded Media

Exkernal Entry References
Function ID

Function Start Search

Function Start Search After Code
Function Start Search After Data
Mon-Returning Functions - Discovered
Man-Returning Functions - Known
FDE

Reference

Scalar Operand References
Shared Return Calls

Stack,

Subroutine References

Windows x56 PE RTTI Analyzer
WindowsPE %86 Propagate External Parameters
WindowsResourceReference

¥&6 Constant Reference Analyzer
%86 Function Callee Purge
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Select Al Deselect Al Resktore Defaulks

Once analyzers finish, CodeBrowser interface is like this:
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Code is fully decompiled and while you browse each function, the decompiled code is
showed in the right window.

Browsing Code

Browsing code is similar to IDA, you can double-click a name to jump there (for example
double-clicking the destination of a call <destination>, would take you to the destination
function). You can move easily to the previous location with Alt+left (equivalent to Esc in IDA)
and next location with Alt+right (equivalent to Ctrl+Enter in IDA).

Other navigation options:
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Go To Mext Function Ctrl+Doen

5o To Previous Function Ctrl+Up

Go To Prograrm.., Ctrl+F7

Go To Last Active Prograrn Ctrl+F&
@' Mext Selected Range Ctrl+Right Brace
E} Prewvious Selected Range Ctrl+Left Brace
BF et Highlight Range Ctrl+0
@‘ Previous Highlight Range Ctrl+9

Mext Color Range

Prewious Colar Range

@ Toggle Code Unit Search Direction Ctrl+81+T
I MextInstruction Crrl+AE -+

I MextData Ctrl +A1+D
W Mext Undefined Ctrl+Alt+L
L MextLabel Ctrl +A1E+L
F  Mext Function Ctrl +4lt+F
T MNextInstruction Mot In a Function  Ctrl+Alt+N
W Next Different Byte Value Chrl +A+Y
52 Mext Bookmark Ctrl +Alt+B

You can search for text, like IDA Alt+t, however (and | found this an interesting
characteristic), you can select where do you want the text is going to be searched:
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Find TrickBot Config Xor-layer Decryptor

For example, we can try to search for XOR instructions, and we get a list of matches:
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[Listing Display Match], Search Text - "X0..,

00417385

@, ccarch Text - "XOR" [Listing Display Makch] - ferick.b = | ‘_,g|
Location [, | Label Mamespace Preview
a0di6z0d FUM_00d16200 ¥OR EB¥,EEX
a0digzecd LAB_N0digzcd  Global HOR EL¥, EAX
00d1630z2 FUMN_00d16ZF0 ®OR EEX,EEX
00di645a FUM_00d163d0 ®OR ECH,ECK
00d1659d FUM_D0d16590 HOR EBX, EEX
00d16623 FUMN_00d16590 HOR EAM, EAX
00d 16666 FUM_00d16590 ¥OR ED¥,EDX
oodigyel FUM_D0d16790 HOR ED¥,EDX
00d16875 ConfighecryptiorLayer EEX, dword ptr [ECX]
00d16396 FUM_00d16390 HOR Ei¥,EiX
00d165da FUM_D0d16300 HOER ED¥,EDX
o0die9z4 FUM_00d16360 HOR EL¥, EAX
00d1699e FuUM_00d163k0 ¥OR ED¥,EDX
00d1e9ca FUM_D0d16300 HOR ED¥,EDX
a0dia9f0 FUM_00d16360 HOR ED¥, EDX
a0di6adc FUM_00d16a30 ®OR ECH,ECK
00disasd LaB_00d16a9d  Global HOER ECH,ECH
o0di7ies FUM_00d17190 HOR EL¥, EAX
00d1723a FUM_00d17230 HOR EAM, EAX
LAB_00d17335  Global HOR Ei¥,EiX

In the analyzed sample (a trickbot from early 2019), if we look for XOR instructions, we can

find easily some XOR instructions modifying memory, and one of them belongs to the

function that decrypts the XOR layer of the trickbot config:
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LR e LAl UL 0d3

LEL EDI,[0xd26a20 + EDI]==DAT 00dZ5az0
Mow EDN,EST

MO dword ptr [EEP + param 1],EDI=:DAT
CMP ECK ;EALX

JHE LA 00dlaEse

Mo EDT,dword ptr [EBF + param 3]

) EDI,ECK

FITSH EBX

5.'F. .I'I 118873

Mo
HOR
ADT
HOv
ADD
CMF
I

How

VB 00dlas87
CHFP
JC

rar

(Btw, as we can see in the image, when you select with the mouse a line in the disassembly

EEX dword ptr [ECK]
ED O d

s
EEX,dword ptr [EDX]=:DAT 00d426a90

dword ptr [ECK + EDI*0x1],EBX

ECH, Dxd

EDX,dword ptr [EEF + param
[.ILR_I'I'I.'!'_I‘-T.FRT

EDX,EST

g

ECH,EAX
LAB_DOALGETS
EEX

_1]

[

1

& wold _ cdecl Configlhecryprxorlayeruint
3

4

5 uint FpuWarl

= uint uWar:

7 uint Fpu¥ard

g uint Fpu¥ard

q

10 pu¥ard = (uint ¥ ((param_2 + 30 & OxE
L1 pu¥varl = (uint ) { (int)&DAT 004Z26a90
Lz puvard = £DAT 00dZeas%0;

L3 if (param 1 < puVar3) [

14 param 3 = param 3 - [int)param 1;
15 do |

LA uvarz = FpuVard

L7 T’ = puVard + 1:

L5 #luint Tl i(intiparam 1 4+ param 3]
L9 param_lL = param 1 + 1:
20 if [puVarl <= puVard) {
21 puWard = &DAT 00dZ6a90:
22 }

3 while (param 1 < puVarc3):
24 }

5 return;

26 |)

window, the equivalent line is highlighted in the decompiled window).

Using references to find more interesting parts of the code

Once you have located an interesting point in the code, you can show a tree of calls to that

point:

Clear Register Walues...

et Register Walues..,
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Fallthr
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Ctrl +F

Add Reference fram...
Add/Edit... R

Delete References C

Showe References to &ddress

ﬁ] Showe Call Trees

The tree makes easy to follow the incoming or outgoing references to the interesting

function:
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€4 Function Call Trees: ConfigDecryptXorLayer - (krick.bin)

Incoming Calls Diubgoing Calls

s I ncoming References - ConfigDecrypkiorLayer F Cutgoing References - ConfigDecrypkXarLaver

=% § Decrypt_ECS_or_CONFIS
&% § FUN_00d1z110
-8 § FUN_00d1ac00
-8 f FUM_ood1dz10

Filrer: L1 L Filrer

Additionally, you could highlight (select) back or forward refs to an address in the
disassembly and decompiled windows.

TrickBot ECS signature and Config Xor Decryptor

By using the call trees, we can find easily the functions that decrypts the XOR layer of the
elliptic curve signature or the XOR layer of the TrickBot Config:

I 4 [indefinedd Deckypc ECS_or_CONFIG|Int b_decrypt_ecs_of_config,int outhut

JAF LAE DDflZdls

undefinedd uwWacl;:

LAE_00d12d410 =] uinc Yenchut
0 CHP dword poe [ESF + oucbull,0x0 ol ine emcbursz:
sige of Kor-encrypred config L
[ EST, (%5 1 if (b _deccypt ecs= aor config == L}
JZ LAFE ODELZEZ: k] 1f [ouThul == 03
s

PSH duerd poe [EEP + outbuf]

FIEH CONFIG AES Yored LE "

L& J* mize of xor-epcrypied ecE *
L7 T ¥ =
L5 enchus = (wint *)&EECE Sigmature Fored?
A dlidis
CALL Configheceypeioclaysr 20 elze |
2l At omize of xor-encrypred config
AL E5P, e uvarl = Dx590;
1f (ouchut == 0) {
Lal dlidic 24 return [xS90;
HOw EL EST z5 X
FOF EST - 26 enchufzz = Ox590;
PoP EEF o enchus = (wint *)sCONFIG AES Eored:
RET (14
CCh 20 Configheceyptiorlaysr [ancbuf ,encbuf=:, outbuf]
BE CCh 30| returm wWazl:

ok
3 Cy Decomple: Decrypl_ECS.., | g Defined Stangs

In addition, you can open a function graph window, similar to IDA graphs. Here is the XOR
decryptor loop of TrickBot:
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= Funchon Graph = ConfigDecryptXorLayer = 7 vartices (Erick.bin

E-O X
g - 686d MOV EDI dword per [EEF + param.
6870 SUB EDI, ECX
+.8872 PUSH ERBX

0O M

LAB 00416873
..,FSH MoV EB¥,dword ptr [EDH]=>xorkey
w6873 X0R EEX,dword ptr [ECK]
*|..6877 ADD  ED3, 0x4 [
6872 MOV dword ptr [ECH + EDI*OE1], ..
+B87d RDD ECH, 0xd
6880 CMPF ECQK,dword ptr [EEF + parame
6883 JC LRR 00416887

Do Lgog Il

— Ef'_F_ W

G885 MOV EDK EST

LABE_O0dleasy
--.6887 CMP ECX, EAK
...6888 JC LAB 00416873

[ood16sab ¥ O W

...68Bb POP EEX

You can move easily on the graph, and zoom in/out with the mouse wheel:
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TrickBot Strings Decryptor

About strings.. All the strings used by the newer versions of TrickBot are encrypted. While
IDA was able to construct a nice table of strings that makes easy to find the decryptor:
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Ghidra were not able to identify all the strings and construct a nice table, it is much lesser
intuitive:

o0dz5410 51

o0dzs4ll 63

ondzf4lz 53 32 5]

00dz5424 59
00dz542e 72
OndzE4Z0 46
oodzbds 3
00d25431 51
OOAzZo43z 62
00dAzZ543% 53

.

undefin=dl 511

DAT Do0dZ25411

und=fin=dl &Il

z dalbtloubbswgpoibbsgEsdbIic Uldabdls

TEF[2 stringsbhecryptor:
StringsDecryptor:
TEF[2]: stringsbecryprtor:

Stringalecryptor:

Jldlfesc (E] ;
0dLlEeTo(®

Udloedld(#)

J0dlEelc (™

Maybe | missed something with Ghidra, but | selected the option Analysis->One shot->Ascii
Strings, and these are the results. This makes difficult, for example, to find strings'

decryptors.
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Mo dword
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Conclussion

in spite of the fact that | really love IDA (and WinDbg), | liked this framework, and | will
continue using it.
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