Who was behind this unprecedented Cyber attack on Western infrastructure? — Intrusion Truth

Who was behind this unprecedented Cyber attack on
Western infrastructure?

E intrusiontruth.wordpress.com/2018/07/17/who-was-behind-this-unprecedented-cyber-attack-on-western-
infrastructure

intrusiontruth July 17, 2018

In late 2016, Cyber threat analysts in PwC and BAE Systems began assisting victims of a new
global cyber espionage campaign. They named the campaign Operation Cloud Hopper.

Cloud Hopper turned out to be an attack of unprecedented scale that targeted companies
known as “managed IT service providers”, or MSPs. Because MSPs manage the IT systems of
hundreds of clients, the technique used by the Cloud Hopper attackers was highly effective —
they gained access not only to the sensitive data of the MSPs themselves, but also to their
clients globally.

By attacking a handful of companies, the Cloud Hopper actors gained access to potentially
thousands of networks.

Executive summary

Since oe 2030, Pw UK and BAE Sysmem have been o5 sting vienms of 8 nes cybeer eopiomscge campaign conducied by a
i bl Hare acioe We asess Ehis Bhreid acied B aloas carbassly be Bhe sarre o0 the Birasd acioe widely knswn witks
mmmemmwm"mnummwmmmmn
servios proeders (WGP, allowing AFTID Froperry ard sencisre dara ot
m%mu—;u—h,ﬂﬂhnwﬁ.dh—_mmhm barpeied i 2 ceparate,
ks cargauge by Le s sl

e v e fad b 2 pebee off bury Ecadioag thal are detaded bakew.

APTIG hax necenily unleazhed o sussined compeigm nfrosruciune cbsermed in APTIES mos necent compaipna
ST MEPY. T COmnaTsbie o WP nersarii Rl TRk 56 Vil ACTAAAITed LinderTaRen by e PARSar acnr.
provisad braadand unpracasemrad acoaz o MG cuzromar
nwtwarka. = Tha command ard comiral intrasiructars wed ko
Operation Cloud Hopper 1 predassinantly dyrseic DS

o WP were almnet cartssmby baing tarpeted fram domass, wEich are baphly niwnenemed and Lok et
b arweeds, and i b Eealy that APTI0 bed alresdy chreat wetor's previous operarioss The b of
‘b o 0 B3 ETOE 45 sty 8 2004 mmmmmwmmmu
=008, sfaz
= MEP mirasracture bas baan ced 2= part of 2. compler web ’
of e TTETaON FUnes FMTRING TRlTiple ViCm necars i e
»  Some top level domainz wed in the drect tarpesing of
DT bin ségnifianiity incewsed ity male aed capsbiliny wmmmmmwmm
#nce sorty 000, INCIHNE 1 ETITAN of N CIINom Somainy Thar
émalz, n-.-—ncl-uqu-
*  APT b0 ceased 122 e of the Poisan by suhears sty AFT)0 foaes on sIpianage aciviry, mrgenng inmilacrnsd
atter 5 3113 FirsEyw repart. whick comprebeesly property and sther wnnt nw dote

S O SUANAN'S FSEOSOALTY s (ADAGR, dadd 1S

e by severall China-based thoeat actors, dochadiop AFTES.  » AFTID iz known o bave safllinated 2 bagh rolome of daia
* AFTH primariyused Pregk mabvure from 0W m 000, oo Bl vitims. v ploitiag compemaied WP

MIMWWWW; T T mee Femalitily o

FareTol fun e * The rrpeosd aanre of che e filiranon we hare ohaarved .

T — e ra— llthm‘l?h,umtﬂb
e g well e o -venoe Toanks, whiseh hurve bean prwrices sca of APT campaign: pre-2003.

JTE'!W”F Pl LK ondf BAK Syatvm: szness AFTI0 a1 bighiy liely o
bt & Chima-baasedd hireas aoeer

Lnaly 0o b ol f An LEtThai i

The Cloud Hopper analysis by PwC and BAE Systems
APT10 was behind Cloud Hopper

PwC and BAE assessed that Operation Cloud Hopper was almost certainly managed by the
threat actor known within the Information Security community as “APT10”. This assessment
was based on the group’s highly interconnected network of infrastructure, which had
connections with APT10’s previous operations. The Palo Alto Networks report menuPass
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Returns with New Malware and New Attacks Against Japanese Academics and Organizations
shows that a series of old APT10 command and control (C2) domains (including
cmdnetview[.]Jcom) associated with servers that were later used by the Cloud Hopper group.

The Cloud Hopper report released by PwC and BAE assessed that APT10 had significantly
increased its scale and capability since early 2016 and was focused on espionage activity by
targeting intellectual property and other sensitive data.

It was also assessed at the time that APT10 was highly likely to be a China-based threat actor,
based on a series of clues including the compile times of binaries, registration times of
domains, activity indicating a pattern of work in line with China Standard Time and a mix of
diplomatic and political targets being closely aligned with China’s strategic interests.
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Cloud Hopper analysis showing activity during working day in UTC+8 timezone
So what?

Analysts working with this blog have spent the last year investigating the most damaging
attacks to hit Western companies, starting with APT10.

We have identified a number of individuals behind the attack and the companies with which
they have been associated.

We plan to tell the story — check back for more over the next month...
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